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RDB: Oracle, Vertica, Gree — DSMS: H3iL, Sybase, IBM

— NoSQL: Hadoop, MongoDB — NoSQL: STORM, 54

DBMS: Database Mgmt. System DSMS: Data Stream Mgmt. System
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SELECT COUNT(*)
FROM packet
WHERE payload REGEXP /LMEULMNELME H/ SR D
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" Destination IP
=Source IP

" Destination Port
=Source Port

“ Interface (5!l : eth0)
-Length (/SR E)

} : -Version (IPV4 )
Queries are volatile Payload (/$kro RZ)
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BTN text B
* DBMS | srcip | text Source IP
— PostgreSQL | dstip | text Destination IP
o X*—7(H) m integer Source Port
— m integer Destination Port
« FIRAT—2tvk integer JORa)LES
— PRACTICE ' seqno [N =l RES
— D3M | ackno SR ACKES
" et ST
Al TR " ack ACKTS%
- NYEDFH fin text FINDSS
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[NEGI] https://github.com/westlab/negi
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SELECT srcporﬁétpqt, dstip, COUNT(*)
FROM |practice_dataset_2013_practice 1
WHERE [srcip = "10.220.0.36]

GROUP BY [srcport, dstport, dstip
ORDER BY COUNT(*) DESC LIMIT 5;
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PRACTICE 1

Srcportz Z Z i hV s [El— dstport N7 IR
(dstipZZEZDI5ELH D)

53555 15510 2.134.49.170 18
PRACTICE 2
srcport dstport dstip count
68 67 10.220.0.100 324
60432 55003 78.34.188.201 33
59306 55003 78.34.188.201 30
53723 55003 78.34.188.201 30
54299 55003 78.34.188.201 30
PRACTICE 3
srcport dstport dstip count
56138 16471 219.80.142.21 1182
56693 16471 219.80.142.21 1182
52717 16471 136.169.13.7 1148
49313 16471 24.15.221.77 1142
58601 16471 98.145.30.7 1057




PRACTICE 4

srcport dstport dstip count
61916 16464 189.95.79.14 1149
54793 16464 189.95.79.14 1149
50509 16464 219.55.222.3 1042
63275 16464 219.55.222.3 1042
52628 16464 69.170.93.61 1040
PRACTICE 5
srcport dstport dstip count
68 67 10.220.0.100 325
58320 4000 89.149.253.239 45
55567 4000 89.149.253.239 36
58579 4000 89.149.253.239 27
60461 4000 89.149.253.239 27

D3M_2012_20120328_malware_20120328_d39569faa627f1aa37ef22ec8

srcport dstport dstip count
1058 80 217.76.142.78 1401
1060 80 81.31.32.70 1376
1055 80 213.153.32.161 767
1054 53 10.0.0.1 67
1040 8082 186.5.23.154 7
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SELECT dstport,

SUM(szcontentI),

AV G(szcontent)

COUNT(*)

FROM practice_dataset_2013_practice_1

WHERE srcip = '10.220.0.36'
GROUP BY dstport

ORDER BY SUM DESC LIMIT 5;




dstport dstport
138413 80 222693 37 6202

25549 104778 177 591 67 102678 314 327

67 102364 314 326 £ 53 16580 45 362
18746 61375 164 373 123 496 62 8
26614 55162 81 680 99 0 0 18
dstport
55003 114926 9.5 12067

67 102364 314 326 dstpo avg .
28 53 15424 45 342 8080 50076 46 1089
123 496 62 8 53 11872 53 224
80 378 18 21 138 663 221 3
dstport dstport

5789202 686648 TR =

67 29830 314 95 138 =3 51 2

53 4288 45 95 = o e E

80 336 17 20

123 248 62 4 dstport sum avg count
T 8080 4917 64 77
16464 5319348 14 375582 8082 4895 64 77

oy I 29830 314 95 15338 ‘1‘;32 27118 667
53 4288 45 95
20 1846 >3 20 80 731 0.2 3550
123 248 62

Z2HDT O RTiA A5 dstport HTFETE



22 :TCP handshakef& [

SELECT COUNT(*)
FROM
(SELECT *
FROM $table
WHERE syn = 'syn' AND protocol = 6) AS syn,
(SELECT *
FROM $table
WHERE ack ='ack' AND protocol = 6) AS ack
WHERE syn.srcport = ack.dstport
AND syn.dstport = ack.srcport
AND syn.srcip = ack.dstip
AND syn.dstip = ack.srcip
AND syn.seqno +1 = ack.ackno;




YL—avd

D3M_2010_2_pcap_20100308 0 55531 0

D3M_2010_2_pcap_20100309 0 41387 0
D3M_2010_2_pcap_20100311 0 70486 0
D3M_2010_2_pcap_20110208 0 12873 0
D3M_2010_2_pcap_20110214 0 12474 0
D3M_2010_2_pcap_20110216 0 27294 0
practice_dataset_2013_practice_1 3631 54403 0.067

practice_dataset_2013_practice_2 5393 21680 0.249

practice_dataset_2013 practice_3 192706 1160063 0.166

practice_dataset_2013_practice_4 80560 631453 0.128

practice_dataset_2013_practice_5 5999 49137 0.122
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— RDB: Oracle, Vertica, GreenPlum
— NoSQL: Hadoop, MongoDB
[
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— DSMS: H3iL, Sybase, IBM
— NoSQL: STORM, S4

DSMS: Data Stream Processing System
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Quick Review: DSMS
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SELECT COUNT(*)
FROM ethO[TIME 1 MIN, SLIDE 1 MIN]
WHERE payload REGEXP /UNELMNELME 8/ INTYRD

- JL—23FIVARF—Y
* Destination IP

=Source IP

" Destination Port
=Source Port

- Interface ({51 : eth0)
‘Length (/N E)
-Version (IPV4 %)

- Payload (/N yFAZA)

Data are volatile ‘-‘
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Input time series : Probability pﬁrovided by
data i 1% stage learning
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%E@M\§E-> DSMS: Falcon (neci#imE)
[NEGI] https://github.com/westlab/negi



B ZH: TCP handshakef® %0

SELECT COUNT(*)
FROM
(SELECT *
FROM $table
WHERE syn = 'syn' AND protocol = 6) AS syn,
(SELECT *
FROM $table
WHERE ack = 'ack' AND protocol = 6) AS ack

WHERE syn.srcport = ack.dstport\
AND syn.dstport = ack.srcport
AND syn.srcip = ack.dstip Join Operation
AND syn.dstip = ack.srcip
AND syn.seqno +1 = ack.ackno; )
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Join

SELECT  *
FROM S1 [Rows 100], S2 [Rows 100]

WHERE S1.key = S2.key

cQL

18
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* Complex Event Processing (A->B)
e Clustering: Latent Dirichlet Allocation
e Classification: Support Vector Machne

« 1HEIFRBIF R : Frequent ltemset Mining
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