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The true motivation for using cloaking is to avoid detection from analyst which makes your
exploit site’s lifespan longer and increases the possibility of infecting users. Hiding your exploit
also slows the discovery of zero-day attacks and keeps researchers from learning new exploit
hosting methods. Since exploits generally impact only a targeted vulnerable component of a
system it is advantageous for attackers to only attack systems that have that vulnerable
component installed and avoid unnecessary interaction with systems that don’t have the
vulnerability.

The information gathering method called fingerprint, a process in which the browser and
plugin versions of the host machine are acquired, is commonly used in conjunction with
cloaking because it can find evidence of emulation, a technique used by analyst. Also, it is
normal for malsites to check for the use of virtual machines, debuggers, and static/dynamic
analysis programs as they are commonly used by researchers. Crawlers used by analyst to find
malware will often attempt shortcuts in order to load pages faster, yet cloaking sites can detect
these shortcut attempts. [8] gives an example of code that will only serve malware if all the
images on the page are loaded. Crawlers often skip this step to save time and can be easily
detected. If signs of researchers or malware analyst are found the host will likely be redirected
to a decoy, benign webpage while users exhibiting normal behavior with the necessary versions
of browser or plugins will be redirected to the malware distribution site.

Client-side cloaking techniques like those mentioned above can be accomplished in different
ways but are commonly done by a combination of fingerprinting and JavaScript code that
searches for signs of crawlers or emulated browsers. PluginDetect [9] is a JavaScript library
commonly used by exploit kits in order to determine what versions of plugins the browser is
using. PluginDetect’s harvested information can be used to determine when cloaking should be
used. Server-side cloaking, a technique which looks at the IP address of clients, can also be used
to avoid detection because it can block IP’s associated with analyst.

Some disadvantages of cloaking include limiting your attack area and increasing the difficulty
of coding required to create and inject the exploit. Users can download specific programs or
make fake registry entries in order to fool malware into thinking they are a researcher or

analyst, subsequently tricking a cloaking site into not serving malware.
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One way to determine if your website is hosting a malware injected ad or another form of
injection is to use a honeyclient to test your website. Honeyclients can detect JavaScript
injected into a webpage which is the common attack vector of malicious ad injection. However,
it should be recognized that webmasters cannot control all the possible ads given to their page
by third party ad vendors due to ad syndication. In this situation it is important to check the
credentials of the ad network used on your site or you may be forced to police your site
endlessly as new ads will always come and go from the ad network.

If ad syndication is used one method of detection is proposed in [13]. The method of detection
is done by analyzing URL features along redirection chains of ads. The features obtained,

number of ad networks an ad appears on, etc., are not conclusive unless they are grouped by



content and neighboring nodes and then analyzed concurrently. This method must be done by
crawling your website and using various personalities, browser and plugin settings, as
cloaking may be deployed along with selective redirection based on client system. Though,
this method can be used to detect malicious ads it is more beneficial to use a highly trusted ad
publisher who doesn’t use ad syndication. Other vectors of inject can be monitored by

checking for malicious iframes or other suspicious redirects that appear on your site.
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