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Abstract Blacklisting malicious Web sites is widely used to detect malware infections.

However, conventional method using domain names and IP addresses does not deal with

— 242 —



moved Web sites by attackers. Although it is known that common string patterns appear
in URL's path used by malicious Web site, extracting such a pattern needs high skills
and time-consuming task. In this study, we propose automatic generation for regular
expressions through URL clustering based on structural similarity in URL's path strings.
This method is expected to create regular expressions efficiently to detect malicious Web
sites that conventional blacklist cannot detect.
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