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Abstract Anti-virus vendors analyze a huge number of malware samples. Their analysis reports are stored
on a database. In general, malware analysis reports are written in natural languages and do not include details
of API calls and their arguments. This work aims to develop a database which relates malicious behaviors
and dyanmic analysis logs. Such database enables us to automatically detect malicious behaviors from dynamic
analysis logs. Using actual dynamic analysis logs of malware samples, we verified that a common set of malicious
behaviors can be extracted from multiple, distinct malware samples and even from unclassified malware samples.
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BvfEhta 7 ch 5, BINETICER L 72 vy =7
Bifklx PE B0 DFTHIRET, 1 kb 72 ) DELT
Rl 90 e o T3,

FFRI Dataset 2013: BYf#HTIC 13 Cuckoo Sandbox
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DIREFRERD 5155415 Microsoft LD~ )L 77 = 74
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’In subkey: keyl’,’Sets value: vall’,
’With data: datal’,’Sets value: val2’,
’With data: data2’,’In subkey: key2’,
’or subkey: key3’,’Sets value: val3’,
’With data: data3’,

]

T & 2258
{"subkey": [keyll,"value": [vall,val2],
"data": [datal,data2]}
{"subkey": [key2,key3],"value": [val3],
"data": [data3]}

EMEE) DB IR T 2 BB Ol A A bE
[key1,vall,datall
[keyl,val2,data2]
[key2,val3,data3]
[key3,val3,data3]
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A X TIREMEZEE) DB ISR T 2FH DA T I

) % copy file, createfile, create_directory, set_value,

query_value, domain ® 6 D& LT3, Z LT, copy-file,

createfile, create_directory % 7 7 A )RR EE2EH),
set_value, query_value % L ¥ A b V) R E L8,
domain ZJEfEREMZEH L T2, ZNZNOENZEH)
Z 328iTRAY AL (BT, L1) 22 6Hiild 2 51%k%
[V e
3.3.1 7 7AIRMERBHEESOME
7 7 A NVEAEREEZRE) ILEX 2 ko TREI N
TED, EEBEHOFHIC L > THEEDO AT YN
copy-ile, create_file, create_directory @ & 410>% il
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e "copy” & 7file” 23EE4L D = copy_file

e "create” & "file” EE41 S = create_file

e 7create” & 7folder” 2 "directory” D& E NS =

create_directory

“copy” ICBHL TiE IEHIEDE E N2 b5, £
7z, "directory” B L TRXEBENEFTN 200
N2, ZNUE "copies” D&% 3 AFRHEIET S
"directories” MEHLN TV 2EEIZHMBTES L)
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U A b OS2 ENEE) DB 04T 573V
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T, D) THBIN T3, NTHD SVD D BRI
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o VDD SITHLTHED V & D DBFET
256655

e 7or subkey:” Z{fioCTL YA M) F—2HFlT 3
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o SVD DRNIIZEH DFHH e E D DEFIT A S
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LEEOIEHER 223 SVD oflaz 1 2oLy
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T% HM%E) DB ISR T 5.

L1 Ofl L Z DfhiFERZ K 4 IR T,

3.3.3 BEREMHESHOHMLE
TS RENEZE) L 7 7 A VIR R 2EE) & FkkICE
A2 THicsh s, H2 0KEEDI L, KB
DR [7] TREND by 7L NV R XA Y De§ig
K> T3 bDEMHT 5,

3.4 BHEHOBKREH

AR CIIBINAENT O 20 & WYL E) 2 M 3 3 ik %
RY. BN R 2 2.1 il k9 i, BEA
BED S D L RABIES DD 203, 2 TIEETD
oKL TR EIT) 2L LT 5, BRIBT BRBICIE
7 7 A VEREREVERE) & L2 2 b Y RE RS
X API a—)vu 7%, JEfEREME X BN e o
T OEEEHRS RSN TV BIHH Z2H#N 5

HEERD & OEERH OB T I3 EM:ZE) DB I
HEIN TV F AL UBEIN@EIT e ZIcEd e
DR FNL, KFXTIHEETEHWR R XA v
RS DTH 20 IEFR 0,

LY A MY EEREMEZEE T, FHBICREDL Y
AFV)F¥—, T PJAIN LTy PYEOEE R
fFo BB R Th{, BEOZY M) EDOMER%ZTT-
AL L TwS, ZHUZBICREEZZHEAD
BEECI3 Y MV EHOZEH 2T ) B %, WERR
I2MTbiI b EEZT72DTH 5.

77 ANEERE LY A Y EEZROBIEICIE Be-
havior API MAP % ffj\>%, Behavior API MAP T##
U2 Cw3 273 L API %% 518, HEMEXH)
ORI, WO E 7 AP % il o 7 Bk 2Eh 37
V272 % Behavior API MAP %4t L CHEM:%8) DB (12
MuabE 2, BouabERIchEL RIS A7 T
TELICHET S, ZORBERERO - EEE 6 ITRT.
£ 6 ICRINTVLEHRIT API D58 ELTHEZS
NBGEMBIZLEALETH D, IS E LT, set_value &
query_value THE LR L LY R MY F =721 F515T
Hzonkwv, LA NYEERO APL IZLATOFIE
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1. open_key (create_key) TL Y A Y ¥ —%[i<
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2 5: Behavior APTI MAP

[ HT 3 [ API ]
CopyFile,CopyFile2,
copyfile cogFﬂeEx Y
NtCreateFile,CreateFile,
create_file CreateFileA CreateFileW,
CreateFile2,
create_directory CreateDirectory,
B CreateDirectoryEx,
oven_ke RegOpenKeyEx,
pen-xey NtOpenKey, NtOpenKeyEx
create_key RegCreateKeyEx,
- NtCreateKey
set_value RegSetValueEx,
- NtSetValueKey
RegQueryValuekx,
query value th?lery{/alueKey
close_key RegCloseKey, NtClose

2. set_value (query.value) IZ5|HTLEA SN 1 D
API TNV R, TV V4, v b )%
M TER 2175

3. closekey TLY AV X—%FHAL %

LY AR Y X—=IRiicsi e LTEA6N 5D
I3 open_key & createkey 72FTH D, FnANoL
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"File Info": {
"copy\_file": [{

"Discription": "Upon execution, this file
creates a copy of itself as the
following file:",

"ExistingFileName": "c:\users\cuckoo
\appdata\local\temp\update.exe",

"NewFileName": "c:\users\cuckoo\appdata
\local\start\update.exe"}],

"create\_directory": [{

"DirectoryName": "c:\users\cuckoo\appdata
\local\s-1-5-31-1286970278978-57136694
91-166975984-320\rotinom",

"Discription": "this file also creates the
following hidden folders:"}],

"create\_file": [{

"CreateDisposition": "1",

"DesiredAccess": "0x80100080",

"Discription": "Upon execution, this filel
creates a copy of itself as the
following file:",

"FileName": "c:\users\cuckoo\appdata\local
\start\update.exe",

"ShareAccess": "5"}],}

"Registry Info": {
"RegQueryValue": {

"software\microsoft\windows\currentversion
\explorer\advanced": [

"Hidden", "HideFileExt",
"HideIcons", "ShowSuperHidden"],

"software\microsoft\windows\currentversion

\explorer\cabinetstate": ["FullPath"]},
"RegSetValue": {

"software\microsoft\windows\currentversion

\explorer\advanced": [

{"data": "2","value": "Hidden"},
{"data": "1","value": "HideFileExt"},
{"data": "0","value": "ShowSuperHidden"}]}}

This threat drops a copy of itself to a folder with a random
file and folder name, such as:

%windir%\<folder>\

%windir%\system32\<folder>\

%APPDATA%\<random>

It changes the following registry entry so that it rumns each
time you start your PC:
In subkey: HKLM\Software\Microsoft\Active Setup\
Installed Components\{<GUID>}
Sets value: "StubPath"
With data: "<location and name of malware file>.exe
restart"

For example:

In subkey: HKLM\Software\Microsoft\Active Setup\
Installed Components\
{08BOE5SJF-4FCB-11CF-AAA5-00401C6XX500}

Sets value: "StubPath"

With data: “%windir%\system32installserver.exe restart"

Removable drives
This worm spreads by copying itself with one of the following
file names to all accessible removable drives:

system.exe

task.exe

update.exe

winbackup.exe

windows.exe

It sends the logged and collected information to
a remote server. Some of the command and control (C&C)
servers we have seen it try to connect to in the wild are:
extremesc.no-ip.org
hopto.dynu.com
mateusmacedo.no-ip.org
ralacapeta.no-ip.biz
zerocool6.no-ip.biz

B 9: Wit U 7 2R @ o ) 1

{"Registry Info": {

"RegQueryValue": {

"software\microsoft\windows nt\currentversion\

svchost": ["netsvecs"]}},
"domain": [

"conf.f.360.cn", "qup.f.360.cn", "qup.gh-lb.com",
"sdup.360.cn", "sdup.gh-lb.com", "sdupm.360.cn",
"qd.code.360.cn", "qd.code.qihoo.com",
"stat.360safe.com", "stat-s.360safe.com",
"update.360safe.com", "update-s.360safe.com",
"tr.p.360.cn", "updateh.360safe.com", "w.360.cn"
"stat.sd.360.cn", "sdl.360safe.com",
"dl.360safe.com", "dl.gh-lb.com", "www.360.cn",
"www.360safe.com", "softm.update.360safe.com",
"softm-s.update.360safe.com", "bo.duba.net",

"antispy.db.kingsoft.com", "f-sq.beike.cn"]}
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