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Abstract Windows XP has been used by many dynamic malware analysis systems. However,
today, new versions of Windows are grabbing market share from Windows XP. To observe
malware newly emerged, we first need to develop new dynamic malware analysis system which
uses new Windows as the malware execution environment. We has developed Alkanet, a system
call tracer for malware analysis. Currentlly, we are developing new Alkanet for Windows 7 x64.
In addition, we confirmed that our analysis method can be used for Windows 10 x64. In this

paper, we describe the implementation of system call tracer for Windows 10 x64.
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295423: [ENTER] (fcc.f24)

malware.exe NtCreateFile(55):

) Args=[9e6b8, 0100080, 9ef80, 9e6d0, 0, ©, 3, 5, 60, 0, 0]
ObjectName="\??\C:\Users\yotuki\AppData\Local\Temp\315421.bat”

295429: [ EXIT] (fcc.f24)

malware.exe NtCreateFile(55):

%)) Args=[9e6b8, c0100080, 9ef80, 9e6d0, ©, 0, 3, 5, 60, @, 0], RetvVal=0
ObjectName="\??\C:\Users\yotuki\AppData\Local\Temp\315421.bat", FileHandle=374

295432: [ENTER] (fcc.f24)
(8 Args=[374, @, 0, 0, 9f028, 4174c7, 5e, ©, O]
295436: [ EXIT] (fcc.f24)
[

malware.exe NtWriteFile(1a0008):

malware.exe NtWriteFile(1a0008):

4 Args=[374, ©, 0, 0, 9f028, 4174c7, 5e, @, 0], RetVal=0

312002: [ENTER] (fcc.f24)

malware.exe NtCreateUserProcess(bc):

Args=[9e568, 9e570, 2000000, 2000000, 0, O, 47004500000000, 1, 1e2620, 9e680, 9eed0]

(%) ImagePathName="C:\Windows\SysWOW64\cmd.exe",

CommandLine="C:\Windows\system32\cmd.exe /c ""C:\Users\yotuki\AppData\Local\Temp\315421.bat" (#&)"”

312011: [ EXIT] (fcc.f24)

malware.exe NtCreateUserProcess(bc):

Args=[9e568, 9e570, 2000000, 2000000, 0, 0, 47004500000000, 1, 12620, 9e680, 9ee80], RetVal=0

6) ImagePathName="C:\Windows\SysWOW64\cmd.exe",

CommandLine="C:\Windows\system32\cmd.exe /c ""C:\Users\yotuki\AppData\Local\Temp\315421.bat" (B&)"",

ProcessHandle=468, ThreadHandle=474
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