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Abstract Document files containing executable files are often used in targeted attacks. We
proposed methods to fast and high detect malicious document files (Rich Text, Compound File
Binary and PDF) using file structure inspection. Our methods can detect file structure syntax
error contained in the malicious documents files containing executable files. In this paper, we
examined new malicious document files that contained executable files to evaluate long-term
effectiveness of our methods. These were used in targeted attacks from 2013 to 2014. Then, we
could detect 96.1% of the malicious document files on average 0.253 seconds.
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