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Abstract In recent years, the damage from malware attached to spam e-mail has been growing.
Malware attached to spam mail are disguised as legitimate ones. This paper utilizes SpamTrap
which collects spam e-mail message. If the contents of some malware files are identical, these
are grouped into a single campaign. We classify attached malware files into zip, documents, and
exec files. The analysis is based on the set of campaigns. This paper gives typical example spam
messages which are popular among SpamTrap data.
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Subject: Scanned Image from a Xerox WorkCentre

You have a received a new image from
Xerox WorkCentre.

Sent by: XXXXXX.com
Number of Images: 8
Attachment File Type: ZIP [PDF]

WorkCentre Pro Location: Machine location not set
Device Name: charmedmail.com

Attached file is scanned image in PDF format.
Adobe(R)Reader(R) can be downloaded
from the following URL: http://www.adobe.com/
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Subject: Invoice information

You have received the bill !

Received at: Tue, 28 Jul 2015 16:09:19 +0000.
Number of pages: 7.

Dispatcher Identification: 700.

Delivery order: 5753758707.

Kindly be advised that applied is copy of the first page only.

We will forward the hard copies to You at the location
stated already.
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From: ”The Post Office”
MAILER-DAEMON@xxxxxxxx.net;,

Subject: Mail System Error - Returned Mail

The original message was included as attachment.
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