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The authors should include a note on ethics for their
honeypots. ....There are arguments to be made on
both sides: this causes harm to users; but the overall
impact is minimal compared to ...
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7 Discussion and Ethical Considerations

4.5 Measurement ethics

We have been careful to design experiments that we believe are
both consistent with current U.S. legal doctrine and are fundamen-
tally ethical as well. While it is beyond the scope of this paper to

In our study we were particularly careful to work 6 FEthical Discussion
within legal and ethical boundaries. First, we obtain firm-

Using leaked pésswords raises ethical concerns. We be-  Ethical Considerations: We took careful protections to
lieve our use of such sets in this research is justifiable ensure that our live data collection did not breach users’
because the password sets are already available publicly —anonymity. In particular, we captured only buffered

Human subjects and ethics. Our study was approved
by the human subjects review boards (IRBs) of our insti-
tutions before any research activities began. We obtained

10Our work received approval from our local IRB review board.
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* Your Botnet is My Botnet: Analysis of a Botnet
Takeover [CCS'09]

 /Map: Fast Internet-Wide Scanning and its
Security Applications [Security’13]



r— A AAT 4: Your Botnet is My Botnet:
Analysis of a Botnet Takeover [CCS'09]
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. Data Type Data Items

POST /accounts/LoginAuth (#)
Host: www.google.com Mailbox account 54,090
POST_FORM: Email 1,258,862
Email=test@gmail.com Form data 11,966,532
Passwd=test HTTP account 411,039
FTP account 12,307
] S . POP account 415,206
BRI DESNTE T —R(BI)  SMIP aceoun 100:472
Windows password 1,235,122
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1. Coordinate closely with local network admins to
reduce risks and handle inquiries.
2. Verify that scans will not overwhelm the local net-

Responses from 145 users

Small Business

work or upstream provider. Blacklisted 91 entities R ey 38
3. Signal the benign nature of the scans in web pages _
and DNS entries of the source addresses. (37 M total addresses) Corporation 17
4. Clearly explain the purpose and scope of the scans Academic Institution 22
in all communications.
5. Provide a simple means of opting out, and honor 15 hostile responses Govemment 15
requests promptly. ISP 2
6. Conduct scans no larger or more frequent than is
necessary for research objectives. 2 cases of retaliatory traffic Unknown 10
7. Spread scan traffic over time or source addresses m

when feasible.
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7 Discussion and Ethical Considerations

4.5 Measurement ethics

We have been careful to design experiments that we believe are
both consistent with current U.S. legal doctrine and are fundamen-
tally ethical as well. While it is beyond the scope of this paper to

In our study we were particularly careful to work 6 Ethical Discussion
within legal and ethical boundaries. First, we obtain firm-

Using leaked pésswurds raises ethical concerns. We be-  Ethical Consideratiansasiataal oz
lieve our use of such sets in this research is justifiable ensure that our lifRENET A L ES=E-9N0))
because the password sets are already available publicly —anonymity. In PP Eug BV

Human subjects and ethics. Our study was approved
by the human subjects review boards (IRBs) of our insti-
tutions before any research activities began. We obtained

©) NTT 1Our work received approval from our local IRB review board.
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