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« Malware Traffic Analysis: &% pcap 7 71JL

— http://malware-traffic-analysis.net/

- Malware domain list: ZE% URL
— http://www.malwaredomainlist.com/

- hphosts: B R A1 > %
— http://www.hosts-file.net/

® NTT Copyright©2017 NTT corp. All Rights Reserved. 8



NTT Confidential

« Webtr-r h([o]

— [NDSS’16] Cache, Trigger, Impersonate: Enabling Context
Sensitive Honeyclient Analysis On-the-Wire

- USALD IR

— [Security’15] WebWitness: Investigating, Categorizing, and
Mitigating Malware Download Paths

— [SecureComm’16] Website Forensic Investigation to Identify
Evidence and Impact of Compromise

- Exploit kit / JavaScript ##tfT

— [NDSS’15] EKHunter: A Counter-Offensive Toolkit for Exploit Kit
Infiltration

— [CODASPY’16] Detecting Malicious Exploit Kits using Tree-based
Similarity Searches

— [DSN’16] Kizzle: A Signature Compiler for Detecting Exploit Kits
- [WWW’'17] J-Force : Forced Execution on JavaScript
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