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7.1 Ethical Considerations

Our research may seem offensive in the sense that we reveal fingerprints of mal-
ware sandboxes that adversaries can use to evade them. Note, however, that the
information we presented can be gathered by any other person reproducing our
(conceptually simple) fingerprinting method. We thus consider the information
shown in this paper as public knowledge. Still, we present data only in aggregated

form and refrain from revealing any internals-of narticnlar candhovac

Using our insights, sandbox operators can
ysis systems. For example, we have shown th
features that are inherent to the snapshot o
be possible to find artifacts that can identif
nificantly harder to build a classifier that wo
more people randomize characteristics. We h
ticularly characteristic of sandboxes, giving
to significantly improve the stealthiness of th

7.2 Responsible Disclosure

Organizations developing sandboxes and/or a
by our research results and we thus consider
responsible disclosure process. To notify these

channels (e.g., using generic email addresses like info@organization.com or
email addresses found in the WHOIS database for the organization’s website do-
main). If we did not hear back from the organization after 4 weeks, we contacted
the national CERT(s) that are in the same country as the affected organization
in order to notify the party via the CERT as trusted intermediary.

We handed to each organization an executive summary of our research results
as well as a full description of our research methodology (i.e., a copy of this
paper in the pre-print version). We made sure to highlight the implications of
our work with respect to future operations of the sandbox and/or appliance.
We also specified our contact details of both research institutions, including
physical address, phone number, and the email address of a representative for the
research activities. We allowed the organizations to download the latest version of
SANDPRINT and its source code. Such auxiliary data is helpful to build protection
mechanisms against sandbox-evasive programs similar to SANDPRINT. We also
remove all organizations’ names when referring to individual sandboxes/services.

90 days prior to the publishing date of this pé,
and including hints on how to protect against potentlal adversaries in the fu-
ture. We used direct contacts whenever possible and available. Alternatively, we
resorted to contact details stated on the organization’s websites, notably includ-
ing Web-based contact forms. If we did not receive a response after 2 weeks, we
retried to contact the organization, if possible using alternative communication
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M. Korczynski, M. Krol, M. van Eeten,
“Zone Poisoning: The How and Where of Non-
Secure DNS Dynamic Updates,” ACM Internet

Measurement Conference, IMC2016, 2016.
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4.380 Ethical Considerations (£3XX)

While vulnerability scanning has become an established part of security
research, our approach does raise ethical guestions because of the fact
that the only valid method available to us for assessing the vulnerability
of a DNS server was to add a record to the zone file.
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We have submitted the study to the TU Delft Human Research Ethics
Committee. The committee evaluated our request and stated that we did
not need their authorization since we were not conducting human

subjects research.
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While this makes sense, it also signals that current institutional
review procedures are not set up fo evaluate ethical issues in
computer security. We have assessed our work using the principles
outlined in the Menlo report.
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We do not collect data on persons. Getting informed consent before
adding a record to the zone file is both unpractical and would
introduce selection bias, since administrators of well secured
servers are more likely to consent.
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We do(frovide a clear opt-out mechanism via the website referenced in
the added DNS record. The site also provides full transparency regarding
the study and its objectives.
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Our approach in testing the vulnerability has been designed to have as
minimal i Joact as possible: we send a single RFC-compliant packet. We
do not read, change or otherwise engage with any existing records.
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We feel the drawback of lacking consent from server operators is
outweighed b e benefits of our measurement for those operators:
to be made oT a critical vulnerability in their DNS server
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fgtﬁg%lirzo 'o ilﬁ%rmr RTCZEHEWVWHBEE % AREWEZE
Z

All notifications have been completed before the publication of this

paper. The new record is highly unlikely to be discovered by ccrdent
and itis removed at the end of the study.
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« ACM CCS 2017 CFP & )

It a paper includes work that raises ethical concerns it is up to
the authors to convince the reviewers that appropriate
practices were followed to minimize possible harm and that

any harm caused by the work is greatly outweighed by its
benefits.
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 Usenix Security 2016 CFP(IEEE S&P2017 CFPTH &) L V

« Human Subjects and Ethical Considerations Submissions that describe
experiments on human subjects, that analyze data derived from human
subjects (even anonymized data), or that otherwise may put humans at
risk should

e 1. Disclose whether the research received an approval or waiver from each of the
authors’ institutional ethics review boards ?IRBE)— if applicable.

o 2. Discuss steps taken to ensure that Earticipant:f, and others who might have
been affected by an experiment were treated ethically and with respect.

o If the submission deals with vulnerabilities (e.g., software
vulnerabilities in a %lven program or design weaknesses in a
hardware system), the authors need to discuss in detail the steps
they plan to take to address these vulnerabilities (e.g., by disclosing
vulnerabilities to the vendors). The same a%plles if the submission
deals with personal identifiable information (Pll) or other kinds of |
sensitive data. |If a paper raises significant ethical and legal concerns, it
might be rejected based on these concerns.
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 Usenix Security 2016 CFP(IEEE S&P2017 CFPTH&8) & Y

e Authors seeking ways to reduce the ethical risks of their
experiments may optionally consider reaching out to the Ethics
Feedback Panel for Networking and Security at
www.ethicalresearch.org/efp/netsec/. The panel’s mission is to
help researchers identify ethics-related risks, find prior research
that provides precedent or data to inform ethical decision making,
to suggest ways to improve experimental designs to reduce
ethical risks, and provide any other information that may assist
the researchers in meeting their ethical obligations.

e The best time to reach out to this panel is before conducting
your experiments, but they may be able to assist if concerns
arise during an experiment. Contact the program co-chairs at
seclbchairs@usenix.org if you have any questions
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