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1. MRIOCAERH(BRWMFEDHD)
v CreateProcessInternalW, NtCreateUserProcess
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2. WRIOCANDODAEVERB IV I-REZIAH

v NtAllocateVirtualMemory, NtProtectVirtualMemory,
NtMapViewOfSection,

v WriteProcessMemory, NtWriteVirtualMemory

3. EFHAALCI-ROZETT
v CreateRemoteThread, NtSetContextThread,
NtQueueApcThread, NtResumeThread




[Log1l] WriteProcessMemory, CreateRemoteThread [c&3
HBINRA>I1I>3>

1. DI OLADAEVZIRFZLTNS API J-)I2XT
— process_handle Oxffffffff (& CurrentProcess (HJO1X)
- [“arguments”][“process_handle”] != “Oxffffffff” ZEK9

, 'C:¥Program Files¥Internet Explorer¥iexplore.exe"

=>0, {"process_identifier'=> , 'region_size"=>4096,

"protection"=>64, "base_address"=>"0x00ba0000", "allocation_type"=>12288,
"process__handle"=>"0x000000fc"},

=>1, {"buffer"=>"..", "base_address"=>"0x00ba0000",
"process_identifier"=> , "process__handle"=>"0x000000fc"},

=> , {"thread_identifier"=>0, "process_identifier"=>
"function_address"=>"0x00ba0000" "flags"=>0, "stack_size"=>0,
"parameter"=>"0x00a00000" "process_handle"=>"0x000000fc" },




[Log2] NtMapViewOfSection THRIOTAICAEVEZIVELY.,
NtSetContextThread, NtResumeThread T2E{T

o JI—ROEEAHIREILD NtAllocateVirtualMemory, NtWriteVirtualMemory @
section _handle > base address L —X 93¢ THEATRIRE

, "C:¥Users¥Smith¥AppData¥Local¥Temp¥7140e68ebel(..)d3e8401e873bb937.exe" ,
=>1, {"thread_identifier"=>4024, "thread_handle"=>"0x000001a8",

"process_identifier"=> , "current_directory"=>"", "filepath"=>"", "track"=>1,
"command_line"=>"C:¥¥Windows¥¥system32¥¥svchost.exe", "filepath_r"=>"", "creation_flags"=>67108868,
"inherit_handles"=>0, "process_handle"=>"0x000001ac"},

=>0, {"section_handle"=>"0x00000128", "process_identifier"=> ,
"commit_size"=>0, "win32_protect"=>64, "buffer"=>"", "base_address"=>"0x00200000",
"allocation_type"=>0, "section_offset"=>0, "view_size"=>122880, "process_handle"=>"0x000001ac"},

=>0, {"registers"=>{"eip"=>2228760, "esp"=>719852, "edi"=>0, "eax"=>2228224,
"ebp"—>719860 "edx"=>4399364, "ebx"—>2147348480 "esi"=>0, "ecx"=>0}%,

=" ", "process_identifier"= )
=>0, {" =" " "suspend_count"=>1,

"process_identifier"=> Y




[Log3] WriteProcessMemory, NtSetContextThread, NtResumeThread &

NtMapViewOfSection, NtQueueApcThread, NtResumeThread D2)\5—>

, "C:¥Users¥Smith¥AppData¥Local¥Temp¥cda34f6e5a38e87359569861659(..)fof4b50b719a3.exe" ,
CreateProcessinternalW=>1, {"thread_identifier"=>3432, "thread_handle"=>"0x000000a0",
"process_identifier"=> "current_directory"=>"", "filepath"=>"", .. "process_handle"=>"0x000000a4"},

=>0, {"reglsters"—>{"e|p"—>2004906136 "esp"—>1245168 "edi"=>0,
"eax" —>4274336 "ebp"—>0 "edx"=>0, "ebx"=>2147348480, "esi"=>0, "ecx"=>0},
" =" " "process |dent|f|er => },
=>O, {" "=>" ", "suspend_count"=>1,
"process_identifier"= ¥,
, "C: ¥Users¥Sm|th¥AppData¥LocaI¥Temp¥cda34f6e5a38e87359569861659e (. )f9f4b50b719a3 exe"
CreateProcessInternaIW >1, {"thread_identifier"=>3608, " ="
"process_identifier"= "current_directory"=>"", "filepath"=>"", .. "process_ handle"—>"OxOOOOOOa8"},
_>0 {"sect|on handle"=>"0x000000dc", "process identifier"=>
"commit_size"=>159744, "win32_protect"=>64, "buffer'=>"", "base_ address"—>"OxOOOaOOOO"
"allocation_type"=>0, "section_offset"=>0, "view_size"=>159744 "process_handle"=>"0x000000a8"},
=>0, {"function_ address"—>"OxOOOOOOOO", "parameter"=>"0x00000000"
"=>" " "process |dent|f|er ¥,
=>0, {" "=>" " "suspend_count"=>1,
"process_identifier"=> ¥,




a3 - 12 A VT bDFI(ruby)

main.rb [ ]

require 'json’

Dir.glob("**/*.json").each{|| log|

p log

j = JS0N.load(open{log))

open(File.basename(log)+".csv™, "w") {|F|
f <¢ "Category, APIName&RetVval, Arg, \n"

j[“behavior"]["processes™].each{|proc|
print [proc["pid"], proc["command line"], "\n"].join{", ")
proc[ "calls"].each{|c|

tag = nil

if ["CreateProcessInternalW”, "NtCreatelUserProcess"].include?({c["api”])
tag = "[PROC]"

elsif ["NtAllocateVirtualMemory”, “NtProtectVirtualMemory", “NtMapViewOfSection"].include?{c["api”]) && c["arguments"]["process_handle"] != "@xffff{fff"
tag = "[MEM]"

elsif ["WriteProcessMemory”, "NtlWriteVirtualMemory™].include?{c["api”]) && c["arguments"]["process_handle"] != "@xffffffff"
tag = "[WRITE]"

c[ "arguments” ][ "buffer"] .
elsif ["CreateRemoteThread”, "NtSetContextThread”, "NtQueueApcThread"”, “"NtResumeThread”].include?{c["api™])
tag = "[EXEC]"
end

print [tag, c["api™] + "=>" + c["return_value"].to s, c["arguments"], "\n"].join(", ") if tag
T << [tag, c["api”] + "=»" #+ c["return_value"].to s, c["arguments”], "‘n"].join(", ") if tag
}
p "-" * 100
}
}
A
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o IIIITDMERATHERE TENNS API IS X—-F (VY -Z&EHE)N0OT(CEENINFENRS
e Cuckoo @ Signature Z&Z(CHiE/N\Y->%ZFET
— https://github.com/cuckoosandbox/community/tree/master/modules/signatures/

windows
- Signature OYYF>JHER(E json OJ D “signatures” (CH. %2 API J-)U(E "marks”

o ZOMDFNMMD
- Black Hat FOERXRFIUT(H>I7L 2R
- ZirsmS (SandPrint: Fingerprinting Malware. Sandboxes to Provide Intelligence

for Sandbox Evasion)
- Y=l
e https://qgithub.com/a0Ortega/pafish
e https://qgithub.com/LordNoteworthy/al-khaser
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