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Zhaoyan Xu. A1t
"AUTOPROBE: Towards Automatic Active Malicious
Server Probing Using Dynamic Binary Analysis”
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Platon Kotzias. it}
“Measuring PUP Prevalence and PUP Distribution
through Pay-Per-Install Services”

- R RDSymantecEmlICKBIRMAN PEHEEICU
e KBIERE

— SHEXNZRD3I90H/RA FDS5E54%(CPUADA > X =)L
« 65%MDPUA(IES5(ICDPUAZAL A M=IU

— 25%MDPUAIF23FEFHDPPIY—EXRIC KD Tl



AEMiraizi & — USENIX 17

Manos Antonakakis. 1t&

“Understanding the Mirai Botnet”
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Chaz Lever. fti
“A Lustrum of Malware Network Communication:
Evolution and Insights”
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Kurt Thomas. 1ifl
“Data Breaches, Phishing, or Malware?
Understanding the Risks of Stolen Credentials”
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Grant Ho. At
“Detecting Credential Spearphishing Attack In
Enterprise Settings”
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Mitsuhiro Hatada and Tatsuya Mori, “Finding T OIEE )N
New Varieties of Malware with the 7”’?:!:_} ODLEI\
Classification of Network Behavior,” IEICE =~ P — > (CKDDFAZE
Transactions on Information and Systems, & (C. Fhfaa R R

vol.E100-D, no.8, pp.1691-1702, August 2017. (28,0007 IILITT7)

Mitsuhiro Hatada and Tatsuya Mori
I W ?
DNSGI JDd3 T “Detecting and Classifying Android PUAs by

Android PUAZ%E: similarity of DNS queries,” Proceedings of
BlU. fhiEZ D LA the 7th IEEE Inter- national COMPSAC

Workshop on Network Technologies for

Y7
(fﬁ(]45750)} J J) Security, Administration and Protection
(NETSAP 2017), pp.590-595, July 2017.
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— KDD Cup 1999 Data
— http:/ /kdd.ics.uci.edu/databases/kddcup99/kddcup99.html

— DARPA Intrusion Detection Data Sets
— https:/ /www.ll.mit.edu/ideval/data/

— MWS Datasets
— https://www.iwsec.org/mws/2017/about.html
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—Zmap - USENIX ‘13
— https://github.com/zmap/zmap
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Mitsuhiro Hatada and Tatsuya Mori,
" "Finding New Varieties of Malware

with the Classification of Network Behavior,”’

IEICE Transactions on Information and Systems, vol.E100-D,
no.8, pp.1691-1702, August 2017.
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FEtr B0 CERAFR DS, YLD T 7S5 UWMTE (2512
1) t—ﬂzﬂ‘lhﬁﬁﬂ (70%E3) ZES

Class

Activation iming Time to start communication after binary execution. [sec|

Checking Number of DNS queries and Number of HTTP requests for major web sites. [27]
Number of DNS quenies and number of HTTP requests for global IP address check sites.

Information theft - Number of HTTP requests contained inherent host information [19]

C2 (Command and Control) | Number of sessions matched with— a5 public blacklists.
RC spe _ef TCP and UDP [28]. /

ENHEENTS AT LADEIRBERED wessions over TCP and UDP [29]. UNSERARE (C ERARY (CHUYS L/‘Cfd
>(>j—_j—>z ssions with sinkhole hosts [30]. l b\&%ﬁﬁ%(ifg‘ﬁb\(>_<)

wnloaded executable files.

downloading
Spam/scam email sending Number of DNS queries for MX.
Number of SMTP sessions [ 16, 25, 27,

Probing Number of ICMP echo requests to the internal host and external hosts [31].
Monetizing Number of HTTP requests contained advertising words.
Venlicaion Number of distinct HTTP User-Agent.

Maximum and minimum length of HI'TP User-Agent [25].
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