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“This paper appeared in Proceedings of the 23rd USENIX Security Symposium, August 2014

Amplification Hell: Revisiting

Network Protocols for DDoS Abuse

Leveraging Internet Background Radiation for

Cleaning Up the Internet of Evil Things: Real-World

Can ISPs Help Mitigate IoT Malware? A Longitudinal Study of Broadband ISP

For more than a decade, unsolicited traffic seat (o unused regioas.

Opportunistic Network Analysis

Evidence on ISP and Consumer Efforts to Remove
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Security Efforts

caused by vartants of the notorions Mirai family of JoT mal-
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Abstract—ln distributed rel nial-of-service (DRDoS) attacks, it s b ) ot s =

attacks, adversarics send EqUEN. e e oo evesmmny—me st the victim's bandwidth, He | ABSTRACT — eSS space, kniown s Inicenct Background e —— e ey 0
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Abstract
Whileitis widely known that port scanning is widespread,
neither the scanning landscape nor the defensive reactions
of network operaiors have been measured at Intemet scale.

flood the victim with valid responses
exhaust its handwidth. Recently, attackers
Launched DRDoS attacks with hundreds of Givs bandwidth of this
Kind. While the attack technique is well-known for a few protocols
such as DNS, it is unclear if further protocols are vulnerable to
similar or worse attacks.

_In this paper we revisit popaar UDP-based protocls of

o BB Sieborioy paernby ond

scanning, and successfally fingerprint ZMap and Mass-
can. We present a broad view of the current scanning
Tandscape, including analyzing who is performing large
scans, what pmlntnh they target an and what software and

RN e speriess

protocols respond 1o requests without further validating the
identity (ic., the IP address) of the sender. DRDOS offers many
desired attack features for an adversary: (i) He disguises his
identity, as victims receive backscatier traffic from amplifirs,
i.e., systems that can be abused 10 send trafic to the victim on
the attacker's behalf; (i) The simultancous abuse of multiple
amplifiers permils a highly-distributed DoS attack to be con-

of the address space has provided valusbie insight into malicioos
Infernctactivities. In this papgr, we explore the utifty of this traf-
fic, known as Internct Background Radiation (IBR), for a differ-
ent parpose: a5 2 data source of Iternet-wide measuremests. We
collect and analyze BR from two large darknets, carcfully decon-
structing ts various components and characterizing them along di-
mensions applicable 1o Internet-wide measurements. _Intitivly.

Mosiuring wasol porics of e Ped adess spce vl
that IBR is of considerable volume, incessant, and origi

a variey ofservices [41,48]. This nsolicied raffic Kmm by

: searching for hosts runsing a vulnerable service),
misconfigurations (¢... a typo inthe IP address for a mail server),
backscaticr (responses t packets with forged source [P addresses,
incloding spoofed DoS attack), bugs, etc. Historically, rescarchers

e ovrer's deviees v acesly

ware, sl among tbe domisant famles. We collect and ana-
Iyze moce than 4 ears of longtudinal darkvet data tracking
Mirah-like nfectons In conjuncton with threat nteligeoce
data on various otber 10T and men-loT botnets across the
obe from January 2016 fo May 2000, We measure the
effct of two ISP countermeasares on Miral variant nfection
numbers: () reducing the attack surface (Le., closing parts
that are_wed by the mabware for_brooacation) a0d ()

family and responsible for 21% of the IoT infected de-
vices [3]. What keeps Mirai 3 relevant threat i that it ex-
ploits defauk credentias 2 problem that hs still nct beea
fined by many mamufactusers. The Opea Web Application

3 P) describes this a the top threat
for IoT [4] Additionslly. the rekase of Mini's soarce
code has allowod atackers to dd exphit code oa top of is
credential-based attacks 304 creste newer variaats which

Estimating Internet Address Space Usage through Passive
Measurements
Michael Kallitsis

Alberto Dainotti, Eduard Glatz,
Karvn Ranenn Vanninning
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ABSTRACT pean and Asian-Pacific RIRs were exhausted in 2012; the
One challenge in understanding the evolution of Internet in- other RIRs will likely run out within the next few years
frastructure is the lack of sy Although TPvd address searcity is now a reality, so s the

st for moni
ent to which allocated 1P addresses are

Addres utilizat
tively scanning the entire [Pv4 address space. We evaluate
the potential to leverage passive network traffic measure.
ments in addition to or instead of active probing. Passive
traffic introduce no network traffic overhead.

fact that allocated addresses are often b
One challenge in managing Internet. address space (both
1Py and IPV6) is the lack of reliable mechanisms to monitor
actul utilization of sddreses. Macroscopic messurement of
patterns in IPv4 address utilization also reveals insights into
Internet growth. including to what extent NAT and IPv6

toring the ¢
ally used.

vily under-utilized.

has been monit

IoTPOT: Analysing the Rise of IoT Compromises

Yin Minn Pa Pa", Shogo Suzuki”, Katsunari Yoshioka", Tsutomu Matsumoto"”,
Takahiro Kasama', Christian Rossow™
"'Graduate School of Environment and Information Sciences/Institute of Advanced Sciences

USENIX WOOT '15

Abstract

We analyze the increasing threats against IoT devices.
We show that Telnet-based attacks that target IoT de-
vices have rocketed since 2014. Based on this observa-
tion, we propose an [oT honeypot and sandbox, which
attracts and analvzes Telnet-based attacks against vari-

show that the majority of attacks indeed stem from loT
devices.

Motivated by this, we propose [oTPOT, a novel honey-
pot to emulate Telnet services of various IoT devices to
analyze ongoing attacks in depth. IoTPOT consists of a
Saniacil toer 4 L sk

Internet-scale Probing of CPS: Inference, Characterization and Orchestration Analysis

Claude Fachkha'?, Elias Bou-Harb®, Anastasis Keliris', Nasir Memon', and Mustaque Ahamad'*

NDSS 17

Abstract—Although the securhy
(CPS) has been recently receiving significant aitention from the
resarch community, undoubedl,tere sill xss  substanial
Jack . stk
malicious strategies, aims and intentions. To this end, this
paper uniquely explits passive monitoring and amalysis of a
newly deplayed network telescope TP addres space i a first
attempt ever to build broad notions of real CPS
Speical,weapproch hisprblem by inering, imesgaing,
cole artiviic dhat
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Critical infrastructure systems are indispensable to the
broader health, safety, security, and economic well-being of
modemn society and governments. In recent years, many of
these systems have been undergoing large-scale transforma-
tions with the infusion of new “smart”™ cyber-based tech-
nologies 1o improve their efficiency and reliability. These
ransitions are being driven by continual advances and cost-

DANTE: A Framework for Mining and Monitoring
Darknet Traffic
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