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B I-FIEENBHETFEDORF (Immature vulnerabilities)
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1 /*Introducing: CVE-2019-12819%/

2 int __mdiobus_register(...) {

3 -

4 err = device_register(&bus->dev);
5 if (err) {

6 pr_err("mii_bus %s failed to register\n",
7 bus->id);
8 + put_device(&bus->dev);

9 return -EINVAL;

10 }

1m }

refcountON\NJ Z{EIEZ A4 BE, UAFEE
6L CLEFNYFDES, SEMKE

0SS program <.
@

In cond|t|0 ns)

.

Stealthy
hypocrite

Analyze

/ SEeaIthy ~
\gpponunMeS/

commits

B

|Choose
‘Er Sending with fake account

Identify

~/
N a

NTT ()

d
Immature A
vulnerabilities

conditions

lConscht

Hypocrite
commits

IE

A

2

Adversary

ity

0SS community

RWXICH T BRI EER T A



OSS/\wF 7O R ICHIIBRIES

B LinuxA—RIVOCVEIZXT LT BT NTDI\NYF &7
® 98%NMNA1FT-I\VFICEER T BE551HE
& 138fEDMCVEICEEET B/\WF - BIE/\WFEINE

1. XITFTIADEZF
& FHNYFOES
® PoCwiiA

2. I-FOEHEMEENAINAX
& BUIINAVITAUTA-BHOMESR - I- I\ BB L ETEMEI-F ] (SER
& NAGVAREINTEHICE BB BAT RN

3. OSSOA-TV %
& \WFEZ(FANZTOIIT MNKIRIE)
& LiKk—-bOAZ(FANZTOVIT FNRIE)



Hypocrite Commits —ﬂf‘ 5 |E0)§é,f\<‘iﬁki%1fl= NrT ©

Vuln. conditions Common vulnerability types (state)

NULL dereference (nullified)

FFE DIRREET D

With a state 36.4%

DANEY _KR Use-after-free (freed)
(Z#/3-F) Uninitialized use (initialized)

‘ NULL dereference (initialized)

i,ﬁg'ﬁ\li F%E‘,E :l\i_to) %J l:i@%‘ f::': L) HETE DIRBEA =73\ Without a state 36.4%  Out-of-bound access (bounded)
W » o Access-control error (privileged)
TC&) l/tl_é_g_in(jéb\\ V’rj__/\“/ —_— Integer overflow (bounded)
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ERRRERETEIEERYSS A use 21.6% - fecess-control error

Qut-of-bound access
Use-after-free
NULL dereference
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static int iowarrior_release(...) {
mutex_lock(&dev->mutex) ;
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‘ Ia_MEE j if (!dev->present) {
. _ “ - 4 mutex_unlock(&dev->mutex) ;
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err = dev_request(devA);

if (err) {
disable_device(devA);
dev_err(&devA->dev, "Fail to request devA!\n");
return err;
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}
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