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Ql: BASE64

eval(atob
('laWwYoJ@ENID@9PSANQicpIHsgdmFyIG13c2N1cF9xMV8xIDOgIk1XUBN1cHtIZWxsbywgV29ybGQhFfSI7IHO=]'

))s

* atob()
e Baseb4L Y A—T 4 VI Iy aA—RFENET—XOXFEH%Z2TFa— K
* eval()
« XFHE L TRIESNAJavaScript I — K % 5¥
« < DY - BITHETIIRRIICK - - FOFHEZEITL. BIRICEITT 3
« RIRBIICEITEINEEN DA ZIRETHE T ZRHTE S

Flag is MWS{Hello, World!}



Q2: SIMPLE

eval(function(p,a,c,k,e,d){e=function(c){return(c<a?’':e(parseInt(c/a)))+((c=c%a)>35?
String.fromCharCode(c+29):c.toString(36))};if(! " '.replace(/"/,String)){while(c--){d[e
(c)]=k[c]]|e(c)}k=[function(e){return d[e]}];e=function(){return'\\w+'};c=1};while(c--)
{if(k[c]){p=p.replace(new RegExp('\\b'+e(c)+'\\b',"'g"),k[c])}}return p}(atob

( *MCgnMScgPTe9ICcyJykgeyAzIDRfNV82ID8glzd70F85P30n0yB9"),62,10, "if|A|B|var|mwscup|ql|2|
MWSCup | SIMPLE |Obfuscation'.split(']'),e,{}))

e eval DR TEALLINEEZ L TWS

s RIEMICEITINEZOA—FDAZHEBINIEIELDT, evalZEETMLZ 5717
« HiiiliCeval& W5 XFIZHIFRT 27217 TLHL

Flag is MWS{SIMPLE_Obfuscation?}
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Q5: PurpleFox Exploit Kit

s REICRRRELTHS

Google

h@ X & Q

@ Maps [0 Videos [& Images <2 Shopping & More Settings  Tools

About 126,000 results (0.36 seconds)

master.ayra.ch> vbs > vhs ~

VBS decrypter and encrypter

The content should start with #@~*XXXXXX== and end with =="#~@ plus a "null" char, which is
not visible in most editors. Test script. If you need a script to play ...

isc.sans.edu > forums» diary » VBS+VBE ¥ JS Cript- Enco de

VBS + VBE - SANS Internet Storm Center
Apr 17,2016 — #@~"KgAAAA==\ko$K6,J2 mK[+9PdYMkULr|
Mi~(@. Executing this encoded scripts gives us 2 popups..

From Wikipedia, the free encyclopedia

JScript.Encode is a method created by Microsoft used to encode both server and Client-side
JavaScript or VB Script source code in order to protect the source code from copying.[1!
JavaScript code is used for creating dynamic web content on many websites, with the source
code easily viewable, so this was meant to protect the code.

The encoding is a simple polyalphabetic substitution using three alphabets.[2]
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 Microsoft Script Encoder
 <script language=“JScript.Encode‘>
« DT/ A —T, Internet Explorer? & TEIfE
Hifiza—FT, 00T 3=V DHFAE C & gchagithubioCyberchet

load CyberChef ¥

Decodes Microsoft Encoded Script files
that have been encoded with Microsoft's

e scrdecl8-V(C8.exe
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 CyberChef

Operations

Microsoft Script Decoder

Microsoft Script Decoder

Favourites

Data format
Encryption / Encoding
Public Key

Arithmetic / Logic
Networking
Language

Utils

custom encoding. These are often VBS
(Visual Basic Script) files that are
encoded and renamed with a ".vbe'
extention or JS (JScript) files renamed
with a ".jse’ extention.

Sample

Decoded:

var my_msg = "Testing <1><2

VvScript.Echo(my

JScript.Encode & on Wikipedia



https://gist.github.com/bcse/1834878
https://gchq.github.io/CyberChef/
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+ TaA—FRDOT—X
e KFEICKZEBTAT T UHRI-WELO—F
« BERDZTAT7 7Y 7?
s CYHZAITEEFELTEEZRS

Ifunction(t,e){"object"==typeof exports?module.exports=exports=e():"function"==typeof
define&&define.amd?define([],e):t.CryptolS=e()}(this,function(){var h,t,e,r,i,n,f,0,s,
c,a,l,d,m,x,b,H,z,A,u,p, ,v,v¥,g,8B8,w,k,s,C,D,E,R,M,F,P,W,0,1I,U,K,X,L,]j,N,T,q,2Z,V,G,],%,
Q,Y,tt,et,rt,it,nt,ot,st,ct,at,ht,1t,ft,dt,ut,pt,_t,vt,yt,gt,Bt,wt,kt,St,bt=bt]| |
function(l){var t;if("undefined”!=typeof window&&window.crypto&&(t=window.crypto), t&&
"undefined"!=typeof window&&window.msCrypto&&(t=window.msCrypto), !t&&
"undefined"!=typeof global&&global.crypto&&(t=global.crypto), !t&&"function"==typeof
require)try{t=require("crypto”)}catch(t){}function i(){if(t){if("function"==typeof

12
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+ TA—FRDT—X
» evalZHER -> RT3 —-FZ2EIS

["eva™ + "1"](eEePTp4eXxkl(C44q2jxHQW));

« 3 LInternet ExplorerAADT7 5 V¥ ZFERL TWHE
« T O— FIZEKH
« BERKLEDH?

eEePTp4eXxkl(C44g2jxHQW)
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- W< aA—FZzRTWLL
« evalDERI TEITEIN TWL B

« CryptolS%&f{# > 7-AES-256 CBCICX 57— F

« DEVWEBEICH-T-KZERT A7 F Y IECryptols

c BERDHD
- BEbInizT—%
- IESRE
e IV function eEePTpd4eXxkl(b) {

var a = Crypto]S.AES.decrypt(b, CryptolS.enc.Utf8.parse(key), {
iv: CryptoJS.enc.Utf8.parse(iv),

mode: CryptolS.mode.CBC,
padding: CryptoJlS.pad.Pkcs?

})s
return a.toString(CryptolS.enc.Utf8)

};
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c i< a—FZBTWL var iv = "CaMIPtNxY16xA4V4";
e EEHLIVIZT CIZRER DA S var key = "4d364bde4e869c6e8";
. BEEShETF—4
« Base64T I— FLTUWLWABEITHALBVWEDL, ANMLEZLTWS

var C44gq2jxHQW = "'WhlUPzACCVO1BTZRF1IePwwcQys

+XF9QBVYVXioTNywQX1QHALoQE jQKGEoULFY1NigQAFVVDQQzKxUXHCIDFxdWChAELFQqPC1PVieaBQIhIX8gEy

dUUw==";

C44q2jxHQW = atob(C44q2jxHQW);

var key = typeof ([].find);

var VODVL = "";

for (var 1 = ©; i < C44g2jxHQW.length; i++) {
VODVL += String.fromCharCode(C44q2jxHQW.charCodeAt(i) ™ key.charCodeAt(i %
key.length));

}
C44G23jxHQW = VODVL;
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c i< a—FZRBTWLL
« EE kI NTZT—RITHT BB key = ([1.find);
« typeofDiER%ZH & IZ. XORTEIZT —X ZINT
« typeof([].find) & (7

typeof([].find) typeof([].find)

"function" "undefined"
Chrome Internet Explorer

« mWJavaScriptT ¥ VIZIEArray. findlZEEZEINTLAE L
« (BWHLKRA V) FDIScript.EncodeldInternet Explorersi & TEITHIAE
« ChromeT7 d— FIZKE -> Internet ExplorerTEITT B2DAHIEL L

Flag is MWS{Purple_FOX_ 4K}
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Q5: PurpleFox Exploit Kit

« 77V POREICKTFET BMEZE > -EAHE
« BN ZRYAATZKETIILCREONS
« LWhBIERBRIKEL/NIZH, Region-SpecificB/NTYFKHETDH

« KK BBETIT=v7T
« Internet Explorer&fttd 7 Z 7 H DE
- IRIB(E
« 77 7Y POSOERERTE
« IP7 KL XMGeolocation
c IT7—Xyt—v
e A N7AVT MR ETERMICII—%ZRIL. B2 TKBITT7—XytE—T%F-
THEESREZERT IHRE
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* Q1 ~ 6X CORENEEZBENMLL TAL L
« ERTIXERFHTENT S Z L IFBEENTITAL
e SHOBITETETO—FINIFVWLWDO T, ¥BE) / FEITHOK

s 77HA—F
« 77 YR ITI 2L —R%ZFE-7-JavaScriptfET
* Headless Chrome**Selenium / WebDriver
e JS-Walkerd & 5 &Y —ILD;ER

« B WTXFIIRE

Flag is MWS{EnjoOy EK @bfuscateor}


https://www.nttsecurity.com/docs/librariesprovider3/resources/jswalker
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https://www.iwsec.org/mws/mwscup.html
https://www.malware-traffic-analysis.net/
https://traffic.moe/
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