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EFETS7 14> Findcrypt

o BEMNETHEIEMERT

e FindCrypt®Ghidra Script/\—3>
o https://github.com/AllsafeCyberSecurity/py-findcrypt-ghidra

zlib: zinflate_lengthStarts, zinflate_lengthExtraBits, zinflate_distanceStarts, zinflate_distanceExtraBits, zdeflate_lengthCodes

DES: DES_ip, DES_fp, DES_ei, DES_sbox[1-8], DES_p32i, DES_pc[1-2]

AES: Rijndael_sbox, Rijndael_inv_sbox, Rijndael_Te[0-4], Rijndael_Td[0-4]

Blowfish: Blowfish_P_array, Blowfish_S_boxes

CRC32: CRC32_m_tab_le, CRC32_m_tab_be

MD5: MD5_T, MD5 _initstate

SHA1: SHAT_H

SHA224: SHA224 H

SHA256: SHA256_K, SHA256_H

SHAS512: SHA512_K

RC5_RC6: RC5_RC6_PQ

Salsa20_ChaCha: Salsa20_ChaCha_sigma, Salsa20_ChaCha_tau
a_sigma, Camellia_SBOX[1-4]

Adler-32: Adler32_BASE

xHash32_PRIME32_[1-5]
o xxHash64: xxHash64 PRIME64 [1-5]
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findcrypt.py> Running...

[*] processing non-sparse consts
[+] found CRC32_m_tab_le for CRC32 at 4b2992d0
[+] found SHA256 K for SHA256 at 4b28d9%e®
[*] processing sparse consts
[+] found SHA256 H for SHA256 at 4b2edb20
[+] found MD5_initstate for MD5 at 4b37a610
[*] processing operand consts
findcrypt.py> Finished!
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o HHTDHOVILYTTHEI
o VILDI TR
o https://www.oreilly.co.jp/books/9784873119298/
o YN—RIVIZTF)Y—)LGhidraREN A+
o Ghidra®{ELV\A. TILY =7 DFFEIEEHTIFE
o https://book.mynavi.jp/ec/products/detaillid=116258
e Practical Malware Analysis
o VWILIITHRIMEMR+TYUTIV(EBLOEDLLELLGSTETR)
o https://nostarch.com/malware
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https://www.oreilly.co.jp/books/9784873119298/
https://book.mynavi.jp/ec/products/detail/id=116258

Module 1 Module 2 Module 3

Slides Exercises Topic Hrs | EeEes opic Slides  Exercises Topic
e v (m] Malware missions & tactics (intro) 7 o Evasion and self-defence (intro)
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e 4 g [FEEEELE m} (m] String obfuscation
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https://github.com/hasherezade/malware_training_vol1
https://www.youtube.com/c/OALabs/videos
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e From Zero to Hero (&&k&H Y EF)
o https://www.sentinelone.com/lp/zero-to-hero-2021/
e The Beginner Malware Analysis Course (€39.99)
o https://OverflOw.podia.com/courses/malware-analysis-course
e Zero2Automated(€149.99)
o https://courses.zero2auto.com/

The Beginner Malware Analysis Course

Zero 2 Automated

Developed for those looking to enhance their
skills further as a Blue-Teamer, Zero2Automated:
The Advanced Malware Analysis Course takes a
highly practical approach when it comes to
learning the advanced principles of Malware

Reverse Engineering (with Zero2Hero)

Buy for £149.99
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