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OFIRST is the Forum of Incident Response and Security Teams.
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1. AIL Framework: Practical and Efficient Data-Mining of Suspicious Websites,
Forums and Tor Hidden-Services

2. Extending ATT & CK with the ATT&CK Workbench

3. Build Your Own Malware Analysis Pipeline using New Open Source Tools
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1. AIL Framework: Practical and Efficient Data-Mining of
Suspicious Websites, Forums and Tor Hidden Services
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https://github.com/ail-project/ail-framework
https://github.com/ail-project/ail-training
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2. Extending ATT&CK with The ATT&CK

Workbench
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https://github.com/center-for-threat-informed-defense/attack-workbench-frontend
https://medium.com/mitre-engenuity/att-ck-workbench-a-tool-for-extending-att-ck-e1718cbfe0ef
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ATT&CK WORKBENCH /100

techniques / Screen Capture

127.0.0.1:4200/techniquefattack-pattern--0259baeb-5163-4c68

MATRICES TECHNIQUES TACTICS

B 2 8 0 E

Screen Capture

MODIFIED 24 MARCH 2020

D

T1113

[] sub-technique?

CAPEC-648

DESCRIPTION

VERSION

1.1

PLATFORMS

Linux, macOS, Windows

Adversaries may attempt to take screen captures of the desktop to gather information over the
course of an operation. Screen capturing functionality may be included as a feature of a
remote access tool used in post-compromise operations. Taking a screenshot is also typically
possible through native utilities or API calls, such as CopyFromScreen, xwd, or

screencapture./'I?

DOMAINS

enterprise-attack

TACTICS

collection

API monitoring, Process monitoring,
File monitoring

Gy o

MITIGATIONS

GROUPS SOFTWARE

COLLECTIONS (?)

X 9 B X

NOTES
+ = Q

Data Collection
15 JUNE 2021, 9:04 AM

Review data source information and create a
plan to start collecting data required to detect
this technique.
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3. Build Your Own Analysis Pipeline Using New
Open Source Tools
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https://github.com/CERT-Polska
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Quick query CIXDY (ST onty ripped®

Mame/Hash Slze/ Type Tags First sean
Nama: BABGTRCMGIAAITCOS00BAGAT IhIARAGD Size: BOAIRAD Thu, 08 Oct 20
SHAYSE: 16554218045 40a00-23e,. REXL30021cTe Type: PE32+ execulable [GLI) x86-84, for ... =M
' MDS: 52a052TebdTocdbSb1004cCciDeb 5058
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— Add tag Add
SHA238: CU0S399% fo sige 1775 kB
| CTERR T
MDS: oo Lo Related samples + Add
File type data

parent 3fsbef6@842d6aa582731530
md5 51670F14172221c452154b08ec36c8a2 )
1d8b8b116209382d269da7ed  (FUSEENESIE. | (E——

shat 2ebd3971992435cd5FaecPe613f7f4d38a3aa3b2 R S B T
sha256 52f@ad333261473583ae712d5a8664ee748f40cF786108d84F257672ebafe0
sha512 93743d1e082027cea3b25cE696bbb15ed951d7ce7@alad717eacacbe53fe826b7b5ecBa75ef1636e03610a38808775F
198918a49b1843e750dee32bc 27912675 Related configs + Add
cre32 c8892el3 child 77cb66@383d7509bc7de484957cc4@3582455cf42edddef f6f8e760e7b8B583d
ssdeep 3072: zLUeemtOBWYc7VhvYuNr lwf rGoXBjSwtAny 31 3VX6AHVgR2pMGCY : nLssPvvDcrGoR jAdFoyMG
Attributes + Add
Upload time Thu, 08 Oct 2020 14:17:33 GMT
Karton analysis
v doi adb78dc1-1023-42c5-a762-a747f8812e5d =
Sharas
Group name Reason Access time
Comments
Share with group Add
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binds

identity filters tasks errors replicas
karton.android-unpacker kind:runnable | platform:android type:sample 0 0] 1]
karton.archive-extractor [ kind:archive J stage:recognized | type:sample 0] 1] 1]
karton.asciimagic [ kind:ascii | stage:recognized | type:sample 0] 0] 1]
karton.autoit-ripper kind:runnable | platform:win32 type:sample 0 0] 3]
narunnabi typesample

arton.avs typesample © 0 ®©
[®13:10] non-persistent pesampre

karton.classifier [ kind:raw | type:sample 0 0 1]
karton.config-extractor kind:runnable type:sample 0] 0] 1]
inarannani ypesample

kind:runnable | platform:linux type:sample
kind:drakrun-prod | type:analysis
m type:analysis
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www.first.org/conference/2022/ <4 Publications Program
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June 6-June 9, 2021
Oﬁﬂg-t‘bj__ 7%)%@5:.273\ j:)\ D 2020 FIRST Conference

www.first.org/conference/2020/ & Publications Program
Virtual Event
November 15-18, 2020

[ L]
2019 FIRST Conference B
www.first.org/conference/2019/ < Publications Program

Edinburgh, GB
June 16-June 21, 2019
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