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Microsoft Malware Classification Challenge (BIG 2015)

Classify‘malware into families based on file content and characteristics
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Description March 2018 Update:
when using this dataset, please cite http://arxiv.org/abs/1802.10135
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Microsoft Malware Classification Challenge
(BIG 2015)
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BeAR1880 - :88471DFA [ebp+var_18], esi
:80471DFD i
@e4a1010 :00471DFE ebx, 6432401h
gede1e2o . :8e471E03 [ebp+var_18], ebx
88481030 . :00471E06
:00471E07 10 48 @0 ecx, dword 4B168C
Ll :008471E6D edx, BFFFFFF27h
88481858 . :00471E10 j short loc 471E1D
f8481868 . :00471E12 18 7E 7E edx, 7E7E1866h
:B8471E18 j short loc_471E1D
Liaina . :BBA71EIA [ebp+var_8], edx
ea4el1ese .text:00471E1D
fe4810890 . :00471E1D loc_471E1D: ; CODE XREF: sub_471C4F+1Clow]j
00461848 . :80471E1D ; sub_471C4F+1C9m]
- :88471E1D esp, ebp
ge4o1eBa . :B8471E1F pop
ge4e1eCca . :00471E20
p84016D8 . :008471E20 sub_471C4F
. :008471E20
ge4el1eca . :008471E20
Beda18Fa . :00471E23
804011680 . :00471E24 12 @2 84 49 62 00 60 88 01 44 41 dd 24ce42eh, 4881221h, 246h, 41448188h
:00471E34 ; [@eee@eB6 BYTES: COLLAPSED FUNCTION VirtualAlloc. PRESS KEYPAD CTRL-"+" TO EXPAND]
ge4ellle . :08471E3A ; [@eeeeeB6 BYTES: COLLAPSED FUNCTION GetCurrentThreadId. PRESS KEYPAD CTRL-"+" TO EXPAND]
88461126 . :00471E40
ee481130 = :88471E40
:80471E46
8e481148 :00471E46
88461156 . :88471E4C
f8481168 . :08471EAC
:00471E52
00401170 :00471E52
28461126 . :@B471ESS
aeAR11o90 - :08471E58
:B08471ESE
864681148 :0@8471E5E
Be4611B6 . :BBAT1ER4




EMBER dataset
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The EMBER dataset is a collection of features from PE files that serve as a
benchmark dataset for researchers. The EMBER2017 dataset contained features
from 1.1 million PE files scanned in or before 2017 and the EMBER2018 dataset
contains features from 1 million PE files scanned in or before 2018. This
repository makes it easy to reproducibly train the benchmark models, extend
the provided feature set, or classify new PE files with the benchmark models.

This paper describes many more details about the dataset:

Features

The project is used to extract features from PE files included in the EMBER dataset. Raw features are extracted to
JSON format and included in the publicly available dataset. Vectorized features can be produced from these raw
features and saved in binary format from which they can be converted to CSV, dataframe, or any other format. This
repository makes it easy to generate raw features and/or vectorized features from any PE file. Researchers can

implement their own features, or even vectorize the existing features differently from the existing implementations.

The feature calculation is versioned. Feature version 1 is calculated with the LIEF library version 0.8.3. Feature version 2
includes the additional data directory feature, updated ordinal import processing, and is calculated with LIEF library
version 0.9.0. We have verified under Windows and Linux that LIEF provides consistent feature representation for

version 2 features using LIEF version 0.10.1 and that it does not on a Mac.




EMBER dataset

{"sha256": "9be728bdeadd62f182c81194ae6ad1528b5378c16ddcB088fabc96eBe67b83ee”, "md5™: "b2b3fcbf73f718f287daaB268aa2d133", “"appeared”: "2818-01", "label™: -1, "avclass™:
"installmonster"”, "histogram™: [61761, 34779, 42154, 33848, 32602, 27828, 41602, 34827, 34845, 23234, 35949, 25348, 27744, 24873, 48228, 33042, 32187, 21788, 29451, 22274, 23991
22445, 29479, 25558, 26€31, 17911, 32524, 21687, 26433, 22958, 32435, 23215, 24726, 20869, 26677, 21854, 21289, 16463, 26336, 23387, 28676, 16145, 28376, 21486, 21231, 17252,
20398, 22467, 23311, 16068, 25812, 17871, 21617, 18985, 25564, 19882, 25045, 15456, 31851, 21379, 23868, 28728, 20548, 20249, 28147, 23319, 38863, 26671, 18953, 22148, 31818,
26338, 20538, 16863, 24882, 28204, 16345, 17731, 26519, 23838, 24744, 18745, 25674, 21311, 21232, 216816, 27251, 22827, 21974, 15668, 27418, 18017, 20139, 18879, 28124, 208902,
24822, 20639, 24216, 208959, 17453, 16348, 24412, 18683, 26164, 17899, 26742, 21433, 17417, 16323, 23829, 23865, 29391, 17573, 25235, 18064, 25683, 22874, 24805, 28461, 28520,
16665, 27867, 19525, 18598, 16967, 25271, 21437, 32492, 25416, 29916, 32828, 23999, 28377, 27575, 25802, 16999, 19288, 25542, 32325, 18496, 28635, 27583, 28211, 18876, 15359,
21587, 16591, 13867, 14473, 22578, 17377, 14266, 12059, 23762, 15398, 16368, 13612, 25805, 17136, 23319, 21229, 25815, 22262, 15133, 14768, 21401, 19645, 19676, 16132, 25465,
19674, 17632, 16883, 25339, 22216, 22865, 14273, 21829, 16128, 18166, 16868, 22485, 17929, 21871, 12566, 24622, 16756, 20711, 1727&, 26112, 19837, 33923, 25673, 38178, 24415,
17134, 17246, 26717, 21468, 16981, 14422, 21538, 15693, 13281, 14378, 21769, 18251, 26459, 19987, 23167, 17784, 18684, 16724, 24789, 21742, 17883, 12952, 23958, 16953, 14594,
1281e, 26793, 18795, 33344, 23488, 26326, 19137, 16197, 12018, 20647, 16915, 25432, 16126, 24683, 23423, 15796, 14499, 21856, 21419, 31683, 18384, 21e9a, 15768, 26092, 15716,
22484, 19869, 24416, 11869, 22577, 16634, 17315, 13374, 38359, 57655], "byteentropy”: [&, &, o, &, ©, ©, 6, &, 0, 6, &, @, 0, 0, 8, ©, 0, ©, 0, ©, ©, 0, B, ©, 8, @, @, 0, 0, B,
e, ¢, &, %, 6, 8, 9, 6, &, ©», ©, ©, 6, , 9, 9, 0, 9, 0, 0, 6, ©, 0, 6, 9, 0, @, 8, @, 0, ©, 0, 6, 6, ©, 0, ©, @, 0, 6, ©, 0, 6, 9, @, ©, &, 0, &, ©, O, ©, O, @, 08, @, O, O, O,
e, ¢, &, &, 8, 8, 9, 3137, 81, 114, 39, B89, 20, 25, 14, 154, 111, 23, 184, 183, 45, 22, 15, 6871, 332, 233, 125, 729, 337, 343, 181, 251, 260, 44, 188, 186, 118, 48, 54, 6, B, ©
e, ¢, &, 6, &, 8, 9, 98, @, &, 6, &, 0, 1189, 38, 17, 42, 32, 21, 128, 54, 33, 96, 42, 19, 23, 1606, 65, 1e5, 739, 7, 3, 4, 4, 4, 5, 6, 36, 114, 75, 45, 68, 359, 225, 354, 37a3,
265, 225, 192, 614, 471, 391, 343, 364, 371, 445, 459, 487, 773, 727, 2458, 1895, 152, 116, 95, 7e, 81, 261, 128, 153, 434, 492, 473, 371, 561, 613, 3157, 679, 89, 98, 95, 121,
96, 247, 168, 68, 76, 76, 71, 63, 56, 28, 31, 1689, 576, 465, 435, 434, 363, 362, 319, 394, 338, 386, 386, 371, 373, 371, 936, 1087287, 817564, 714855, 716263, 745835, 7e4751,
678383, 714818, 793435, 5564087, 648317, 615421, 663843, 626222, 661586, 7@9825], "strings": {"numstrings": 31419, “avlength”: 5.8488608625736082, "printabledist™: [2298, 1599,
1944, 1648, 1899, 1291, 2828, 1798, 1599, 1383, 1999, 15308, 1687, 1448, 2246, 1625, 1896, 1386, 2124, 1412, 1894, 1504, 1886, 1442, 2232, 1318, 2236, 1656, 2856, 1611, 2885,
1420, 2149, 2045, 2494, 2221, 1868, 1894, 2591, 1942, 1863, 1570, 1834, 1535, 1526, 1683, 2271, 20812, 2121, 1448, 2063, 2011, 2164, 1760, 2842, 1728, 1854, 1328, 1924, 1482,
1849, 1432, 1953, 1558, 2859, 2781, 2117, 2211, 1993, 2865, 2634, 1714, 2528, 2374, 2019, 1667, 2333, 1793, 2557, 2689, 2842, 1405, 2858, 2254, 3814, 2338, 1786, 1571, 2387,
1663, 20816, 1392, 1575, 1367, 1786, 144%], "printables™: 183514, "entropy™: 6.55445455841536%, "paths™: @, "urls™: 2, "registry": 8, "MZ": 74}, "general™: {"size": 5748736,
"vsize™: 13774848, "has_debug”: @, "exports”: 8, "imports": 14, "has_relocations": @, "has_resources": 1, "has_signature": 8, "has_tls": 1, “"symbols": 8}, “"header": {"coff":
“timestamp"”: 1514385822, "machine™: "I386", “characteristics™: ["BYTES_REVERSED_LO", "RELOCS_STRIPPED", "EXECUTABLE_IMAGE", "CHARA_32BIT_MACHINE", "LINME_NUMS_STRIPPED",
"BYTES_REVERSED_HI", "LOCAL_SYMS_STRIPPED"]}, "optional®: {"subsystem™: "WINDOWS_GUI", "dl11_characteristics": [], "magic": "PE32", "major_image version": @,

"minor_image version”: @, "major_linker version”: 2, "minor_linker version": 25, "major_operating_system_version”: 5, "minor_operating_system_version”: 8,
"major_subsystem_version”: 5, "minor_subsystem version": @, “"sizeof code”: 5234688, “"sizeof headers”: 4896, "sizeof heap_commit": 48386}}, “"section”: {“enmtry”: "UPX8", “sections”
{"name™: "UPXe", "size": ©®, "entropy”: -0.8, "vsize": 8619962, "props”: ["CNT_UNINITIALIZED DATA", "MEM_EXECUTE", "MEM_READ", "MEM_WRITE"]}, {"name”: "UPX1", "size™: 5233152,

"entropy”: 7.938365063177856, "vsize": 5234688, “"props": ["CNT_INITIALIZED DATA", "MEM_EXECUTE", “"MEM_READ", "MEM_WRITE"]}, {"name”: ".rsrc”, "size": 512512, “entropy”: 7.
966332178411693, "vsize™: 516896, "props”: ["CNT_INITIALIZED DATA", "MEM_READ", "MEM WRITE"]}]}, "imports”: {"KERNEL32.DLL": ["LoadlLibraryA™], "advapi32.dl1”: ["LogonUserA™],
“comct132.d11": ["Imagelist Add"], "gdi32.d11": ["Pie"], "msvcrt.dll”: ["memset”], "netapi32.dl1”: ["NetWkstaGetInfo"], "ole32.d11": ["0OleDraw"], "oleacc.dll™:
"LresultFromObject™], "oleaut32.d11”™: ["VariantInit"], "shell32.d11": ["Shell MotifyIconW"], "user32.dll™: ["GetDC"], "version.dll™: ["VerQueryValueW"], "winmm.d1l1":
"timeGetTime" ], "winspool.drv”: [“OpenPrinterW”]}, "exports®: [], “"datadirectories”: [{"name”: "EXPORT_TABLE", "size": 154, "virtual_address™: 11444224}, {"name":
"IMPORT_TABLE", "size": 864, "virtual address™: 13769992}, {"name”: "RESOURCE TABLE", "size"™: 511248, "virtual address™: 13258752}, {"name”: "EXCEPTION TABLE", "size™: @,
"wvirtual address™: 8}, {"name”: "CERTIFICATE TABLE", "size": @, "virtual address”: 8}, {"name”: "BASE RELOCATION TABLE", "size": 8, "virtual address”: @}, {"name”: "DEBUG",
"size": @, "virtual address": @}, {"name”: "ARCHITECTURE", "size": @, "virtual address™: 8}, {"name”: "GLOBAL PTR", "size": @, "virtual address": @}, {"name": "TL5 TAEBLE",
"size": 24, "wirtual address™: 13256652}, {"name”: "LOAD CONFIG TABLE", "size": @, "virtual address™: @}, {“"name": "BOUND IMPORT", "size": @, "virtual address”: @}, {“"name":
"IAT", “"size": @, "virtual address™: @}, {“name”: "DELAY IMPORT DESCRIPTOR", “"size": 3856, "virtual address™: 11448128}, {"name”: "CLR_RUNTIME HEADER", "size": @,
"virtual address": @}]}
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SoRelL-20M

s3://sorel-26m/89-DEC-20828/
| Terms and Conditions of Use.pdf -- the terms you agree to by using this data and code

I
+---baselines
+---checkpoints
| +---FFNN - per-epoch checkpoints for 5 seeds of the feed-forward neural network
| +---1ightGBM - final trained lightGBM model for 5 seeds
I
+---results
| ffnn_results.json - index file of results, required for plotting

+---FFNN
| +---seedB-seedqd - individual seed results, ~1GB each
I
+---lightgbm
+---seedB-seedd - individual seed results, ~1GB each

I
I
I
I
I
I
| | 1lgbm results.json - index file of results, required for plotting
I
I
I
I
I
I
I

+---binaries

| approximately 8TB of zlib compressed malware binaries

I

+---1lightGBM-features

| test-features.npz - array of test data for lightGBM; 37GB

| train-features.npz - array of training data for lightGBM; 113GB

| validation-features.npz - array of validation data for lightGBM; 22GB

I

+---processed-data
| meta.db - contains index, labels, tags, and counts for the data; 3.5GB
I
+---ember_features - LMDB directory with baseline features, ~72GB
+---pe_metadata - LMDB directory with full metadata dumps, ~A80GB

_
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APT Malware dataset
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Table 1: APTs elements per classes
Class Count - -
Class Count APT-Malware  Edit
Patchwork 550
AP T20 205 L&Zﬂl‘llﬁ GTQUP 58 Introduced by Laurenza et al. in Malware triage for early identification of Advanced Persistent Threat activities
— Sandwork 44
w1[l11|.-] (_n roup 1 ?ﬁ .H = F' l'] 5 The APT Malware dataset is used to train classifiers to predict if a given malware belongs to the "Advanced Persistent
1. BN F WITICAIE 1 An0a i Threat” (APT) type or not. It contains 3131 samples spread over 24 different unique malware classes.
Volatile Cedar 35 APT30 101 S License ® @ edi
NSA 13 Violin Panda 23 Source: 3 https/faniorg/pdf 181007321 pef
_ m— Desert Faleon 45 Unknown
Iransparent ‘Tribe] 267 Molorais 35
Shigiang 31 =
Roaming Tiger 14 f;l 211 i: Modalities et
LB OES0ITL
Mirage 54
‘PCyberDefense
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APT Malware dataset
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Optional Header (30 features). Every file has an optional header that provides information to the loader.

FBRIBIHRD 54000 E D4}

This header is optional in the sense that some files (specifically, object files) do not have it. For image
files, this header is required. An object file can have an optional header, but generally this header has no
function in an object file except to increase its size. Features are extracted from the optional header of the
PE and contain information about the logical layout of the PE file, such as the address of the entry point,
the alignment of sections, and the sizes of part of the file in memory.

MS-DOS Header (17 features). The M5-DOS executable-file header is composed of four distinet parts: a
collection of header information (such as the signature word, the file size, ete.), a reserved section, a pointer
to a Windows header (if one exists), and a stub program. MS5-DOS uses the stub program to display a message
if Windows has not been loaded when the user attempts to run a program. In this contest, we are interested
in features related to the execution of the file, including the number of bytes in the last page of the file, the
number of pages, or the starting address of the Relocation Table.

File Header (18 features). The Windows executable-file header contains information that the loader requires
for segmented executable files. This includes the linker version number, data specified by the linker, data
specified by the resource compiler, tables of segment data, and tables of resource data. Moreover, the features
related to this class highlight information about timestamp and the CPU platform that the PE is intended
for.

Obfuscated String Statistics (3 features). Binaries contain program messages stored as strings that can be
useful to understand their behavior. Classical tools like String extract byte sequences that can be readable
strings to find these messages. Malware authors encode strings in their program to avoid extraction, in fact,
even simple schemes can defeat this kind of tool and complicate static and dynamic analysis. In addition
to PEFrame, we use functionalities of the FireEye Labs Obfuscated String Solver (FLOSS). It is an open-

IP addresses, suspicious file paths, and so on, from Windows Portable Executable files availing of advanced
static analysis techniques. We leverage this tool to compute some statistics, such as how many entry-points
or relocations are present in the file.

Mutex (7 features). Mutex are objects commonly used to aveoid simultaneous access to a resource, like a
variable. If different software checks for the same mutex, then they can be linked. Our features are Boolean
values that map the use of particular mutex identified in the training data.

Packer (64 features). Packers are software that compress binaries, keeping them executable. Similarly to the
mutex related features, our features highlight if some particular packers are recognized.

Imported API (3917 features). Each software imports functions from common libraries or external files.
The combination of imported functions can show similar behavior. We store this information as a vector
with a Boolean value for each imported function, using the list of functions present in the training set as a
taxonomy.

Buckets (98 features). Similar size in functions and directories can be a proof of similarity in the file structure
and thus in the behavior. We observed that, usually, function size values range from 0 to 1,822 bytes, while
directory size values range from 0 to 2,638 kbytes. To track these properties, both of them are subdivided
into 49 buckets. Each bucket represents a range and counts the elements whose size is in the range. To
choose the different ranges we observe the distribution of sizes and lengths in the training set, trying to
form buckets that can better characterize the various classes.

source tool that automatically detects, extracts, and decodes obfuscated strings, such as malicious domains,

WCyberDefense
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APT Malware dataset

File Details

dataset.tar.gz contains two hdf files containing features of APT-malware and normal malware

test article.py contains the code to test each implementation, included computation of some metrics

Checking_Result.py contains the code to help computing quality and time metrics

ThresholdRandomForest.py is a separate file containing all the methods to implement the functionalities of the

first work

select* contain data obtained from our tests about best classes, best parameters and best columns to reproduce

the published results

~ [B] malware_ apt.hS

~ i@ class_df
i axis
B axis1
24 blockD items
B blockD_values
blockl _items
B block! values
i block? items
B block? walues

Object Attribute Infe  General Object Info

Attribute Creation Order:

MNumber of attributes = 7

Creation Order NOT Tracked

Add Attribute  Delete Attributd

Mare Twpe

transposed 8-bit hitfield

|=—5 blockl_items at Jfelass_dff [malware_apth5 in C\Users\snakajima\Downloads\datasettar\dat...

Table Import/Export Data Data Display

CLASS String, length = 4,
FLANOR String, length = 4,

TITLE String, length = 1, padding = HST_STR_NULLTERM,
WERSIOMN  String, length = 3, padding = HIT_STR_MULLTERM,
kind String, length = 6, padding = HOT_STR_NULLTERR,
name String, length = 2, padding = HOT_STR_NULLTERR,

padding = HOT_STR_NULLTERM,
padding = HOT_STR_NULLTERM,

ceet = HOT_ CSET_UTFS
ceet = HOT_ CSET_UTFS
ceet = HOT_ CSET_UTFS
ceet = HOT_ CSET_UTFS
ceet = HOT_ CSET_UTFS
ceet = HOT_CSET_ASCII

O

X

[

O-hased

0 sections_number
1  processd2firstw
2 outputdebugstringa

Array Size  Valus[G0I )
Scalar ARRAY

Scalar numpy
Scalar

Scalar 24
Scalar string
Scalar M.
Scalar 1

.



Malpedia
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General YARA Timestamps

Linker Info WinAPI Usage WinAPI Frequencies

General Statistics
2865 Families

7376 Samples

Samples

Families Yara Coverage

Context Info
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Google Dataset Search
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Google Dataset Search
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kaggle

<IEEE

{figshare

Windows PE Malware Dataset
paperswithcode.com

=370 May 5, 2019

Android Malware Dataset for
Machine Learning

kaggle.com

B zip

EFH: Mar 13, 2021

Windows Malware Detection
Dataset
figshare.com

B txt

B357H: Mar 15, 2023

Malware API Call Dataset

ieee-dataport.org

B3H: May 17, 2022

Android malware dataset for
machine learning 2

figshare.com

; . Qe <
Windows Malware Detection Dataset

BRI 3 [Z figshare.com

COF—Hty bEBIRAUL TR FHiicE: 3274 (Google Scholar THER)

B wt

—BOHERT
https://doi.org/10.6084/m9.figshare.21608262.v1

F—Aty +EHE
Mar 15, 2023

F—AtY boiRET

figshare

TV boERT

Irfan Yousuf

AR

Attribution 4.0 (CC BY 4.0)

SAZ ABEREEBNCRESNELE

B

A dataset for Windows Portable Executable Samples with four feature sets. It contains four CSV files, one CSV file per feature set. 1. First feature set (DLLs_Imported.csv file) contains the DLLs imported by each malware
family. The first column contains SHA256 values, second column contains the label or family type of the malware while the remaining columns list the names of imported DLLs. 2. Second feature set (API_Functions.csv files)
contains the API functions called by these malware alongwith their SHA256 hash values and labels. 3. Third feature set (PE_Header.csv) contains values of 52 fields of PE header. All the fields are labelled in the CSV file. 4.
Fourth feature set (PE_Section.csv file) contains 9 field values of 10 different PE sections. All the fields are labelled in the CSV file.

Malware Type / family Labels:

0=Benign 1=RedLineStealer 2= Downloader
3=RAT 4=BankingTrojan 5=SnakeKeyLogger 6=Spyware

®

Copyright © Cyber Defense
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VirusTotal
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VirusTotal
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Popular threat label Threat categories frojan Family labels tepfer datastealer stealer

Security vendors' analysis (i) Do you want fo automate checks?

Acronis (Static ML) AhnLab-V3

Alibaba ALYac

Antiy-AVL Arcabit

Avast AVG

Baidu BitDefender

Bkav Pro ClamAv

CrowdStrike Falcon Cylance

- __
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2ZURL

« https://www.kaggle.com/competitions/malware-classification/overview
- https://github.com/elastic/ember

« https://paperswithcode.com/dataset/apt-malware

« https://github.com/Giuseppelaurenza/I F_Identifier

- https://malpedia.caad.fkie.fraunhofer.de/

« https://github.com/pinksawtooth/how to become a malware_analyst
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