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PWSCUP Competition: De-identify Transaction Data Securely
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Abstract: Data anonymization is ready to go before the big-data business runs successfully while preserving
privacy of personal information. While, it is not trivial to choose the best algorithm to make the given data
anonymized to be secure for a given particular purpose. To access the risk to be compromised accurately, the
data needs to balance the utility and the security. Hence, with a public online retail dataset, , we propose a
new competition for best anonymization and re-identification algorithm. Our dataset consists of a customer
dataset and a transaction dataset and these datasets are linked with pseudonyms, a random number assinged
for each customer identities. The paper addresses the aim of the competition, the target dataset, sample
algorithms, utility and security metrics.
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EEDD. M, Top(T) 22Tk apdata.rb IZELFk I 11T
W3,

3.6 EZMIH

EAMI7 VT XLIE, ABEULTYAX— M L
BF—2T 200, MILL-ZM &T &, M O&E#%
RIGEST—X P EINTS.

AR, W 20oMT7 VI ) ZAL0f%25RT (Zh
5DY—A2—=RNFARIVTAMDSIE RIS D).
3.6.1 LWEERAMT ano-ya.rb, ano-tya.rb

WREEANT [2] 2475, B% D #MnC, M =M,
T =T 2350, BHNMTOGEST—XIE7 VXL
P=(r1,...,r) CHED, FEAIT 3.

(r1,...,mn) & UT ano-yarb Ti& (1,...,n) Z—Fk7 ~
X LIZWMARE X 725%, ano-tyarb Tl (2,...,n,1) %, %
nNENHNS.

3.6.2 ano-sampling.rb

M DEITEMILICHER 0.9 THIFRT 5. 5 LHTART
DITFDHIREINT U E > 72581, AL HET.
3.6.3 ano-shuffle.rb

Bip TV RLED, ThZOWT (BEIET)
M, T %5,

3.6.4 ano-divt.rb

M %, HNfZ2¥E—Z d=-.. = T5. T' DFM
WEEAHE MEB MR L £ T, FEloL a— 28
5 (m<m).

3.7 BHEANT7ILIYXA
BHENTLVI) XL, AAELTAHIVFLDTR
R—M LBEBET, NMLINEIAZ—M LERET %



By, M OEBREZHELZH#ETES T -2 Q 2N
5.

PAFIZ, W O OmE#MA TV I XL0FERT (Z
NEDY —A3—RFEARIVT A MOSIMEIZREETS).
3.7.1 YRY—EMEICLDY— K re-sort.rb

M BLO M % (R, #4H, Ef) 2F—2LUTH
NIz ZEY — h U, V— MEOIERE TR 2170V TE
FEHNTS. KM OifTHE Mli| T2RTHZ L L
T5. V- MO M M 2ZNENN,N 55¢, &
BB 2,y IZDWT NJi| = M[z(i)], N'[i] = M'[y(i)]
DO LD, FHEA TV TV X L re-sort.rb 1& N'[i] &
N{[(i—1) x 2] +1] 5855 LT 5. 1,
i=1,..., 0 129WT

a() = o([(y (@) = 1) x = | + 1)

Z7-THEETES Q= (¢(1),...,q(n)) TH 5.
3.7.2 FSIUHIavEIZLBY— K re-tnum.rb
M B8O M 26T 2EBEOITEE X — & UTHIA
WZZEY —bL, ZTDHIX3.7.1 D re-sort.rb & [AERIZ
Y — MEDIER TG 217V, 1THREZHERTS. M
D i {THOBE ST B EREDOITEIL {7 | ¢f =t} 12
FOEHEEINS.
3.7.3 HIBEALIEDOIERR/IME re-totprice.py
AR AREEA S 3T WA ID (ICHBA AT, M D
17 H QR ORI ASEHIX

a(M,T,i)= > 5t
J st cf=t;
WZEDEE I NS, re-totprice.py DAL, i=1,...,n
IZDWTC, q(i) =min{j | Vk € {1,...,n'},|a(M', T, j) —
a(M,T,i)| < |la(M',T",k) — a(M,T,q)|} %iifi7= 3 #5E
7%5 Q= (q(1),...,q(n)) TH 5.
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M2z, avFAMDBMEFLEZONDE T —X, KD
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T : EAMT L-MRAET—%
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Q: M (IZHY ZARATEST—2 ERIOEE)

M: 4 Y SHLORETRAS—F—5
T : Y ST LOMRARET—5

WEBH S TR
Fooo—K FHEBERNT) @
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T[] = = A R
it )T, BEBT | wewm
VTR E&mT | R -ETE
Zm#E SRT L
fa—Fo W T #¥ora—k
J U e, BB
FHRER o @e
w o T =1 =l
9/21~ 10/3 p—— REMFE
- %5
Zna EE Bt HE
EIES N
AT I

B2 FlivATLDA VR Tz — A

oW a ZEGHOE AN (cmae2) ZEAL 7=
ARAVFANEBUT, SEO—RA7 —RAIZEIEA < @

FARER I THMD A S, ToaMAk L2ty es
Wz, PO TELMETHYLT S Z L2 fFLT WS,
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TIHW7z London South Bank University @ David Dqing
Chen i LIZE&#T 5.
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