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Bithumb - 20174E7 A, 20184E6 B, 20194E3 A [1][2][3,4.5]

1. LIS KARBFTEEDRENS Y3

2 NEEBDTNAANRESN . ERFEHRMNEENT-R. EERD.,

3. RybIFL Y EDEBENBENT FHREX TR H ICEEN H D EDIEHE,
Coincheck - 2018418 [1][2]

WEENSEMINI=A—ILIZHAEIN=Y IR 7EEFTLTLEN. EAENERINT-
CENRREABND,

BlackWallet - 2018418 [1][2]

DNSLO—FARSAIN. BREDTRLANESTHMAONTLES:

BitGrail - 2018428 [1]

BAREEDEIIKEEICHELHY . BEEF R THIIETHI ILE gL LTV,
Taylor - 201845A [1][2]

TINARIZRT BT IEREEDN, IPassword 77 ILEERINTLEST=
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https://cafe.bithumb.com/view/board-contents/1640037
https://steemit.com/cn/@discernente/fourth-largest-cryptocurrency-exchange-hacked
https://steemit.com/bithumb/@crazyits/6ppacy
https://web.archive.org/web/20180917235809/http://bithumb.cafe/archives/33294
https://steemit.com/bithumb/@crazyits/6ppacy
https://www.itmedia.co.jp/news/articles/1803/08/news143.html
https://www.asahi.com/articles/ASM6J4RNPM6JUTIL00G.html
https://www.zdnet.com/article/400000-stolen-in-lumens-blackwallet-theft/
https://www.mystellar.org/thread-8254.html
https://www.financemagnates.com/cryptocurrency/news/170-million-mistake-bitgrail-may-aware-bug-led-hack/
https://medium.com/smarttaylor/this-is-a-dark-day-for-taylor-ded587463da7
https://medium.com/smarttaylor/updates-on-the-taylor-hack-incident-8843238d1670
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ELFREMASH TGN, WCODLRBEITEIRNEFHETS

o MBEEEXMAICHTHIMUBBEBEA—L
24907 BHBREA—)LEZRANT. REED PCITHT BTV EANEDLNEST—X,
Bitstamp(2015), Bithumb(2017), Coincheck(2018)

o WMERADILTUIVIIZHTIHE
HEBEDILTUIYILNB, FERETEVWAETILTUOIOVILBERESIN T —X,
Bithumb(2017), NiceHash(2017), YouBit(2017)

o JRTLIEBEICHITIHE
R RATLROV I 7 DIESEMEZF AL TREICSISHLETIT—X,
BitGrail(2018), Geth(2018), Bancor(2018)

o HRYFIALYMIHTHHE
R IALYEDELBZDEDNEREINDT—X,
Bitfinex(2016), Parity(2018), Taylor(2018), Coincheck(2018)

mercoin

12



| Cryptassets Governance Task Force
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o FEAUIN—
o A TFEIT (REBBKRZF). LIEEKER MLafERE). MEE— (3—I 200 KEF)
o MWIEE.MAR BHEE
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o 1,%;7;%‘@(1&* BE)XBARIZBIT5EX2) TFADRANTSOTAADEBELIZHXED

o WEAEICEELIRE AROEE
o EERI—
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o H\ERHERHE M EE
o FE#{LREK: ISO/TC307, IETF
o FRHEILE: £RT, BARSEENS I XHE
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FIhR(F20184F2 A hhoiRETZRaga . 20184
0B IZEEZER. /NT A% E,

Living StandardéL TEHLTLKIEEF
7E o

XEILISO. IETFEN TN TIEELXXELL
TIRERT,

BAREBIRIZE2REARP,

BESEEAANTA7Z7YDEXY
FAREICDOWTDEZS (F)

Cryptoassets Governance Task Force'
202057H3H

ERFAXAYMRIETFREWT, A 29—RY b EF7 b EULTEE(L
REShZFY,

ARF1AYPEHTZITRTOIX Y MIIETFAIRMEERY &
(NOTE WELL)IERB LI b D EHBENET,

Be aware that all contributions to our work fall under the "NOTE
WELL" terms therein.

14



| CGCTFOERY#E#A

ISO/TC307
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Security management of digital asset
custodians [1]

ISO/TC307 WG2/IWG4IZCCTFAV/IN—H%
#Zm

B X 3 Hl A

BAESEENSI R SIVCEA) BTZEERI(C
NI BITYUDIRE

[1] Security management of digital asset custodians, ISO/TR 23576:2020
[2] General Security Considerations for Cryptoassets Custodians, draft-vcgtf-crypto-assets-security-considerations, Masashi Sato and Masaki Shimaoka and
Hirotaka Nakajima
[3] Terminology for Cryptoassets, draft-nakajima-crypto-asset-terminology, Hirotaka Nakajima and Masanori Kusunoki and Keiichi Hida and Yuji Suga and
Tatsuya Hayashi

mercoin

Internet Engineering Task Force (IETF)

Sec WG Bk B ¥ % Internet-Draft& L T
General Security Considerations for Cryptoassets
Custodians [2]

Terminology for Cryptoassets [3]
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| Bitcoin/—FIAER

Hi88: https:/bitnodes.earn.com/, 20204 17
mercoin

o [EHAl
7 AH(25.46%), K12(20.00%), 75 R
(6.42%), 75245 (5.33%), 2 HR—)U3.72%)
HARIX1041(2.11%)
o YT —j
Hetzner Online GmbH1120 (11.87%)
Amazon.com, Inc. 819 (8.68%)
DigitalOcean, LLC 689 (7.30%)
OVH SAS 520(5.51%)
Choopa, LLC 386 (4.09%)
40%3EL D /—F ¢ Public 759K L TR
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o)
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[1] Barker, Elaine, et al. Recommendation for key management: Part 1: General. National Institute of Standards and Technology, Technology Administration, 2006.
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https://app.diagrams.net/?page-id=T_ukfwM08rbfg9NAatPx&scale=auto#G1XjFhT9HjtqlVuksp3j8JdiLjU5pFyutD
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o /N—FHOTT7 O+l vk
o EBEEETHAILIZEAREZEMITIERADEFHS
o —#EMIZHSM(Hardware Security Module)ZFI A TE4LY
r—2ZM %L, BT 0T S LR E E
o BISAF—2IRY
o VILIITIHLYE
o BETRHEWIAL YT TDFE [2]

[1] Volotikin, S. "Software attacks on hardware wallets." Black Hat USA (2018).
[2] C. Li, D. He, S. Li, S. Zhu, S. Chan and Y. Cheng, "Android-based Cryptocurrency Wallets: Attacks and
Countermeasures," 2020 IEEE International Conference on Blockchain (Blockchain), 2020, pp. 9-16
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EITDOWTIE A TULVEL
o REITODVLTIHEHRICESNTLS
o NTEZTBLIEEIZSLY
o BEZAAMNTATUICTETAHATAHREIZRLN\OMN?
e Best Current Operational Practices [1]
o AVF—FRYMFRYLT—)TOHERYIEA
o IHLERMYHMANESEE - TOVIFI—2THOTHLELD
TIEZEWEAID,

[1] https://www.ietf.org/rfc/bep-index.txt
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