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RA: A StaticAnalysis Tool for Analyzing Re-Entrancy

Attacks in Ethereum Smart Contracts
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Abstract: Ethereum smart contracts are programs that are deployed and executed in a consensus-based blockchain
managed by a peer-to-peer network. Several re-entrancy attacks that aim to steal Ether, the cryptocurrency used in
Ethereum, stored in deployed smart contracts have been found in the recent years. A countermeasure to such attacks
is based on dynamic analysis that executes the smart contracts themselves, but it requires the spending of Ether and
knowledge of attack patterns for analysis in advance. In this paper, we present a static analysis tool named RA (Re-
entrancy Analyzer), a combination of symbolic execution and equivalence checking by a satisfiability modulo theories
solver to analyze vulnerability of smart contracts to re-entrancy attacks. In contrast to existing tools, RA supports
analysis of inter-contract behaviors by using only the Ethereum Virtual Machine bytecodes of target smart contracts,
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RBAC-SC: Role-Based Access Control
Using Smart Contract
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Eth2Vec: Learning Contract-Wide Code
Representations for Vulnerability Detection on
Ethereum Smart Contracts

Nami Ashizawa Non-Member, Naoto Yanai Member, IEEE, and Jason Paul Cruz Member, IEEE
Shingo Okamura Member, IEEE

Abstract—Ethereum smart contracts are computer programs that are deployed and executed on the Ethereum blockchain to enforce
agreements among untrusting parties. Being the most prominent platform that supports smart contracts, Ethereum has been targeted
by many attacks and plagued by security incidents. Consequently, many smart contract vulnerabilities have been discovered in the past
decade. To detect and prevent such vulnerabilities, different security analysis tools, including static and dynamic analysis tools, have
been created but their performance decreases drastically when codes to be analyzed are constantly being rewritten. In this paper, we
propose Eth2Vec, a machine-learning-based static analysis tool that detects smart contract vulnerabilities. Eth2Vec maintains its
robustness against code rewrites, i.e., it can detect vulnerabilities even in rewritten codes. Other machine-learning-based static
analysis tools require features, which analysts create manually, as inputs. In contrast, Eth2Vec uses a neural network for language
processing to automatically learn features of vulnerable contracts. In doing so, Eth2Vec can detect vulnerabilities in smart contracts by
comparing the similarities between the codes of a target contract and of the learned contracts. We performed experiments with existing
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[DFAC20] T. Durieux, et al., “Empirical Review of Automated Analysis Tools on 47,587 Ethereum Smart Contracts”,
ICSE 2020.

[PDCS18] R. Parizi, et al., “Empirical Vulnerability Analysis of Automated Smart Contracts Security Testing on
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lBIockIab Meeting (in December’ 19) sz

AGENDA VERSION 1.5 (12-11-2019) PLEASE DO NOT DISTRIBUTE

BLOCKLAB

SDSC Annual Winter BlockLAB Sponsors Board and Research Meeting

Date & Venue: Dec 12, 2019, Synthesis Center, San Diego Supercomputer Center, UC San Diego
Attendees: BlockLAB Founding Sponsors, LAB Principals and Invited Guests (est. 25-30 participants)
Chairs: Pieter De Leenheer (Collibra), Jim Short (SDSC)

THURSDAY, DECEMBER 12, 9:00 - 4:00 PM

MORNING AGENDA: SPONSORS BOARD MEETING

(closed meeting for sponsors, LAB principals and researchers)

9:00 AM MEETING START

9:00-9:15 Welcome, Overview, Goals (P. De Leenheer, J. Short)
Around the Room
Agenda: Additions, Changes

DIRECTORS REPORT

9:15-10:00 LAB Themes and Overall Goals 2019-2020
Project Portfolio and Publications 2019
LAB Financial Report 2019
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Protecting Integrity and Provenance of Research Data.

Open Science Chain utilizes distributed ledger technology (consortium blockchain) to securely store information about scientific data including its
provenance to enable independent verification of its authenticity to establish trust in the research community.

Open Science Chain Blockchain Platform Open Science Chain Portal

Proof of Existence Data Verification & Validation

Provide immutable proof of existence of research datasets at a given Independent verification of the authenticity of scientific data using
point in time by storing unique identifiers of the data and ownership information stored in the OSC blockchain. Search, view and validate
information on the blockchain. scientific datasets including lineage information.

Provenance Tracking Research Workflows

Promote transparency and traceability of research data by tracking and Create "research workflows" linking one or more entries in the OSC
storing all changes made to data on the blockchain. blockchain, documenting an auditable record of the data workflow

process behind the research hypothesis.
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pragma solidity 20.4.24; | I | I 01110010 |
IPUSH EBP . '01101001 |

'MOV EBP,ESP 01111001 |

|
|
| contract A{
I struct ContractA {
|
|

|
|

|
ini256 singlerice; LAND  E5P,0x214] | 00100000 |
uint8 pumpRate; ’ | SUB ESP,0x2141 | O1100101 1

bool hasChange;
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1 |function ObsidianSmartPay (){
2 balances [msg.sender] = totalSupply;

}

w

function Bam() public {
owner = msg.sender;
balances [owner] = totalSupply;

I N N

[ mE /A5 EE L (FIEE [ZL+19] ]

[ZL+19] Zou, et al., "Smart Contract Development: Challenges and Opportunities”, IEEE TSE, 2019. 21
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pragma solidity ~0.4.24;

contract A {
struct ContractA {
uint32 totalSize ;

uint256 singlePrice;

uint8 pumpRate;
bool hasChange;
}
}

training data

pragma solidity #0.4.24;

contract A {
struct ContractA {
uint32 totalSize ;

uint256 singlePrice;

uint8 pumpRate;
bool hasChange;
}
}

test data

fs seq; inj
; Eth2Vec
Abstract Syntax Tree PV-DM [LM14]
Assembly Code / \
EVM Bytecode L
. L Information C Training )
Solidity EVM
Compiler Extractor
Model for
Feature Exfraction
Abstract Syntax Tree) Code e
Assembly Code Information
EVM Bytecode
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