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Toyota
Mobility
Concept
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AUTOMOTIVE ITIONING CARS to MOBILITY
COMPANY

0 v )57 1 DR
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3.0 #8227 LML

SYNERGY OF MOBILITY & INFRASTRUCTURE

HFfF: F32A LR, 2023/4/11, FEUTA AU NZ—~DEEME EBARMNESINTZIDORE | https://toyotatimes.jp/toyota news/new management policy/001 1.html
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ERAMGEL—RT—XA TR T AREENERBIZELGYET
ZE#l1: EU Identity Wallet Reference Architecture

EUDI Wallet Provider

Register the
Wallet Providers
and their trust anchor(s)

Wallet Providers Registrar

Publish URL for
Wallet Providers Trusted List

X0)

Register the
PID/Attestation Providers
and their trust anchor(s)

« PID Providers Registrar (MS)
« Attestation Providers Registrar (MS)

=

Publish URLS for Trusted Lists of
PID Providers and Attestation Providers,
as well as for related CAs

* Attestation Provider

T

AuthN
Auth:

PID Provider

(QEAA/EAA/PUB-EAA)

Get the Wallet Provider
Trusted List

=

AuthN

&
z

EUDI Wallet Instance

=T

.
T

z
z

Getthe RP CAand
PID/Attestation Provider CA
Trusted Lists

AuthZ (optional)
—

Issuer = PID Provider
Holder = Wallet
Verifier = Relying Party

AuthN /

Relying Party Instance

—

TNENDEIRMNEUIZERE SN fzRegistrar(Z&
FEnnlE, T 20 PYRYICERTERLRL

Register the Relying Parties

Get the PID/Attestation Provider
and Wallet Provider Trusted Lists

Relying Party Registrar
(MS)

Publish URL for
Relying Party CA Trusted List

Common trust infrastructure
(Metadata + URL of the Trusted Lists)
EU Commission

|
N

H AR :European Commission , 2024/8/30, European Digital Identity Wallet Architecture and Reference Framework(v3),
https://github.com/eu-digital-identity-wallet/eudi-doc-architecture-and-reference-framework/blob/main/docs/arf.md
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Organization Person Role

L Qualified VLEI Issuers / : \

Legal Entity Identifier Person Identity Role

VLEIs

Organizations

Persons Representing I
(0] rganizations k Cryptographically binds the person in their role to their organization /
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o FO—/NLIZHTERINTNSEABRFILELIZEIDEHRTIN, FOLENZERIRFI O TS/ F—>
DR —THBEESN TS

o HHMBMDOVCEITILGLEIFNSE R E = (+1=Qualified VLEI Issuer(QV)MWFITL . AN REEZ RITEAIIS
T HVCIEZ DHBICRITIREIND

o TNThOFETEIGLEIFNEDH DR —CHERL, ZHLI- L TEHMICLEL—%RITD

HFT:GLEIF, Introducing the verifiable LEI (vLEI), https://www.gleif.org/en/vlei/introducing-the-verifiable-lei-vlei
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B 53: SCITT(Supply Chain Integrity, Transparency and Trust)
Hosted SCITT Services
‘| Software Supply Chain
SCITT q ‘. Wabbit Networks (Publisher) ACME Rockets (Consumer)
eNOtary g a “‘ Creation Verification Distribution i DLT:;E:L" Verification Consumption Archival
Claim — ' r I—IE:; Regiones
i 5%8’70\‘ \ 12
M L Ré)t [ 9 L 3 i i
Identity Artifact o 1] . istribution
=: NN
= T _________ DataStores |
Evidence @ .~ |\ 0
ocCl Package Blob /s
Artifacts || Managers || Storage |} ,/
VIrITT DX TAREEE /
1 E(EE. RAXvUiE) Otk
BFERMETHRT
o VINIITDEFIVTARILEFHD
[ ]
[ ]

L%, SABEEOVTRETESLSIZT H=HDtEk
RIEHULGEGSHISERNOEGANBYDELEX 1) T4 RIEEENERESIN TS EX B EIRIZHREE A EE
Reference APITIZDID/VCEE#L1-3

EXE-I-':@:’D—CL\é
Hiff: SCITT introduction, https://scitt.io/
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IETF, An Architecture for Trustworthy and Transparent Digital Supply Chains, https://datatracker.ietf.org/doc/draft-ietf-scitt-architecture/
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Gaia-XI[EDID/VCIZ&kYTrustx B eI L T —FRB TEHA R BiELTLVET
EH4: Gaia-X

Advanced Smart Services

(Cross-) Sector Innovations /

Market places / Applications EE% :~t [:*ﬁjﬂjﬁéhé Data

Data Spaces : Ecosystem(Data Space)®

ch fecosooniL e B INE . Ecosystem%E &
WTT—EARM|TED&LSIC

E:ia-)::::er:ti:: :rervices i _d.. 31-8 . DID/NCR—Z D

ederat istribu interoperability Trust & - >
Sovereignty services " Identity & TrustH—E X 4>
Compliance ;’:Jff?"] :U( 5R§% EF' %Ei-g—é

Legal: Regulation & Policies

Compliancetr—E R7zE%#
&3 Federation Service®
Gaia-XEATERLTLS,

Portability, Interoperability &
Interconnectivity

Technical: Archi e of
Commercial: Policies

Infrastructure Provider
Cloud, Edge, HPC, Interconnection, On Premise

HiFfr: Gaia-X Federation Service, About Gaia-X, https://www.gxfs.eu/connection-to-gaia-x/
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Trust over IP model

Trust
Applications
Credential

. Exchange, TBDex, Trust

% Data Agreement Tasks

O

v

g

< DIDComm V2

) ! Trust

S || DWN, KERI/CESR Soanning ﬁ
Trust

Support

Trust Trust Trust
Application Application Application

Credential Exchange
Protocols
(issue, offer, present...)

Payment Protocols
(KYC, AML, fiat,
CBDC, token...)

Secure Messaging
Protocols
(chat, message bus)

Streaming Data
Protocols
(media, etc.)

Other Trust Task
Protocols

The "hourglass neck" looking up

supports composable protocols for specific

repeatable trust tasks Trust Spanning Protocol
(connect)

The "hourglass neck" looking down

abstracts access to the trust support

functions required in an Endpoint System.

Trusted Computing Services
e.g., cryptographic operations,
key management, biometric
operations

Secure Storage Services
e.g., cryptographic keys,
secrets, credentials,
encrypted data

Network Transport Protocols
e.g., TCP/IP stack,
NFC, Bluetooth, 5G

HiFfT: Trust over IP foundation, 2023/1/5, The ToIP Trust Spanning Protocol, https://www.trustoverip.org/blog/2023/01/05/the-toip-trust-spanning-protocol/
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Verifiable
Data
Registries
eg.,

DID registries,
trust registries,
or oracles that
serve as one
example of a
TolP
Supporting
System
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DID Comm Decentralized Web Node
BEFEICANOLT  BFICEF2TICERE HF DY —/\—IZT—5%Pusht, LL[EQueryT
#570akajl ZEBHTTPR—ZOTORIIL
:r?m: E?)?a () HTTP )

' Q e-mail ) .,
Q QOR-code ) :__:'_/__:
Q SD card )
N
o MHFMNRAIASAUODEZIZEE o H—/N\—[TELDTIERBIIZAY
BIZAytE—U% % (E t—TFEND
e Relay®RoutinglZ&kY#E#1E1E e DIDICHOKT—4%EHETELDT
A b EEE IN—YFILT—E2ART D ESIZFIF

HiFr: Decentralized Identity Foundation, DIDComm Messaging v2.1 Editor’s Draft, https://identity.foundation/didcomm-messaging/spec/v2.1/
Decentralized Identity Foundation, Decentralized Web Node, https://identity.foundation/decentralized-web-node/spec/
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DIDCOmm*DWNTIEZara/L) L Tc7ar I EZEETEET

DID Comm messaging:

9. Protocols

Decentralized Web Node:

9.2 Protocols

Protocol

Role

State

Message

Protocol

Example of protocol definition

{
"interface": "Protocols",
"method": "Configure",
"definition": {
"protocol": "https://decentralized-social-example.org/protocol/",
"published": true,

who

"types™ {
"post”; { Data Schema
"schema":
"https://decentralized-social-example.org/schemas/post",
"dataFormat": ["application/json"],
}
"reply": {
"schema":
"https://decentralized-social-example.org/schemas/reply",
"dataFormat": ["application/json"],
}
}

Record

S woven by Tovota

Schema

"structure™ {
"post”; { Role-based Access Control
"$actions": [{
"who'": "anyone",
"can": "read",
3,
"reply": {
"$actions":[{
"who'": "anyone",
"can": "write",

il

20




DID/VC#FIFALTCGDPREDIFEE IZEEILATOFIILBIRESNTOET
EfI|5: Data Agreement

Controller O) O)
O) Data Agreement E m m\ m‘

‘ \ ‘ Auditor or Assessor Auditor or Assessor
Individual

Organisation A Data Source Data Using Service

O ) (Issuer) (Verifier)
‘ .\ Data Disclosure Agreement
Data Processing Agreement Auditor or Assessor
l Organisation A OrganiSftion B
Processor Data Agreement Data Agreement
Sub-processor ) J
Supplier Individual

e GDPRLXR®HONBIEE 1%, DIDICHOVW:-EFELHETRRZIZTOLMILEEE.
e HTTPEDIDComm#Z{#EL\Data Agreement Negotiation, Data Agreement Proofs, Data Agreement Termination,
Data Disclosure Agreement, Data Agreement Context Decorator®d5DMNEFRINTIND,

HiFf: iGrunt.io, Data Agreement (DA) Specification, https://da.igrant.io/
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DID/VC#%#F|FRL TPayment CordinationZ{T5TBDexA e SN TLVET

Efjl6: TBDex
Bid/Ask
Processor
In-Band Negotiation ( PF12 po—— Bid/Ask
p— Identity Hub Processor Y

* 3. Alice accepts PFl 2's

bid, value is exchanged

+ on the settlement layer

(S
DID Network D D D A
digital currency Existing Fiat
Banking System

Settlement Layer

General
component-level topology and communication flow

HiFfT: TBD, TBDex Whitepaper, https://github.com/TBD54566975/tbdex-whitepaper/blob/main/whitepaper.pdf
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DWNIZE DL EE Webar+ Tk
[Web51Z %9 5 TBD%LIE
DID/VCZFLyTPayment#
Cordinate9 4TBDex7ALIJLE F
=, EHRIE https://tbdex.dev/ T4
SN TLS,

TBDexZ7OrI/L Tl THLVEM
FTHWEITSRIZCREFEEEAR
IR (RFQ)ZEHIT,. REEEHE(X
FHWNVEDKYCEITL, YRIIZEIC
IGCCFEHHEEEFERBZIR
XHWEITIRBLVYOHFTHRERL
FHDOZINEEEFEZTZER,
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EBERTHE=HIZIEK, ZRIDEBEILENALARNVGESDKABDETY

:ﬁ Governance % Standard
Developer
. . App 1 App 2 App 3
Application PP PP PP

Contract

Tasks Sign to Consent Vote Order Reserve
Contract
VaIueTransferTransfer “““““““““““““““ -
Tasks H
Trust Tasks Bid Pay Ownership &
Izuenn{iatrﬁ;sfsl Credential Credential Revoke Query Trust
Issuance Presentation Credential Reqgistry
Trus.t BIDComm TSP HTTP Decentralized ‘
Spanning Web Node <=
Trust Trusted Secure Verifiable .
Su pport Compting Storage Data Registry
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BRRATEEILLEERNGL EFREHBLERZRFOLENHYET

(BEBKAA—D) <Foundation Application >

FAPI 2.0
OID4VC mTLS/MLS Message
Signing

1. OpenID/ Web%

HTTP message
signature

Fundamental Identity rust
2. TOIP?F: Tasks Value Transfer Tasks Contract Tasks Application

| Trust Support | | Trust Spanning |

Ethereum Account Blockchain
Smart Contract
Provider Abstraction -based ID | | Token/NFT | | Other ERCs
3. WebB% (EIP-1193) (ERC-4337) (did:ethr) apps
25

ISO/mDL HPKE

| Blockchain/ P2P Network
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Z5%)Toyota Blockchain LabTIlZAccount Abstraction® B ZEL TLVET

Mobility-Oriented Account(MOA) Concept

(DMOA-IVDIZ
o 1—H—DF FLRE (@MOA-IVDA?

m EFINFTZ 2T ) JOovYFr—r0ERESR
hl - .

=
A—H—DFAY b O0—0O JOvsFr—y

7 FLZ : 0x33... U W
i (GMOA-IVDA &

ECUICx L TEIEMREEIT 1L : 0x11...
FrE#E : 0x22...

#1 : 0x91...
#2 : 0x92...

GMOAN SNFTOREHE ZHER
@ONFTOBRAEE &

A—H—D7 FLAN—H #%5% : 0x33...
¥R . K7 DfR&/HESE...

Hiffr: Toyota Blockchain Lab, EEYTF1%/3\TYyo IOy Fr—UIcBIHI B
& ? ,https://www.toyota-blockchain-lab.org/ja/library/how-to-introduce-mobility-into-the-public-blockchain
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e Verifiable CredentialE{TIZhMSEMERD AR

o [FEAEDHEEBRITEDRATIIBEEZEDRITANEEFHNTITOTRY. HESE
MNEEFICHT HEAZEICEMTE A2 XS ICIRDEMERA R, (fl: JL
Dy N—FAZEEM)

o RETHLHELZEHBINTULWSEARITOEEOCEX ) T1ZMHITFEHEEI
DCEN— R THAZED L. BARICAIAZERITERZERIR T A EMNLLERMAE
ZIEAIREED B D

e Verifiable Credential E1TIZHS AN EEEF O EM

o FERAZEITRRYMNEENTULT, TN ZDFEREITRIL-hB ICHETEZ S5 A 1
5a . ALIAERITEIIETRERREZZTHIRINELDHAENELH D,

o FEAMITRIAEFEDIZE . EEHRESE LA F AEECRBEHRFH T 2K T
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Crossing futures
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