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® ACTUAL M EXPECTED

Database System Internals, Performance and self-tuning

Systems, Platforms, Middleware, Applications and Experiences

Spatial and high dimensional databases, algorithms and data...

Temporal and multimedia databases, algorithms and data structures
Sensor networks

Data Streams

Internet grids, web services, web 2.0, and mashups

Databases for Science and Bioinformatics

Web Search and Deep Web

Distributed, parallel, Peer to Peer databases

XML and relational query languages, mappings, and engines

XML data processing, filtering, routing, and algorithms

Data mining systems, data warehousing, OLAP and architectures

Data Mining Algorithms

Data Privacy and Security

Data Structures and data management algorithms
Query processing, query optimization
Ubiquitous Data Management and Mobile Databases

Data Integration, Interoperability, and Metadata
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=xecuting SQL over Encrypted Data in the

Jatabase-Service-Provider Model
gomus et al. UCIrvine & IBM, SIGIVIOD 2002

Server Site

. Client Site : '
: Query | | Temporary | Encrypted Results —
Executor Results |: ;

- Il
. | - B " [
Query over Encrypted Data

. |- ——
Translator : : Service Provider |

A original Query— Encrypted |-
; : Client |
: DJ Database  :

Web Browser
(USER)

Query
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SELECT c=mp.nams FROM cmp
WHERE =mp.salary =
(BELECT AVG(galary) FROM emp WHERE did=1) TMename

"

emp.sal>avgsal

el

MTename ,ff” “‘mhﬂ
. D
Emwavgsal i I' _________ A Yavg(sal)—avgsal
emp T~ temp® i
Yavg(sal)—avgsal - Odid=1

Odid=1

| P QE emp® |
emp : :

(a) Original query (b) Replacing en-
tree. crypted relations.

Hacigumus et al. (SIGMOD 2002)
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Client pruning
T
jﬁme could be

emwmws\a! expe nsive

H Qs JMTcand(didzl)g
s emp®

(¢) Doing selec-
tion at server.
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Q° ! Tengme
E Temp.sal>avgsal
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S =1 {17 /USRS I ﬁj """"""""""
3 " E'T g(sai}-wmvgsaé
client @ | o=t =
""EIJLI;Z;;';}};;;I{E

server ¢ g

(d) Multiple interactions
between Client and Server.

Hacigumus et al. (SIGMOD 2002)
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Ch 0 ggured Data Access:

Confidential Data on Untrusted Servers

and Philippe Pucheral
France

\ (Chip-Secured Data Access)
diator between a client and an encrypted DB
urity software embedded in a SmartCard

e communication betwenn them
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usu\ao’atjo:nxg Administrator )
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— Encryption§
- Secured Encrypted
Client communications I: DBMS :
L

- Decryption Database

Database Server

-

: _
Client Encrypt!on Secu_red_ I: DBMS Encrypted
Decryption communications Database

L

Database Server

Bouganim et al. (VLDB 2002)
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where City = ‘Hong Kong’

Id [name| City |Type
22 Jim Hong | good
19 Joc |Hdngng bad

Custld = 22

Kong

Select sum(amount)
from orders where

Sum

1200
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Select * from Customers ACCESS
— TRANSF®

Select * from Igskdqgs

Enc rypté::l
Database

RIGHTS where sdeef = "zarevgzd" R
DBMS
C-SDA
sd | azd | sdeef | zze /(
DECRYPT zszd | dedel | zarevgzd | Tlfe
— tger | Sde | zarevgzd | zrzer

ﬁ

ACCESS

TRANSF®

C-SDA

COMPUTE HDECRYPT

_
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Select ygefh from iuzgs

where Ipaszj ="euys"

| kdleo |

e

DBMS
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Encrypted
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s

Bouganim et al. (VLDB 2002)
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1 cy 'P_reserving Data Mining

A= T BEDTSA 134
BV TR+

SHERIETA—T >
EF [XCarol NCSHDEXFZETHAHZEZHMHOTLNDS
DEFZEN—ANZDT
5 Q1: SELECT Count (*) FROM Students WHERE Sex =F" AND
ogramme = ‘CS’

o Q2: SELECT Avg (Grade Ave) FROM Students WHERE Sex =‘F
AND Programme = ‘CS’

C Carol @ Grade Average h’tHhmM 5
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Inference - Example

Programme |Units |Grade Ave
MBA 8 63
| il 58
F 16 70
M MIS 22 75
M CS 8 66
F MIS 16 81
F MBA 23 68
M CS 7 50
Igor \Y MIS 21 70

2008/10/8
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VIL Access Control

The Author-X Project
by Elisa Bertino, Purdue University

Policy base

Credential base

L Ve i Query
o o i

IL document

USEls

Pruned "l\
docCUmMERt

120D XML REELGHF—THESIL : 77t AR ge7a & 7 1= 1T H
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re="8/8/1999"">
f'*’elatedLaws = “LK757/>
'gn</Topic> <Summary>. . .</Summary>

=“ltaly”/>
</Topic> <Summary>...</Summary>

c>Guns</Top|c> <Sur . . -</Summary>

GeoArea="NorthAmerica”>
ntry=*“USA”’/>
>Transportation</Topic> <Summary>...</Summary>

</BIuePageReport> An XML Document

</WorldLawBulletin>
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XVIL O A& 1E

by Elisa Bertino, Purdue University

g.1){(Date,"08/08/1999")}

y BluePageReport
)’ - gl L ” 79
~ RelatedLaws é 5 Italy”)} @

Summary Sectio
{(GeoArea,E.

Section

Summary  Topic

CENC

Import-Export

@ {(GeoArea,”NorthA.”)}

@ {(Country,”"USA")}

ummary

Guns Transportation
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Well-Formed Encryption
by Elisa Bertino, Purdue University

Node encrypted
with key K1

R)O—ICE&EHhETHF—ZEYAT
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Well-Formed Encryption
by Elisa Bertino, Purdue University

No encrypted

with key K2 CECRC

RS —DERYIZER I
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Well-Formed Encryption
by Elisa Bertino, Purdue University

P2
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Well-Formed Encryption
by Elisa Bertino, Purdue University

OP1P3
O . . ® rs

P1,P3 P

Y ‘Node encrypted
with key Kd
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Well-Formed Encryption
by Elisa Bertino, Purdue University

P3- K2, K3 VLDB2008: . .

Structural Signatures for Tree Data Structures

Ashish Kundu, Elisa Bertino (Purdue University, USA)
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TAtXal)Tq4a<k
ECURITY SET PASSWORD
ECURITY UNLOCK

SECURITY ERASE PREPARE
ECURITY ERASE UNIT

CURITY FREEZE LOCK

= SECURITY DISABLE PASSWORD

B AT TEEHT

s SEEATATZRYHL TABTESRAIZT
m AFE')EEHT (Cold Boot Atack)

= AFE! (DRAM) B[ZFEH-IF 5+ —Z IS
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- Attacks on ..Jl:l.t»‘ 2 '0" Keys
3 C t_,rj!‘/ SII‘H,JJ. JJII, -€ __.

Umv 2008.2

J. Alex Halderman et al.
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Id Boot *\r‘ng,{go' Encryption Keys
IASECUrIty y;m- oF Prmceton Univ. 2008.2

J. Alex Halderman et al.
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i Boot Attacks on Encryption Keys
>Ecurity Sympo. P mceton Univ. 2008.2

J. Alex Halderman et al.
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ypt-On-Disk ‘\7_"‘—’)@1_:53 A=A
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A SSL %
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VAT LORIIE
—< (e.g. BT 1RX% [Yokota, 1999])

T ME
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> BEES L MEE R L—S BT
BEE1—FOAEBTIEE LS TR L CEEL, %X
L — DA ERT)

Chained Declustering

- E/—P(ZBackupEEEﬁ

Primary n

Backup n-1
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M ayed Writing O T B 54 (1/3)

“HULVT, get-updated itx 2 B fE 28I E
Same Key: &BackuplEREILHE THRES1E

lefere Key: Backupld E£75 455 CHES 1L

Delayed Writing: Diffe ey[CIREFEZZEA

yteBF D AL IE |
. liEEUBackup'C%ﬁLEHﬁ%E

Different Key Delayed Writing

=B
°® o= g o= g

1 o] I L
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ifferent key  delayed writing  same key W different key ™ delayed writing

B A [ms]

=
[ |

B K

GET UPDATE

2008/8/8

2500

2000

1500

1000 -

500 -

O _

GET UPDATE



S8layed Writing O 14 BE ST (3/3)

XDelayed Writingh gzt B ULMEERIZ
BackupMD 7 AL RATT A AII/OMEEL
Gl T4 R ‘&L, Primary7 OEADI/0LELBHET
n, IENRREGENDIEELHD

=BV X

m different key W same key m different key

2500
B e B 2000
E B 1500 . -
2400 - — _
3 }g 1000 - ..— b /-
& 200 - — K 500 — — -
B i
0 - 0 -

GET UPDATE GET UPDATE |
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FB(Output FeedBack)E—F

itial Vector: IV) Z#EVRLEEEEL
J IEEEEZL, S ED e BT R

":'(:J:H = &
C, lES1EICAHL = L S
EL;&I: w5 & ety | o | oo | o
mEERIEF T &5 | | "
\m ARL— (2RSS LT D P —D
I7AILEAESFED T OV " |
== TC, OFBE—FTCEE=1td 5 cipher text
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EERIR I

PCOZAALIZ oy AMD Athlon XP-M1800+(1.53GHz)
7 I\ Memory  PC2100 DDR SDRAM 1GB

HDD TOSHIBA MK3019GAX
(30GB, 5400rpm, 2.5inch)

Network  TCP/IP + 1000BASE-T

0S Linux 2.4.20
Java VM Sun J2SE 1.5.0_03 Server VM

s S EOIECEES TS
IRIE H3E R 2 AES 128bit
{ILERER/ —FTEHE AN L RSA 1024bit

J:Oﬂ%fﬁ‘ 4 {RFE A | E2LE—R OFB
INTAVY L
?&@ﬁﬂ SkZ1ToI% Zipf BH450 0.7
o fi’é77*f)lx&-§7&%)/—l~f‘§ﬂ ZARL—S/—RE 3
o /—F EDBEERMZREL I7AILHY AR 1MB
T714ILE 5001&/node
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m lockbox - lockbox

e Ikt Veke 1 ki)

zIsz. ‘ KK, (F)
V&K, V&K,
K,(F) K(F) K,
Ky fsa node A node B
node A AR LnE
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7 A UHE = AL IR B[R] D EL R

£15 (get) DB DN
NI=TD7AMILERTITATUMNMIEE

rih/ —FhoRER, V74

5 \/_I\h\ﬁ
£1Z3%1E

Normal |

ient C client D

® 8,
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8 Ky
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D
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node B
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