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Welcome to Online Demo for ProVerif

Proverif in OCaml by Bruno Blanchet, Vincent Cheval and Marc Sylvestre
Web interface by Sreekanth Malladi and Bruno Blanchet

Input: Select protocol or enter your protocol below:

Needham-Schroeder public key a
Needham-Schroeder-Lowe

Woo-Lam shared key (variant by Gordon and Jeffrey)
Woo-Lam shared key carrected

Simpler Yahalom bidirectional

SSH Transport

Otway-Rees (strong secrecy)

naive voting protocol (guessing attack)

EKE (no guessing attack)

Augmented EKE (no guessing attack)

Signed augmented EKE (no guessing attack)
Comparison of MAC schemes

Prababilistic public-key encryption

ffgg 10 4
Example with [precise] A

Load Protocol |

‘ Verify ‘

1: ProVerif > 5 4 ¥ FEDHEH.

GO 7 + —212a—FEATIL, Verify RX V2T L MEEDAE D, MELMRAH SN E T, M
AR O NEBIZ Verification summary & WS HIDDIH 5 DT, 225 L &LEMEM (F V)
T BABELE RS DD £F (K 2) . true PREFH AL, false DWEREEZERLEFT.

ProVerif HTML output

The HTML output is kept for at least 30 minutes. It is kept much longer if there is enough free space. You can
obviously save the web pages if you want to keep them.

ProVerif text output:

Query not attacker_bitstrinz(secretfNall) is true.

Ouery not attacker_bitstrinz(secretdNbl]) is true.

Query mot attacker_bitstring(secretBNall) is false.

Ouery not attacker_bitstrinz(secretBNb[]) is false.

Query inj-event (endBparam(x,¥)) == inj-event (begirBparan(x,v]) is false.

Query ini-event(endBful I 1x1,x2,x3, x4, x5, =61 ==> inj-event(besinBfull(x],x2,x3,x4,x0,x61) i= false.
Query inj-event (enddparam(x,v)) == inj-event (beginbparam(x,v)) is true.

Query ini-event (endAful | (x],x2,x3, 24, x5,x60] ==> inj-event(hegindfull(x1,x2,%3,x4,%0,x6)) iz true.

There is no security mechanism to protect the confidentiality of your data, so you should not enter confidential data in
this form. If you want to verify a confidential protocol, please download and install your own copy of ProVerif.

2: ProVerif @ H 0.

ProVerif HTML output Tid, K DFFMALHNIZR 2N TEF 7. false DYEII Proverif
HTML output @ Trace graph »HFHEAINIKEDO ML —X (K 3) ZRZ2 e TE%T.



nerypt{nor bo_bitstring(|

X1
A trace has been found. de crypt( M 11 E%cn)) M l» T
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Honest Process Attacker

~M = ph(ska 3)

eys(A, pk(SkA_3))

~M 1 = pk(skB 3)

(BYinsert keys(B, pk(skB_3))

~M 2 = spkiskS 2)

EE——,e
0 0 0 0

[Beginning of process processInitiator] processResponder] [Beginning of process processS| [Beginning of process processS| [Beginning of process processK]

{19Yevent beginBparamiA.a_3)

(-M 3,~M 4) = (Aa 3)

{617 get keys(A,pk(skA_3))

-M5 3),4),5kS 2)

3 (a8a3)

(a_3,pk(a 10))

{617get Keys(a_3,pk(a 10))

~M_ 6 = sign((pk(a_10).,a_3),skS 2)
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EE7e bal ey, BEOEEEPTEEMEZMFILT2-D0@EEFE 0 FaLT, NHEESPETE
%, Ny alRYOEE T 2 T4 TEHVTERINLET.

xR e an, FEE e b al, EFHRETo FalkEBZzO—FITT. ZONY XA VTR
im%i@fn}:»tmﬁ7nh:»u7» HALET.

R0 aVGEEHET e L2 HE0E (kv v a Vi) 2HETS S0 ra LTy, @ER
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2.2.2 Dolev-Yao EFJL
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Alice Bob
| Generate Ny |
Np R
Accept Accept
ska = hash(Np) skg = hash(Np)

4: “HMRR T ran P

IZED, ZOy Y afihash(Ny) 2y > a e LTI 270 baLTd. 7 u b aliZiEFEL
WHIEH ko L EAEZEC 200 LAEEAD, E5FBMEZEVLEZEV. ZoFabaror s
T4 TRBBEHINT oy > a VROMEEZNELT 22— FIZRO X 51272 D 7.

Code 1: —FH#RBTa ban P

(* Setting of channels and types *)
free c:channel.

(* Hash function *)
fun hash(bitstring) :bitstring.

(* Symmetric key encryption *)
fun senc(bitstring, bitstring) :bitstring.
9 reduc forall message:bitstring, key:bitstring; sdec(senc(message, key), key) = message.

00 N O Ul i W N =

11 (* Queries *)

12 free message_for_verification_A:bitstring[private].
13 query attacker(message_for_verification_A).

14 free message_for_verification_B:bitstring[private].
15 query attacker(message_for_verification_B).

17 (* Behavior of Alice *)
18 let Alice() =

19 new Na:bitstring;

20 out(c, Na);

21 let sk_Alice = hash(Na) in

22 out(c, senc(message_for_verification_ A, sk_Alice)).
23

24 (* Behavior of Bob *)
25 let Bob() =

26 in(c, Na_recv:bitstring);

27 let sk_Bob = hash(Na_recv) in

28 out(c, senc(message_for_verification_B, sk_Bob)).
29

30 (* Start process *)
31 process
32 ((1Alice(D) | !'Bob())
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RD &S GRS L BwE T,
e Query not attacker(message_for _verification A[]) is false.

e Query not attacker(message_for _verification B[]) is false.

WA e d false MHITEINTWE2D, ADty > a  HOKEN, Bty a O EREN
W 2WENERINTOET. DWTIZ ProVerif HTML output 225K E ML — AR TAEL &
3. S5ERUDDOPHERTES B VET. M —R%2RTAZ L, REFIIBEERERELT N,
ZHA, vy avithash(Ny) ZETELTWET.

3 UNEizD2) ZOEHETIE, HBERES ORES X% senc(message, key) ¥ LTWET. ZOERERT, RALEIAFE
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A trace has been found.

Honest Process Attacker

Beginning of process Alice
{2}new Na 2

~M = Na 2

~M 1 = senk(message for verification Ahash(Na 2))

The attacker has the message sdec(~M _1,hash(~M))
= message for verification A

5: A—F1DADELyY Y a VEBOBEEIZOWTORERNL — .

3.2 NHBRESZE-L- TAHLD

LoBlEEEEEHZTEOIBELTVEEL x5, BERICELTEY > a VH#OER L & 5 1H#R
(N4) ZIRLTWEZZ EHRREBICORDE > TWT20, AFEESZ AW CEERICERZHRT L1
LW BWES., XoFabal PP E2EZTAET. T, pkg,skp & B OGS BEHRTT.

Alice Bob

Generate Ny

Compute
ca = aenc(Np,pkg)

CA

Compute
Np = adec(ca,skg)

Accept Accept
ska = hash(Np) skg = hash(Np)

6: —FMEHERE T v b an P,

NHEIESEROAV AN I 7R ETA NI 7 XRTERSINET.

1 (* Asymmetric key encryption *)

2 fun pk(bitstring) :bitstring.

3 fun aenc(bitstring, bitstring) :bitstring.

4 reduc forall message:bitstring, key:bitstring; adec(aenc(message, pk(key)), key) =
message.

N pk ZH WX v —Y m OIFE T aenc(m, pk), BEH# sk ZHWZIES X c DESHRIZ
adec(c, sk) TRINFT (ELWESHMHONLFIIRD, ELWESHRZEL A TEET).




EY 3.2. I— R 20 77 #o RS T, Fubtail P EREHET 33— FEERIBTL IV,
Code 2: —H 70 b anL P

1 (* Setting of channels *)

2 free c:channel.

3

4 (* Hash function *)

5 fun hash(bitstring) :bitstring.

6

7 (* Symmetric key encryption *)

8 fun senc(bitstring, bitstring) :bitstring.

9 reduc forall m:bitstring, k:bitstring; sdec(senc(m, k), k) = m.
10

11 (* Asymmetric key encryption *)

12 fun pk(bitstring) :bitstring.

13 fun aenc(bitstring, bitstring) :bitstring.

14 reduc forall m:bitstring, k:bitstring; adec(aenc(m, pk(k)), k) = m.
15

16 (* Queries *)

17 free message_for_verification_A:bitstring[private].

18 query attacker (message_for_verification_A) .

19 free message_for_verification_B:bitstring[private].

20 query attacker(message_for_verification_B).

21

22 (* Behavior of Alice *)

23 let Alice(pkA:bitstring, pkB:bitstring, skA:bitstring) =
24 new Na:bitstring;

25 let Cipher_A = 777(1) in

26 out(c, Cipher_A);

27 let sk_Alice = hash(Na) in

28 out(c, senc(message_for_verification_ A, sk_Alice)).
29

30 (* Behavior of Bob *)

31 let Bob(pkB:bitstring, pkA:bitstring, skB:bitstring) =
32 in(c, Cipher_A_recv:bitstring);

33 let Na = ?77(2) in

34 let sk_Bob = hash(Na) in

35 out (c, senc(message_for_verification_B, sk_Bob)).

36 new sskA:bitstring; let spkA = spk(sskA) in out(c, spkA);
37

38 (* Start process *)

39 process new skA:bitstring; let pkA = pk(skA) in out(c, pkA);
40 new skB:bitstring; let pkB = pk(skB) in out(c, pkB);
41 (('Alice(pkA, pkB, skA)) | !Bob(pkB, pkA, skB))

ERALEIROEY T
o ADNGAHE : pkA, A OMEH { skA (ADY 7R ZADOFTOAMZET) .
o B D/NFHPE : pkB, B O 1 skB (B DYV 7 7Bt AOHFTOAMHRZXT) .

\

BEMREIL FWS @ Web R—I12H % code2_complete.pv & ZEL 72X W, D, SE@REOHN
ZEELCHEZEDTVEET.



code2_complete.pv DHINEIRD X Sk D £5.
e Query not attacker(message for_verification_A[]) is true.
e Query not attacker(message for_verification B[]) is false.

Aty a  BOBEEIT true 128D E L. Blloty s a U HEOBEBEMICH LT AKEH
HERXNES5TT. REMN —22RTAZEL 9.

A trace has been found.

Honest Process Attacker
[{1}new skA 2
~M = pk(skA_2)
[{(4}new skB 2
~M_1 = pk(skB 2)

oo

Beginning of process Bob
{16}new Nb 1

aenc(a_1,~M 1) = aenc(a_1,pk(skB_2))

~M_2 = senc(message_for verification B ,hash(a 1))

® The attacker has the message sdec(~M_2,hash(a_1))
= message_for verification B

K7:a—F20DBDEyYa OBEEIIOWTORENL —X.

PL—Ri2&k2E, WEENBIZNLTARRZDTELTWVWA LS TY. AD»5 BIEEEEZHV
T (BENC) BN TETVWBDTED, Bho ARAIDHENID M3 0W=, 72D 3% LAAEE
2o TWET.



3.3 BFERZEE>THELS AFEAEHEZRELTHES
BOTELENC DI, BTBAEAVTAZLES. XOFntal P 25X TAHET.

Alice Bob

Generate Np
Compute
ca = aenc(Na,pkg)
sp = sign(ca,sskp)

Cas SA

Verify
cp = check(sp,spka)?

Compute
Np = adec(ca,skg)
Accept Accept
ska = hash(Np) skg = hash(Np)

8: “HMHBEIRT 0 k2L P,

spk & ssk (ZBVHDRGHHE (BELHE) ©WERE (B4l OR7 Ty, EFEAREXRDaY A7 7
RETANT 7R TERINET.

1 (x Signatures *)

2 fun spk(bitstring) :bitstring.

3 fun sign(bitstring, bitstring) :bitstring.

4 reduc forall message:bitstring, key:bitstring; check(sign(message, key), spk(key)) =
message.

BHHE ssk TV X v =Y n ANDFEHIL sign(m, ssk), BHRIERE spk AW EH s OWREERS
BIX check(s, spk) TREINFET (ELVWEBHDHEEIX v —IDR-TEET).

EHIT, WREFIZX 272D T LDRRENE D D2 EHME T 272018, ilitEHZHEEL TAE L &
I, WAEEMFIFARY P WOHIBREZHVWTERTEZ Y. 207 rarofTtld, Bh2ro ANDR
AFEMFE TB 2ty > a Vit hash(Ny) 2B L2201F, ZHh XD DRIOBMETAIEZBEF YA Ny
PRWEEZBZITES L TW0Wa ] EWHIMGHEARER 2 Z itk D, MAEEEB L 3. ProVerif
T,

1 event (e1l) ==> event(e2)

YELZET, ARV e DEETWVERESIE, ZALDDBENCARY b ey HEETNWS ] EWVWHH
REMGITEX T,
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Code 3: —HE#zH 70 b anL P’

(* Setting of channels *)
free c:channel.

(* Hash function *)
fun hash(bitstring) :bitstring.

(* Symmetric key encryption *)
fun senc(bitstring, bitstring) :bitstring.
reduc forall m:bitstring, k: bitstring; sdec(senc(m, k), k) = m.

(* Asymmetric key encryption *)

fun pk(bitstring) :bitstring.

fun aenc(bitstring, bitstring) :bitstring.

reduc forall m: bitstring, key:bitstring; adec(aenc(m, pk(key)), key) = m.

(* Signatures *)

fun spk(bitstring) :bitstring.

fun sign(bitstring, bitstring) :bitstring.

reduc forall m:bitstring, key:bitstring; check(sign(m, key), spk(key)) = m.

(* Queries and Events *)

free message_for_verification_A:bitstring[private].
query attacker (message_for_verification_A) .

free message_for_verification_B:bitstring[private].
query attacker(message_for_verification_B).

event Accept_B(bitstring).
event Send_A(bitstring).
query x:bitstring; event(Accept_B(x)) ==> event(Send_A(x)).

(* Behavior of Alice *)
let Alice(pkA:bitstring, pkB:bitstring, spkA:bitstring, spkB:bitstring, skA:
bitstring, sskA:bitstring) =
new Na: bitstring;
event Send_A(hash(Na));
let Cipher_A = aenc(Na, pkB) in
let Sig A = ??7(3) in
out(c, (Cipher_A, Sig_A));
let sk_Alice = hash(Na) in
out(c, senc(message_for_verification_A, sk_Alice)).

(* Behavior of Bob *)
let Bob(pkB:bitstring, pkA:bitstring, spkB:bitstring, spkA:bitstring, skB:
bitstring, sskB:bitstring) =
in(c, (Cipher_A_recv:bitstring, Sig_A_recv:bitstring));
if ?77(4) = 777(5) then
let Na = adec(Cipher_A_recv, skB) in
let sk_Bob = hash(Na) in
event Accept(sk_Bob) ;
out(c, senc(message_for_verification_B, sk_Bob)).

(* Start process *)
process new skA:bitstring; let pkA = pk(skA) in out(c, pkA);

new skB:bitstring; let pkB = pk(skB) in out(c, pkB);

new sskA:bitstring; let spkA = spk(sskA) in out(c, spkA);

new sskB:bitstring; let spkB = spk(sskB) in out(c, spkB);
(('Alice(pkA,pkB,spkA,spkB,skA,sskA)) | !Bob(pkB,pkA,spkB,spkA,skB,sskB))

L BREINZERGIIRDOED T

o A DBYLIRLHE : spkA, A DEBHLH  sskA (ADY 770 2ADHTDOAMZIET) .
o B DEBLIGIHE : spkB, B DEXHE  sskB (BDY 70t ZAOHFTOAEZET) .

10




25 5 HBEMEIX coded_complete.pv & ZE L 72X W 4. code3_complete.pv DHITIERD X 512
ZhEF.

e Query not attacker(message for_verification A[]) is true.
e Query not attacker(message for_verification B[]) is true.
e Query event(Accept B(x)) ==> event(Send A(x)) is true.
At BOty>a BOKEMBXU B»5 ANOFTRHEICOWT true 231 &N 5 2 L 23R T &
FL 7.
3.4 HTVOESE
Y LT, ProVerif D%z 2 REMEMFICOVTHAL Y. #X 2EHEXD 3 20HETY.

o FERIEEME (reachability) . HB3FREDARY "R ADHAEDLEICEI o THELS 20
SHEMEE L £ 9. MBISEHOBEZEES SO F a B REB T TEREAEE) S 2k ¥ OB 2 MEE
TZX¥7.

o XTIFHAM: (correspondence assertions) . H 2 A XY b e BELE /2L =2, g 224 XV b
e PRTRELTVWEIDEIDEMIEL T, BB EMIETE £ 7.

o A (observational equivalence) . 2 DD 70+t X% FELT L IAERNIE D & 7 THAIR] §E
MESHERELET. TIANY—DBEHR Y ERIAETE ET.

Eoflcix, HEEEOMEEEENERREED 7 ) 2 HAWT, RIEEHOBEEEICRAED 7 =y 2 H
WTITWE L7=.

4 REERY

BRE»D 2 G135 2.
B 4.1 Jutral P REFELARHVWTICE Y Y a VOMEE 2T (WEBLERRIH
W) XSIBIEL, MIELTAEL xS, 7L, v a iz hash(Ny) & LET.

BE 4.2. codeDH.pv D788 % T DH R T 0 b a v EMGEES 2 a— FEERL, ¥
DEIBBEPHEAZINE PR TAEL & 5.

Alice Bob
| Generate x | | Generate y |
gX
gY
Accept Accept
ska = (@) skg = (g*)”

9: DH 57 a k a,

L UNBZED3) P DI URADY Y I a b aligizd, ProVerif ®a— Fid 53 fTIFE T3, WML T barick
2D BWRBEDTL k5 5. HlziE TLS 1.3 ORGEE [KBB17] @ github 74 L7 P U ERTAZ L, a— RO Ok
K) 1E 722 7D &S5 TT. B, IETF ® TLS1.3 O [Resl8] & 160 R—TT7.
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