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https://fstar-lang.org/tutorial

Proof-oriented Programming in F*

F* is a dependently typed programming language and proof assistant. This book describes how
to use F* for proof-oriented programming, a paradigm in which one co-designs programs and
proofs to provide mathematical guarantees about various aspects of a program’s behavior,
including properties like functional correctness (precisely characterizing the input/output
behavior of a program), security properties (e.g., ensuring that a program never leaks certain
secrets), and bounds on resource usage.

A Rl AP i Lo P P e ) K T el e Sl e o e o o o e A P A

® FHIT A MTIFREEDAZEITOSIZ,
7°El 95 ©=EETI B5E(E0CamIvF#
IVINA SHRE

@ FVSAVTETREARNGSATSVUZ
LA AT BE

XERWRBSATSVUNIRC T 7 MILICEE
ALRENHDDTER

o A Capsule Summary of F*

* Programming and Proving with Total Functions

module Welcome
(*
This interface allows you to edit and typecheck F* programs.

For convenience, you can resize both the tutorial and F* output frames.
Click on the border between frames and drag your pointer to resize.

Any change you make on the editor is automatically saved in your )
browser. Your local state gets restored each time you load the tutorial,

until yoyr browser dat, }75 cleared. Use the = button to ask F* to
verify the contents of the editor.

This editor lets you work on multiple 'files’ at the same time. Click
on the green "+” button in the bar below the editor to create a new tab.
Files can be deleted with the red cross icon next to their name. Be
careful when deleting a tab! Its contents are permanently deleted.

This online interface is only provided to verify the tutorial’s simple
examples. To verify complex programs using F* please install it on your
lgca/ machine.

PO — OO0 ~IN U LR — OO 00 ~I O U LI N —|

BN R — s e s,

) (Welcome &)

Ready to verify some F* code.
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. % module Welcome
h ://f -| | A
ttps °// Sta r a ng ° 0 rg/tUtO rla 121 g;/s interface allows you to edit and typecheck F¥ programs.
6 For con frames.
. . . T Click o ze.
Proof-oriented Programming in F* 8
10 brgwser. utorial,
F* is a dependently typed programming language and proof assistant. This book describes how H unt/i)/( )7 fo
to use F* for proof-oriented programming, a paradigm in which one co-designs programs and 13 il
proofs to provide mathematical guarantees about various aspects of a program’s behavior, }‘51 Th /ihe‘f’ Cl /'C/lf 5
including properties like functional correctness (precisely characterizing the input/output 16 %/8585 ”2’2’ =
behavior of a program), security properties (e.g., ensuring that a program never leaks certain 17 careful d.
secrets), and bounds on resource usage. }g This on Ajj I IJ 7 simple
20 example. on your
Tt A et ot st A T o i i AT 21 local m
22| %)
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VINA SHRE
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) (welcome &)
“ . Ready to verify some F* code.
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o A Capsule Summary of F*
* Programming and Proving with Total Functions
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module Samplel
open Lib

type ..
let ..

val ..
\_ J

® O3 ALIEVWDHODEY 2-I)LhSERESND
® EYVa1-JLIE
O FEMMALSATSVDYREK)
O VORFv (BERICEZEIDODHTS) val f:t BE
OTEFEDIJAL let f = e Ptype t = ... 70E

MSBRS1LD
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@ J-ILEE @ BHDER
4 N 4 I
true
false let func (x:type) = ..
not (x A& *) let func = fun (x:type) -> ..
&& (x 7D %)
| (x F/T *) | (x x>y 72 btrue &7 B *)
let more_than (x:int) (y:int)
® SHHI 5 il
if condition then .. ~ -
else .. . - sem s
intBICWUTREER -, +, /, %, <, <=, ...
HNERINTWLD

12
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® matchXIC KB DERE

(x x=a/Zcbtrue #ZHLAZLS5
false &K TBI# *)
let function (x:type) =
match x with
| a -> true
| _ -> false

Q@ VIOrAIAXAVKNBCKBER

@ HEICSLDEDER

(* 3FEDEFEILLRSH )
type enumeration_type =
| One : enumeration_type
| Two : enumeration_type
| Three : enumeration_type

(* ASREDHEhat *)
let nat = x:int{x >= 0}

-

BOERICH UL THILT DBt S nicE

(* canRead ftrue 725 L 222 filename ZHDE & 5E 17 Vstring g 0k 7 1% *)
assume val read: f:filename{canRead f} -> string

13




ROBIEREAMETERL THEL LS (TypesAndFuncs.fst)
® (intBlEANT) BHDE

ﬁ RIRDEBFUHMEZ XY

@ oL EDIntBD2DODEZERIFTERD, TNSDFZRY L

® (ifXZABWT) intBlDEZZIFTEND, oREDIER StrueZz
ZFNLIN T falseZ IR IR
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ROBIEREAMETERL THEL LS (TypesAndFuncs.fst)
® (intBlEANT) BHDE

[ let even = x:int{x % 2 = 0} ]

@ oL EDIntBD2DODEZERIFTERD, TNSDFZRY L

® (ifXZABWT) intBlDEZZIFTEND, oREDIER StrueZz
ZFNLIN T falseZ IR IR
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ROBIEREAMETERL THEL LS (TypesAndFuncs.fst)
® (intEZERLT) BHDE

[ let even = x:int{x % 2 = 0} ]

@ oL EDIntBD2DODEZERIFTERD, TNSDFZRY L

[ let addfunc (x:int{x >= 0}) (y:int{y >= 0}) : int = x + vy ]

@ (ifXZ=AWT) intBlDEZX(TEND, oFRGEDER StrueZ
ZFNLIN T falseZ IR IR
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ROBIEREAMETERL THEL LS (TypesAndFuncs.fst)
® (intEZERLT) BHDE

[ let even = x:int{x % 2 = 0} ]

@ oL EDIntBD2DODEZERIFTERD, TNSDFZRY L

[ let addfunc (x:int{x >= 0}) (y:int{y >= 0}) : int = x + vy ]

@ (ifXZ=AWT) intBlDEZX(TEND, oFRGEDER StrueZ
ZFNLIN T falseZ IR IR

let is_neg (x:int) : bool
= 1if x < 0 then true
else false

17
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ZTNHAEULKERESNTVWD I EZRIET D& ZBIRETD

2741IJLA 271)LB
write : OK write : OK
read : OK read : NG

/4 /4
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1) POCRRIVY—ZERT D

. 774 )IL20DEfilenameZstringBi TERE
1| module ACLs /
2 type filename = string 74L& H " demo/tempfile" THNILtrue
3 . . | ZnustThnidfalsem B B canWrite
4 let canWrite (f:filename) = —— ozt
5 match f with e
6 | "demo/tempfile" -> true
7 | _ -> false canWriteZx7/zld D 71 JL&H "demo/README"
8 ThHNStrueFNLNTHNIE falseZz RIS
9 let canRead (f:filename) = ——  #lcanRead%®E%H
10 canWrite f [
11 || f="demo/README"
& J

demo/tempfile demo/README

write : OK write : NG
read : OK read : OK

J—RK1: 7OLBRAKRIUY—DJ R~ (ACLs.fst)

19
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2) 27 AINWPOCRTVIFT 4 TZERT D

GECEELLT O RR -
EYa1—-I)LZFA

module Filel0 % Read fA'trues SHBENS
obpen ACLs can _ea rue C &
azsume val read : ;1 (=5H LB UOEER) 77 1ILET

wN R

f:filename{canRead f} -> strin Z5|HICHRD, stringBIDE (G
| assume val write : ¢ B ULME) 28T M readE T

f:filename{canWrite f} -> string -> unit

canWrite fH'true&iffi=ns
(=EAHOER) T71ILT
EstringBlDE (BZAUBE) =
SIEUCED, unitBiDBEZERI R
writeZERK

I—R2: 774NNV POECRATYUZT 1T (FilelO.fst)

20
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3) ZEMZRIAT D

module ClientCode

open FilelO

let passwd = "demo/password"
let readme = "demo/README" /J

let tmp = "demo/tempfile" "demo/tempfile"H SiEHE LiciEZVLIC

"demo/README" A\ 5 5tdr it U7 fE% v2 (CHSHA
let staticChecking () = T

let vl = read tmp 1in

let v2 = read readme 1in " c1 =1 SR
write tmp "hello!" % demo/tempfile"(C"hello!"ZEEAH

IJ—RK3: 9547 33— RDA (ClientCode.fst)

<:> %7‘[?—97A7§‘ POLRARUY—%

=
QWO ~NOYTUDS~ WNLERE
p

PARAS PV th e S
21
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J—RIHABE3ZERE ST TAYSIAVTEICADL, BHEBER=ZER
LTHIXUELD

Verified module: ACLs

Verified module: FilelO

Verified module: ClientCode

All verification conditions discharged successfully

BEY 1)L ECBEREDTOHN, TOBRNMEHESNKT

CDTOUSALTEFEALLAEERT 71)L (demo/tempfile, demo/README)
NDFZAHAE UEEZIAATTEER T 71 )L (demo/tempfile) NDEZAHUNT
D> TCWRWE®, BIRENMIILET

Eﬂ‘ﬁﬂb\ﬂwﬁ'% CEZEHRIBDIET, TOTSLDAPIOECRARNI Y —Z&@/icU
TR ENDMDXT -
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BB2.2070T 5 ACHEAE URIRER I 7AILNDTP O 2R%E
BIL, ENBREEBLUTHILLD

1 ( module ClientCodeNG ) * Error 19 at ClientCodeNG.fst(10,18-10,24):
. - Subtyping check failed

2 open FilelIO - Expected type f: ACLs.filename{ACLs.canRead f} got type Prims.string

3 let passwd — "demo/password" = Zg:aiShld';solver could not prove the query. Use --query_stats for more

4 let readme = "demo/README" - See also FileIO.fst(4,15-4,24)

5 let tmp = "demo/tempfile" Verified module: ACLs

Verified module: FileIO

6 Verified module: ClientCodeNG

7 let staticChecki ng () = 1 error was reported (see above) N

8 let vl = read tmp 1in

9 let v2 = read readme 1in canRead fZBIEIRBWVWI 71 ILZ readEEICIE
10 let v3 = read passwd in EUTELTWBDTERIS—HABHhEND
11 8 write tmp "hello!" )

I—FR4:7882.30&E##% (ClientCodeNG.fst)

25
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\l-'-l

8552.20700 5 Al URAIRERR D 7 1 ILA\D TP D 2R %

BIL, EHBRERRLTAEL &S

.

1 ( module ClientCodeNG ) Ix Error 19 at ClientCodeNG.fst(10,18-10,24):
. - Subtyping check failed
2 open FileIO - Expected type f: ACLs.filename{ACLs.canRead f} got type Prims.string
3 let passwd _ "demo/password" - The SMT solver could not prove the query. Use --query_stats for more
- details.
4 let readme = "demo/README" - S:eazlzo FileIO.fst(4,15-4,24)
5 let tmp = "demo/tempfile" Verified module: ACLs
Verified module: FileIO
6 Verified module: ClientCodeNG
7 | _ . L A~ N N 1 error was renorted (see ahove) -
8 \ W — W N} SN N
o @ BEDTOISIVITE (V-—RI-—FREIBRBLBUVLIRD) a1
0 JOJ05LZETUTCTRNLUTHSHERBRVWE IS —([CRDIFRARL
1

D @ BYRFAEBWBZETCEARICIS—4ARETES |
26



1. (F0®IC
OINIXA VDR
OAVSAIVTEDFEWNA
OBIRFTFAhET
2. BiR . F*Z28h U THEKS
O BERECE
ORTDAH : 7oLV O—-ILOETIL
. IR XA VUFA\DIGFE
ONX—2ILYD—=&(T
OX—=2)LY)—-DEFTILEFD]
4. 5D (C

TAN

i
=1
=

27



N—2ILY =&

Ralph MerklelC&k > TEASNET —H1EE

J\y Y1 BEEERVTY U —[CMEN TS F — 9 DEEMENER
WY B EATE, PKPTOYIFI—VICHAINTING

Hash1234 I—K/—

K
/\ AL/ — B ICEF/—BD/I\y > 2{ED

A A A A

Hash34 Hash12 AL/ — K BRED/\ WY 2 ENEISNDS
/\ /\ 4 W —DE/ —RICET—5D
Hash4 || Hash3 || Hash2 || Hash1 =T/ —K J\W 1 {EHIBINEIND

—\\

Datad || Data3 || Data2 || Datal F—4

28
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Hash1234 I—~/—
~ — - : N
. B/ —RICEF/—RD/IN\Y Y 2{ED
Hash34 Hash12 A/ — KR BREEO/I\Y Y 1 BELIBIESND
/ =
\ / W —DE /) —RICET—5D
Hash4 || Hash3 || Hash2 || Hash1 =T/ —K J\w Y 2 @ELIEHEND
A Z 7y 7}
— ] —— —— \
Data4 Data3 Data2 Datal ?‘ - 9
N~ O~ 2@

JAvyH Y Fz—>: Data= FSHFH T3y
FEBAEFEBAY : Data = SIBAZEDOHRITERE
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N—=OIWYVU—LEAOKEZETVVIL, ZOTEUZIRILIT 5

FIE
1) Y=YV —ZEERT D
2) VU —DET—INDTP O CRABHEERT D
3) A EDY ) —DET —INDFP IV L RBHEEERT D
4) S EIREE T DR EERT D
) ZEM%ZaAT B
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1) =2V —%ZERT D
p RENDXFFDE  string nZ2EHE

1| module MerkleTree _— |

2 let lstring (n:nat) = N . - N
s:string{String.length s == n} % X Pz B DB concatZER

3
4 let concat #n #m (sO@:1lstring n) (sl:lstring m) : 1lstring (m + n)

= String.concat_length s0 s1;

sO@ A sl ® /\VIIBEEOENT A hash_size
5 ® /\vYI1EKDOEHDE! hash_t
6 assume val hash_size:nat ® /\vaE#H hash
7 let hash_t = 1lstring hash_size ® VU —(CHEINT 2T —YDE! mtdata
8 assume val hash (m:string) : hash_t T TEH
9

let mtdata = string |

J—R5: v—2)LY D) —DEE (MerkleTree.fst) 1/2

31
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1) =2V —%&EHETD
ZO T—=HD/I\Y Y aEMIEMEINTNDISZ0
11 type mtree: nat -> hash_t -> Type =/‘ DRY—=INY)—EUTR/ —FLEER
12| | L S \
13 data:mtdata -> EEDY)—H5RNE/ —RNZEER
14 mtree 0 (hash data)
el 1N RIS TWBBRESDY U —D
16 #n:nat -> L=/ —kRO&EED/I\Y 2B
18 #hr:hash_t -> hash(hl|[hr)
19 left:mtree n hl ->
20 right:mtree n hr -> left /\r‘ight
51 mtree (n + 1) (hash (concat hl hr))
\_ ) hl=hash(dl) hr=hash(dr)
J—RK5: ¥v—2)LYYU—DEE (MerkleTree.fst) 2/2 * 4

0
S |y S

mtree n h (F)L—k/—RI[CENSNTWVWSD/\v Y 2{BEHhD dl dr
BENOIY—2I)LY U —DE T T 32
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2) YU—DBT—

INDTP IO RABREEET D

Hash1234

LN o

Hash34

Hash12

1 /N e 1,/ o

Hash4 Hash3

Hash2 Hash1

— N
e~
~

10

A

L

BT —FREI—r/—RHST—HD/\vafE
ZIBINT DT/ — RETD/INR (T—)UEDF)
ZIEEIDIETPOLRTEE

ZDINR%EF—2ID & IEZR

(EFRICIE 160 TIF% < true false)
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2) VU—DBET—INDTP OV CRABEBEEERT D

coO~NO Ul WN K

(module MTAccess

open MerkleTree
module Lib = FStar.List.Tot

T=IEDQJR~TT—5IDOE

< data_idZEsH

let data_id = 1list bool

let rec get #h
(did:data_1id)
(tree:mtree (Lib.length did) h)

match did with

| [1 -> L?.data tree
| b::did’ ->
if b then get did’ (N?.left tree)

: Tot mtdata (decreases did)
else get did’ (N?.right tree)ii;

I—KR6: 7= 70 RERHRDEE (MTAccess.fst)

T—FIDENY—=DILY ) —ZEZ(FERD
IDICXHIGT 27 —9ZRT B#¥igetz
EF

T—3IDZE1EY T DFiMAM,

@ 135 ERIOTTYY—(C

® 05 EFBERIDTTYY—(C
BEL, ¥/ —RICEELELSZZIC
BISNTWST—9 &R

34




R | XFI EDdmatchX

XN ZE1XFI OFirAH, TOBRICIHUIEBNMEZERTED
( T—=ILEDYU R ~didICX LT,
® didhZEEo7E5
O L.data treeZziRd9
@ XFJdidh'b::did’ D (1 DBEDERNT —ILED,
ZNLENT —ILED ) X +did?) 2L TWES
O HBHU b=true &5(3&
get did’ (N?.left tree)ZiRY
O Z3TRIFNIE get did’ (N?.right tree)ZiRY
9 = match did with (BIRNEER)
10 | [ -> L?.data tree .
11 | b::idid’ —> d'ld=[true,false,tr:e]\ DEE
12 if b then get did’ (N?.left tree) did=b::did’ & UTEgRMAT L
130 else get did’ (N?.right tree) b=true,

. N did’=[false,true]
J—R6: 7= 70 LRABEHDEE (MTAccess.fst)

35
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2) VU—DBET—INDTP OV CRABEBEEERT D

(module MTAccess Hash1234

open MerkleTree
module Lib = FStar.lList.Tot J/\ 0

let data_id = 1list bool Hash34 Hash12

let rec get #h
(did:data_1id) 1/\ (0] 1/\ (0]

(tree:mtree (Lib.length did) h)
: Tot mtdata (decreases did) HaiM Hai’h?’ Hash2 || Hashi

match did with

coO~NO Ul WN K

2 T [] -> L?.data tree — ———
w0 | b:idid? -> E@@ Datal
11 o - —
12 if b then get did’ (N?.left tree)

13 else get did’ (N?.right tree) ) 10

I—KR6: 7= 70 RERHRDEE (MTAccess.fst)

36



getBAMZAWNT, JIL—c/—KHBhTHBDV—DILY U —treed

T—HID didhEET BT —FERIBLTHIXUL &S

coO~NO Ul WN K

o
N B OV

=
w
-

(module MTAccess

open MerkleTree
module Lib = FStar.List.Tot
let data_id = 1list bool
let rec get #h
(did:data_1id)
(tree:mtree (Lib.length did) h)
: Tot mtdata (decreases did)
= match did with
| [1 -> L?.data tree
|

b::did’ ->
if b then get did’ (N?.left tree)
else get did’ (N?.right tree)

I—KR6: 7= 70 RERHRDEE (MTAccess.fst)

37
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getBAMZAWNT, JIL—c/—KHBhTHBDV—DILY U —treed

T—HID didhEET BT —FERIBLTHIXUL &S

coO~NO Ul WN K

o
N B OV

=
w
-

(module MTAccess

open MerkleTree
module Lib = FStar.List.Tot
let data_id = 1list bool
let rec get #h
(did:data_1id)
(tree:mtree (Lib.length did) h)
: Tot mtdata (decreases did)
= match did with
| [1 -> L?.data tree
|

b::did’ ->
if b then get did’ (N?.left tree)
else get did’ (N?.right tree)

I—KR6: 7= 70 RERHRDEE (MTAccess.fst)

% get h did tree

38
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3) SN EDY Y —DET —INDP IV L RABAMEERT B

T—YEEDET "GEDT —INYYU—RAIICEFEET D1 ELV\DEHL
HHENIT D7V REHZER

Hash1234

/\ 4 SEHLIIL— DS T —H X TD/NRICIBOTE

Hash34 Hash12 wE/—RKD/I\vYa{EDOY R~

/\ /\ Data3®Miz& ([ [Hashl2, Hash4]

Hash4 Hash3 Hash2 Hash1

A

—— ———
N~

39



N—OIYVU—-DETILEZDIRE

3) FHIMIEDY U —DEF—INDT I L REREEHT 3
F—5%EF—FIDENY Y AHBEOUR T/ Oy T —IV 5 UrE

data_w1 th_evidenceZTE&H

]_(module MTAccessEvidence W
open MerkleT
g osen Mixccisgee p:data_with_evidencell¥f L,
4|  module Lib = FStar.List.Tot TNTNORRE
5 ® p.data
6| type data_with_evidence : nat -> Type = ® p.did
DATA: ® p.hashes
7 | : e
8 data:mtdata -> 8 SHEE
9 did:data_id ->
10 hashes:list hash_t {Lib.length did == Lib.length hashes} ->
11 data_with_evidence (Lib.length d-id)

J—R7: Mt ET -9 7 O RBMDESE (MTAccessEvidence.fst) 1/2 40
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D—R7D???EN=IBHT, S ET—5 7 O REK
get_with_evidenceDEIZEHZLTHERLLS

12

13 let rec get_with_evidence (#h:_) 2?22 222

14 :Tot ??? (decreases did)

15 = match did with

16 | [1 ->

17 DATA (L?.data tree) [] []

18 | b::did’ ->

19 let N #_ #hl #hr left right = tree 1in

20 if b then

21 let p = get_with_evidence did’ left 1in
22 DATA p.data did (hr :: p.hashes)

23 else

24 let p = get_with_evidence did’ right 1in
25 DATA p.data did (hl :: p.hashes) )

D—R7: EEMIET -9 7 O L RBEMDESE (MTAccessEvidence.fst) 2/2 41
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D—R7D???EN=IBHT, S ET—5 7 O REK
get_with_evidenceDEIZEHZLTHERLLS

12
13 let rec get_with_evidence (#h:_) (did:data_-id)
(tree:mtree (Lib.length did) h)
14 :Tot (data_with_evidence (Lib.length did)) (decreases did)
15 = match did with — -
16 1] > Yﬁﬂﬁtbfvu—ww—hﬂvyz,
>—%ID, VI —%ED
17 DATA (L?.data tree 7 9 - . "
18 | b::d'id’(—> ) L1 EE%'FJ%T_@%@?E%%{
19 let N #_ #hl #hr left right = tree 1in
20 if b then
21 let p = get_with_evidence did’ left 1in
22 DATA p.data did (hr :: p.hashes)
23 else
24 let p = get_with_evidence did’ right 1in

25 DATA p.data did (hl :: p.hashes) ) 42
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D—R7D°8 N =ZIBH T, T ET—H S
get_with_evidenceDEIZEHZR L THIRUL 1/'\ ©
12 Hash34 Hash12
13| let rec get_with_evidence (#h:_) (did:data_- 1/\ 0 1/'\ 0
(tree:mtree (Lib.
14 :Tot (data_with_evidence (Lib.length di MT4 Hﬁm mTz Hﬁm
15 = match did with - I N
16 | [] -> Datad G@\Dﬁr
17 DATA (L?.data tree) [] [] w e
18 | b::did’ -> 10
19 let N #_ #hl #hr left right = tree 1in
20 if b then
21 let p = get_with_evidence did’ left 1in
22 DATA p.data did (hr :: p.hashes)
23 else
24 let p = get_with_evidence did’ right 1in

25 DATA p.data did (hl :: p.hashes) ) 43
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let

let

: data_with_evidence (n-1)
DATA p.data (Lib.tail p.did) (Lib.tail p.hashes)

tail #n (p:data_with_evidence n{n>0})

rec compute_root_hash (#n:nat) (p:data_with_evidence n)
: hash_t

let DATA d did hashes = p 1in

match did with

[] -> hash p.data

bit::did' ->
let h' = compute_root_hash (tail p) 1in
if bit then hash (concat h' (Lib.hd hashes)
else hash (concat (Lib.hd hashes) h')

RENDIEANET —IH 5
TNTNDBERDRZEN %
P UleRSn-10HMT =

§ T—5 &R B

FUBHICT—HDI\VvafE
w#HEL, FNLREET—5
IDO#ZA@MNS/IN\YYa1%E
BEtE

F—AIDICEDE, FAIEE
(FHERID R\ W 1 &k
LTZD/I\YYa1E%EtE
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compute_root_hashZz AL\ TEELAYIE UL ULIH E S e R 3 B#verify

(e B =
ZEEULXUL&ED
14
15 let verify #h #n (p:data_with_evidence n) (tree:mtree n h)
16 : bool
17 = 222

J—R8: SHZ1REE T DD EZE (VerifyEvidence.fst) D—EB

G ET =Y EY =LY —ZFZ(FTERD, SHUHASEHESNE/\v Y afEE
=2V —=DIL— Iy Y ah—ITNIFtruez, F5TRIFTNITfalseZ

U NE S
BO—H(F=TKRIRT=D
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O— R8D??PENZIBH T, FIFETEER UK
compute_root_hashZz AL\ TEELAYIE UL ULIH E S e R 3 B#verify
ZERELRLED

14

15 let verify #h #n (p:data_with_evidence n) (tree:mtree n h)
16 : bool

17 = compute_root_hash p = h

J—8: S ZIREE T 2D ER (VerifyEvidence.fst) DO—&f

§7655AWYFBE§?%i?
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4) SEYLZIREE T DRAMEERT D
F*CIXEEDFETHEEZRI ZEDHTED
18
19 let rec correctness (#h:hash_t) (did:data_1id)
20 (tree:mtree (Lib.length did) h)
21 : Lemma (ensures (verify (get_with_evidence did tree) tree))
22 (decreases did)
23 = [EEED @d D get_with_evidencefIHANRTSHLIEIWLDTH
24 | [] —> Q) EULW (verify# Ttrue&dHiicnsg) <&
25 | b::did' -> %%EEE
26 let N left right = tree 1in
27 if b then
28 correctness did' left
29 else
30| correctness did' right

J— 8: S ZIRFE T DM DER (VerifyEvidence.fst) D—&B 47
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5) ZEM4=AAT D
I\ > 2{BHE UEICTRD2DDEBDIXFINDNR? DB ZER

type hash_collision =
| Collision :
sl:string ->
s2:string {hash sl = hash s2 /¥ not (sl = s2)} ->
hash_collision

a b wWN

J—R9: 24 D5EA (ProofSecurity.fst) O—&8
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5) ZEMZHT D
ZEMERIRT DR EER

6

7 let rec security (#n:nat) (#h:hash_t) (tree:mtree n h)

8 (p:data_with_evidence n {verify p tree/¥not (get p.did tree = p.data)})

9 : hash_collision

10 = match p.did with . _ _

11 | [1 -> Collision p.data (L?.data tree) veri fyﬁﬁé&?‘truet%ﬂzﬁﬁéh%KEﬁéﬁm
i; | b:{:::dlll : #hl #h2 left right = tree 1in b\BhaSh_CO-L-L'iS'iOﬂ@@{lﬁ%ﬂ?%@%[%
14 let h' = compute_root_hash (tail p) 1in 1?“5:(‘:.%/1_\3_: ttfé’li%ﬁﬁﬁﬂ

15 let hd :: _ = p.hashes 1in

16 if b then — |

17 if h' = hl then security left (tail p) x::::::g mgz{: m;'i::;ee

18 else (String.concat_injective hl h' h2 hd; Verified module; MTAceeseEvidence

19 Collision (concat hl h2) (concat h' hd)) |verified module: VerifyEvidence

20 else Verified module: ProofSecurity

21 if h' = h2 then security right (tail p) All verification conditions discharged successfully
22 else (String.concat_injective hl hd h2 h';

23 \_ Collision (concat hl h2) (concat hd h')) J
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Implementing and Proving the TLS 1.3 Record Layer (S&P
2017)
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HACL*: A Verified Modern Cryptographic Library (CCS 2017)
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Formally Verified Cryptographic Web Applications in
WebAssembly
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EverCrypt: A Fast, Verified, Cross-Platform Cryptographic
Provider (S&P 2020)
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HACLxN: Verified Generic SIMD Crypto (for all your favorite
platforms) (CCS 2020)
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A Security Model and Fully Verified Implementation for the IETF
QUIC Record Layer (S&P 2021)

Low*Z AL\ TQUICZESELE
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DICE*: A Formally Verified Implementation of DICE Measured Boot
(USENIX Security 2021)

EverCryptZ B\ TMeasured boot~0 ~ JJLDICEZ R
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DY*: A Modular Symbolic Verification Framework for Executable
Cryptographic Protocol Code (Euro S&P 2021)
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An In-Depth Symbolic Security Analysis of the ACME Standard
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Noise*: A Library of Verified High-Performance Secure Channel
Protocol Implementations (S&P 2022)
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TreeSync: Authenticated Group Management for Messaging Layer
Security (USENIX Security 2023)
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Comparse: Provably Secure Formats for Cryptographic Protocols
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HACL*: A Verified Modern Cryptographic Library (CCS 2017)
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