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module Welcome

# / Proof-oriented Programming in F*

Proof-oriented Programming in F*

F* is a dependently typed programming language and proof assistant. This book describes how
to use F* for proof-oriented programming, a paradigm in which one co-designs programs and
proofs to provide mathematical guarantees about various aspects of a program’s behavior,
including properties like functional correctness (precisely characterizing the input/output
behavior of a program), security properties (e.g., ensuring that a program never leaks certain
secrets), and bounds on resource usage.

Although a functional programming language at its core, F* promotes programming in a variety
of paradigms, including programming with pure, total functions, low-level programming in
imperative languages like C and assembly, concurrent programming with shared memory and
message-passing, and distributed programming. Built on top of F*'s expressive, dependently
typed core logic, no matter which paradigm you choose, proof-oriented programming in F*
enables constructing programs with proofs that they behave as intended.

A note on authorship: Many people have contributed to the development of F* over the past
decade. Many parts of this book too are based on research papers, libraries, code samples, and
language features co-authored with several other people. However, the presentation here,
including especially any errors or oversights, are due to the authors. That said, contributions are
most welcome and we hope this book will soon include chapters authored by others.  (Welcome %)

Ready to verify some F* code.

Contents:

« Structure of this book
o Introduction

o A Capsule Summary of F* u
« Programming and Proving with Total Functions

1: F**r > o4 v FEOHEME.

Thttps://www.iwsec.org/fus/2024/
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HRIDOT7 +—22a—F2ANL, HROEFTREZY b~—2) 2T 0l aAMGENFETIR,
AROMHEBICHIDFEREINET. TV IAVTETHEDIA TV EFHAAATHS Ze BT
F7.

BB, FXIT 74V P TRANEINa— FIZH L THRIEDAZITVWET. ETIEENERA. F*
Da— RFEFETTZ20121F, OCaml R FADa >y 4 VW Tary A VT E3RERDD 3. F*
DA—=FDETIZOVTIZZH 62 TSI /2 W [Hri24].

1.3 BRFLEIX

B 2T L8, TR L0D8H0%, 7077 AW ETAEOBEICH> THETZ2IickD,
Tar o LD ORI IENERI SRV 2 RAET SIEATEO M TT [Piel3]. M X7 Al
X 2MGEER BT WY, Tur T apimETRe R THLROREFEDTur 7 20HCH
PEOTT —MNEAELRY, EEwIOT2 Bl TcExd. (HrED] vEEXZ LD, RETE2
S—3BS 2T ADOFEEICHRIELET. ANV AT THRE L TWS F¥R B 25 AW T 1y
FLDIELIREEWEMIEL TOET

2 HEHE . F*EHHLTHLS

2.1 EBBGE

WU DI FXORFEOEICOWTHAL £3. SGEDFFHIICOWTIE [SMR23] R 2 ZELZX W, Z
DAY XL Y TREHEOEE E, BELRWEIDNZLRoTLEVETHE S ZI THRLLZI .

F*O 70275 ZIWLODPDEY 2 — LV THREN, Y 2—VEHARADIATI7Y (EVa—
) DYARL, P73 F %, EBDVRAMDPOLBEREINET

1 module Samplel
2 open Lib

3 type ...

4 let ...

5 val ...

aXY MRBNE//FTE (x ... %) TT.

AT v IEXERICAEEDETEIDT, val 25 ED ET (val f:t72E) . ERIZITWLD
POFEND D, let TIHE Z2HIRMNARER (let [rec]l f = e) X type T E 2 IFMAI R DIE K
(BlziXtype t = | D1:t1 | ... | Dn:tn) 2’H D F 7.

F*TIRY 774 Y XY MR OWERDARETT. V774 XY MIIBIOBEZIH LTS
LIREEDN G ENTBIT, Bix, B, dEEe LT x:t{e} DR TERSINET. HIZIX, HR
BT nat lZRD XS ICRHTEF T

1 let nat = x:int{x >= 0}

7 — VIEER int RUTHT 2 BHEHFIIRD L S5 ICERSNTVET.

true

false

not // &I
&& // D
[ 7/ F7&

00 N O U kW N

=)

10
11
12

int BN T 2 BB, +, /, %, <, <=, ... bEBINTVET.
Setb o GES2) RO XD L FF. condition IIFSHRBIAD 7.

1 if condition then ...
2 else ...

E I T T
=




B OERIIRD KSR L ET.

1 let func (x:type) = ...
2 let func = fun (x:type) -> ...

LR 2T EB LB EULEKREZHEL Y. HlZ1Xint D 2 o0E M x, y Z5IHBUCHD, x > y =25
1% true iR T more_than XKD X S IR TE £ 7.

1 let more_than (x:int) (y:int): bool = x > y

NRR—U2yFIZEZERDARETT. HIZIE, x = aZedif true &, ZRLA L5 false BIRT
B match_a 38X — >~ v F (match X) ZHAWVWTRD XS IR TEET.

1 let match_a (x:type) =
2 match x with

3 | a => true

4 | b -> false

BE 2.1, RO BEEER L TAZEL & 5. (TypesAndFuncs.fst)
o (int Az HWT) M
o 0L LD int BD 2 DDEEZITED, Zh o DM ZIR Y B

o GfXZMHWVWT) int HOEEZITED, 0 KMEOMER S true 2, ZHLINZ 51X false
%3R5 B

2.2 B{YOHF : 7oA FO-ILOETI

R, BmODEE LTI RTLDT7 272 RAAY b A= LDEFLEEZTAET. TDHEIZ [Tea2d] D
1.1 H#iZ B/ L £ L 7.

ZOFITIE, 77ANDHRAEZDT 7RIV PR —LEFAEEZET. BT 7 ANIHNT BT
JEARY S —DERINTVD L EWZ, ZADELLFEEIN TV I 2MEET 5 2 e 2 HiFEE L
9. AUIRDED TT.

1. 77RARV =2 EET 5.

2. 77 ANT 7 RRZETETVIT 4 TRERT S.

3. KW EMEET 5.
FF7 782 b — BTN TET7 7R RARY) O —RERL, RCFDT77EARY > —I1Tk
DET7ANDHAEZZTOI IR 72V ET. ZLT, 0770877 ARY —ITHED
WTIELSEEXNTVWE I EMIEL £7.
221 TIVERARVO—ZEERTD
RDOTAT 7 L %2EZTHEL & D.

a—K1: 77€ARY>—DY R+ (ACLs.fst)

1 module ACLs
2 type filename = string
3
4 let canWrite (f:filename) =
match f with
| "demo/tempfile" -> true
| _ -> false

let canRead (f:filename) =
canWrite f

5
6
7
8
9
0
1 | | f="demo/README"

1
1




EY 22—V ACLs (Access-Control Lists) TIE7 72 ARY O —%ERLTVWET. KB, TITIE
77RARY O —RBA—VBIIT 7 e AR ROMREEZ 5 X572 DTIRRL, 774 vBINEER
TWVWAEHDEIRELTVET. canWrite IX7 7 £ L £ IZEXIAADAREDR Y S 223 2 BEcT, <
R—=r=<vFZHNTE = "demo/tempfile" THIUL true (FXIAAFEE) %, £ 5 TRIFIUL false
(BZAARAEE) 2K L ET. canRead &7 7 A )L £ DA LAlGED ¥ 5 2 & R 5 2 BET, [H
BRI 2 =<y FRHAWT £ 23F ZAAARE £ 7213 "demo/README" T & 5 7% & @i AH L ATREIC 2 D
£7.

Fr®irL, TITERLTVWET7Z7ELARY =T

o 7 7 A N%% demo/tempfile THIUXE XIAATHE
o 7 7 A VH7S demo/tempfile F 721 demo/README T & UK AA A AT RE
W2 h x5,

2.2.2 TF7AINTIECRTIVIF«TRERTS

RIZT 7 ANDRAEERITOI TV I T 7RERLET. FFTR, JOSHEECHEEINT/ETE
FVa—nNDA VR —T 2 A ABEETIHEETR—F L TWET. HlZE, OS THREXNTWE 7 >
ANDAHIEEECH L, NET®R OCaml DL 5B NED 7L -2V —2%BELTF* 7027 AT
BT EIEDTEES. 207V —2V—2%2HVWAZ21I2&>T, 774 VDHMAEZIIRD &
SBREY 2a— LTRHETEE T,

I—F 2 775 ANTZERFY IF 47 (FilelO.fst)

1 module FileIO

2  open ACLs

3 assume val read : f:filename{canRead f} -> string

4 assume val write : f:filename{canWrite f} -> string -> unit

I T, BIFYER L ACLs TY 2 — LB HWT Fileld ¥\ 2 DD read, write ZffZ
2B 2= EERLTOET. read BAEUIFIH Y LT canRead f 73 true ¥ FHlidL s (bbbt
AHUATREZR) 77 A VB ZHD, string MOfE GiA L7E) ZIELU 3. write BABUIG L L
T canWrite f 2% true LFHMlidN 2 (TROBEZAANRER) 77 A NVAL string MOEE (FX
ATE) ZHD, unit MOMEERLET. 22T, unit BIIME—DER () 28-O8C, CZHED void
BDX5bDTY.

2.2.3 TEHEIRIETS

RIZ, a7 I LMW 2221HTER LT ZELRARI I —IZ->TWAR I EHMIELTAEL £ 5. KD
IR L EEZTAET.

a—K 3 7547 ha— RO (ClientCode.fst)

module ClientCode
open FilelIO
let passwd "demo/password"
let readme = "demo/README"
let tmp = "demo/tempfile"

1
2
3
4
5
6
7 let staticChecking () =

8 let vl = read tmp in

9 let v2 = read readme in
0 write tmp "hello!"

1

DT r I ATIE, ETERLEFilelI0 BV a— L E2ZHOWTEBD 7 7 A LDFHEAE X 21T 5 B
staticChecking ZEFK L EF. 81THIZ 7 7 4 /U demo/tempfile S DFHAH L%, 9THIZ 7 7 4
)L demo/README 7° 5 DA LZEK L, #ist LRz Zz02h vl & v2 KL ET. 101TH
Tl¥7 7 4 /L demo/tempfile IZ hello! ¥ W5 X FH 2 EEAA LT,

SR TIMEEDERIZ SMT Y AANZHWES. a—F 20 317HY 4 fTHO—BEIC OV TS assume (& SMT VLR
EL LTEAAMETHE I EEKRLTOVET.
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RD &S AR A S e BwET,

Verified module: ACLs

Verified module: FilelO

Verified module: ClientCode

A1l verification conditions discharged successfully

BEY 22— T IZEMENIMTOI, FOMEPHIZIATVWET. Z0v T 7 ATEHRAHL

AJREZR 7 7 A AADFEAH L e EBZIAARTGER 7 7 A AANDEXAA LD ToTWARWD, 2TOE
Va— VIR LU TEIRENRII LS. ZoflTis,

=W N =

RIMEDSENT 2 BIRE) & 70776087 72 AR =%kl 3

LD ET.

BE 2.3, HE 2207075 MIHEAH UAATRER 7 7 A AAND T 72 A %ZEBML, HIKRE
RBLTAEL & 5.

BEREIXFWS O Web R—II2H 51Y 2.3 BEMRE (ClientCodeNG.fst) 2 ZELZX W, M
TTRSEREOH I ZEL TEHELZED TVWEE T, ClientCodeNG.fst OHINERD X 5127 ) £

* Error 19 at ClientCode.fst(10,18-10,24):
— Subtyping check failed
- Expected type f: FileName.filename{ACLs.canRead f} got type Prims.string
— The SMT solver could not prove the query. Use ——query_stats for more details.
- See also FileID.fst(3,32-3,41)

DU W N

7 Verified module: FileName

8 Verified module: ACLs

9 Verified module: FilelO

10 Verified module: UlientCode

11 1 error was reported (see above)

ClientCode BV 2 —ZBWVWT IS —2HOnoTWET. ZHE, HiAH LTI XA THEREWT »
A )L demo/password ZiiAH L TWEDITEETVWELE LI —TF. ZOL5ZLT, 77kRar}t
B—LETADREL S EEINTWE D, TROLFIINEEDOAZIREE LTWALEZRET 5
ZEMWTEET.

HBEOTOrZ IV 7T, (V—Ra—-F2EEESARVERY) Furs a2 TLTT7AMLT
METRNE T 7 EAMEDRNT 7 ANV T 7EALTVWE I IR 28I TEZERA. Bl RT
LEHAVWB LT, FARNICTS —IZKO 2B TEXT.
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DT, BEEEADINHAL LT, ~—21Y 1) — (Merkle Tree) Ofl#EZ TAET. ~—2Z LV —
¥ Ralph Merkle IZ X > TEBAXN=T —XEET, Ny ¥ aBBEHWTY ) -1 Tnd 57—
X DEIEEZRINCEEHT 2 Z e BN TEET

TITRIYINGBR—I VYY) —2fED, ZORENZRLET. ZOEZ [SMR23] D 14 #Ex A
WAERRL E L.

3.1 Y—7IV)—kiZ

=AYV —ZXEE n DEETHART, DT —XEHE FRHICHIET B3y P afik /) — RiZ
HLEST. ~— 2V V=TI, ¥ —FIZF—XD )y ¥ 2{lEBEHEN, FNE — RiZZFo+
J— RIZEMHEN TV E ANy Y afiD Ny ¥ 2 lE2FEEFLET (K22R) .

Hash1234 Ib—bJ)—R

S

Hash34 Hash12 AEE)—R
Hash4 || Hash3 || Hash2 || Hash1 B2 /)—RK
Data4d Data3 Data2 Datal 7_'—9

2: ¥—=27 YY) — DX,

XN Z Ny > a7 ) X LEENEEE 2 T5E, L— /) — RCBEM T sy
afEil ko TV —ZEENEZ T —REEHIFRFEEINET (bbb, L— b/ —FPELWES, T
RTDTFT—XEHIEIREZAZINTORWI AT EES) . 2518, =271V U —DHIZRED
T=RPFETRIE, V=L ZDT—XeELEETORIAANDRE , — FITEEhTn3
Ny Y af DY A FDANRERTIENTEXT.

3.2 Y=LV —DETILEZDIEEE
MFTR, ~—2Av ) —rEloEEZET ) 7L, ZOREMEMIEL TV EES. FIHIRD
Wh T

L v=INY ) —%EHKT 5.

2. V) —DET—=RA\DO7 7 APEBEERT 5.

3. sH 2V ) —DET —EZ D7 7 AR ERT 5.

4. FEIUE GRS 2 BB EFRT 5.

5. BEVZIFAT 5.

FFT—INAVY—EERL, TORIT—XID L WO AT EHOTY Y —DET—RIZT 7L AT
ZEABMEERLET. SO TFOBBMEIIEL, YV —0OFZZDT —ZBEFAET S WHAHLD —FE
Wit 2 7 7 e ABMEER L ET. ZLCHDELWZ & 2MEET 22 ER L, mRICZ Z
FTOEENY =TIV ) —DREN Oy ¥ 2 BIBDEZRRNEER O X NERIHLIZERTER V) &
W73 Z e 2L £7.

INny a7 naY XLDOREWD—DT, Ny ¥ aflid—KT 3 kI RAERZANHEDORT 2RO 2 Z L IFEHERENCEL
W, 2WSHHEDZETT.




3.21 Y=V —%EETS

T, ~— AV —%ERLTVEEL xS, 3, VIV -HENT 27—y ¥ izt F
FIBRITETY Y7 LET. T TEFIHREICEE S 2 7 4 77 Y FStar.String 225 W < D DR
BHAAATVET.

a— K5 =271V —0DEFK (MerkleTree.fst) 1/2

let lstring (n:nat) = s:string{String.length s == n}

1
2
3 let concat #n #m (s0:lstring n) (sl:lstring m)
4 : lstring (m + n)
= FStar.String.concat_length sO si;

s0 ~ si

assume val hash_size:nat

10 let hash_t = lstring hash_size

11

12 assume val hash (m:string) : hash_t
13

14 let mtdata = string

1string 3R TREHT SN CFF| 0BT, CFHDOEX I T 2888 String. length Z W TE
ENn OLFHNOIEZEFRLTVET. concat IZRX n ¥ m OXFHN 2 HEF X, BEX n+m OXF
F|DAITF5, hash_size 3Ny ¥ 2BBOBNIXFIDOEIELRT NI X —XTHD, hash BEIIX
FHIm BZTE > TNy ¥ 2fHDT hash t DXFHNERT Ny & 2B TT. B ntdata &Y V) —I1TH
W3 27 —2DRITT.

ZNTE~—271V ) —DH mtree ZEFELEL £ 9.

a—FK 5 =271V ) —0DEFK (MerkleTree.fst) 2/2

1 type mtree: nat —> hash_t -> Type =
2 | L:

3 data:mtdata ->

4 mtree O (hash data)

5

6 | N:

7 #n:nat ->

8 #hl:hash_t ->

9 #hr:hash_t —->

10 left:mtree n hl ->

11 right:mtree n hr ->

12 mtree (n + 1) (hash (concat hl hr))

HMmtree i 22004 5T v 7 2%F5, Mlntree n hidl— b/ — KAy ¥ aff h IZBEEMNIT SN T
WEEE n DY =AY Y —DRIEEKL £7.

21TH» L 4fTHTIEY VYV —DE /- F (L) ZERLTVET. B/ —NIFX0DOYV—T, /—
FIZIZ T — X Off data BHEMENTWET. 61THLS 12THIZNE, — F GBSO —F) ZER
LTED, /—FN left right XN 1left:mtree, HMNC right:mtree EWVHFHI n DYV —%
o/ —F2EHLTVWET. /— RN left right KX ATWE Ny & 2fHIZEEDH TV Y —
DNy ¥ 2 fBEDHEFED Ny > 2B hash (concat hl hr) IZK-oTWVWET.

3.2.2 YW—DET—ENODTILABEREEERT S

V) —DET—RICT 7L RATEHEELRELZI LS. YV —DKT—XADT7 7ERIE, L— b

LEZDT—RENT 2HE ) — FETONRR (B = FhroEIED 2046ICED 202 RT 7 —VE

DYVAL) BIEETAHIETIIOIENTEET. ZORET—XID EFERZ2ICLET.
=NV ) —NOET—RIZT 7 AT 5 get IZRD X IWCERTZEFO.

a—FK 6 T—&7 7t ABEBDESE (MTAccess.fst)

SAMFNT W BRI implicit argument ¥ FEEN2 b DT, HEIMICHRTEERIG SR CHBTREREMEEKRL £3.
6Tot ¥ W9 T~ ULIZBEEDS total function TH 2 X WHERZENEG L TWVWE Y. decreases did EHIFRFEUH LOFTY 2
b did PERICHDTZ2 R ERL, 7027 aMMEIET 3 2 e BT 27D HTICR D £



let data_id = list bool

1
2
3 let rec get #h
4 (did:data_id)
5 (tree:mtree (Lib.length did) h)
6 : Tot mtdata (decreases did)
7 = match did with
8 | [1 -> L?7.data tree

|

9 b::did’ ->

10 if b then

11 get did’ (N7.left tree)
12 else

13 get did’ (N7.right tree)

data_id 37— X ID OHIT, 7—AfHOV A b2 LTERINTVWET. Lib.~DETEILNZH
Bixo4 770" D05 AAATWAHET, Lib.length 3V A FDOEX 2 2T, B get T
1%, 7—=XID ZEPOLHARAA, NR=U= v FrHAVTL—F /= Rr5IHICEICKED 22 (10-11
fTH) Gk 25 (12-1317H) ZHEL, VY —XID 2REFTTitAI2 e #E ) — FOF— X DfE
ZRLET BITH) . XFH| LD match LTI, XFHN%E 1 LFIO0AAA, ZDFRERIZIEU 728
2 ERTEZT. ZofITE, 7—IUMEDY Z b did I LT,

o did ’ZETHIUX
— L7.data tree ZiRT
e did 2’ b::did’ D (1 DHOEZRN T —UHE b, ZHLIES 7=V ED Y X+ did’) ThiuR

— 3L b = true 51X get did’> (N?.right tree) B
— ZITRIINUL get did’ (N?.right tree) ZiRT

YWV XS ICHBIICEREINTVWET

BE 3.1, get B HVWT, V= b/ —FDPhTHZ~Y—ILY VU —tree DT —X ID did 3
BETE2T—EE2RHALTAEL x .

ZEZltget h did tree TT. L—bF/—=FDONy Y afl, v—27LVV—, 7—XID DIET get
BRI BEEST e TTF— X ID B LULRT T —REEET AN TEET.
3.2.3 IHEGZEFOV)—DRT—EADT IV AP ZEET S
=NV Y =T, FEDT —XBYV Y —NICIFET R TcE2 £5. 2 2Tkl T — &

ID¥L—bDPBZDT7ATLETDORRZRST2HE ) —FONy Y arblliXnsdor LET
(X 3zHR) .

Hash1234

S — DT —FETDICRICB 7
‘ Hash34 ‘ ‘ Hash12 ‘

RES—RONY2EOU R

Data2dizE& (&

‘ Hash4 H Hash3 H Hash2 H Hash1 ‘
-

X 3: v — 271 U —DHFHIL.

TZZTE, VA MREICET 354 75 Y Fstar.List % Lib 2 WS HARTTHARATVET.



I ER LB get 1T, FEILS RIRHICIR AL 3 2 BEAEZ (1 N R 72 B9%X get with_evidence ZJE

FBLELED. 207012, £34 VT v 7 A& DA data_with_evidence ®EHRLFT. ZHE7T—
REZDT—RID 2NV Y afHDVANTR =SV 7 T5H5DTT.

1
2
3
4
5
6

=R 7 i & T -4 7 7 AR DEFR (MTAccessEvidence.fst) 1/2

type data_with_evidence : nat -> Type =
| DATA:
data:mtdata —->
did:data_id ->
hashes:list hash_t { Lib.length ri == Lib.length hashes } ->
data_with_evidence (Lib.length ri)

AERLT %= 57— & p:data_with_evidence IZFf L, ZHZNDERIX

e 7 —X !p.data
e 7—X&1ID:p.did

e Ny afHDY A b ! p.hashes

it 2 2 CHEERBET Y

BE 3.2. Roa— R0 17? fnzid T, FHUT =7 — X %2R TRI%L get_with_evidence D
REERLTAZL LS. 5ld~—27 1YV —DL—+/—FKh, 7—XIDdid, ¥v—2Z/LY
) — tree T, fHUTE 7T —2%2RLET.

AN EMEIIBIE get L[AIBRT, /—FZ L oillo TV & XIZKY T2 Ay > afliz ) R
MSEMLTWE, BRICZDOY A FEIET X5 RBBICRs TVET

a— K 7 G E 7 — 47 7 2 RBIOEFE (MTAccessEvidence.fst) 2/2

1 let rec get_with_evidence (#h:_) 777 777

2 : Tot 7?77 (decreases did)

3 = match did with

4 [ O ->

5 DATA (L?.data tree) [] []

6

7 | b::did’> ->

8 let N #_ #hl #hr left right = tree in

9 let p = get_with_evidence did’ left in

10 if b then

11 let p = get_with_evidence did’ left in
12 DATA p.data did (hr :: p.hashes)

13 else

14 let p = get_with_evidence did’ right in
15 DATA p.data did (hl :: p.hashes)

3.2.4 HVERELY 2R EERT S

AL ZZELD, FERESNEEHL» O — Ny Y2 B HEREL, ZONy Y adfEEI N~ =70
VY —=Dl— Ny a—HT 0L 0eRT 2B verity ZHEL 7.

ZDDIZ, FFTHMP SN — by ¥ 2 %R T 5B compute_root_hash & X ¥ 3. B

compute_root_hash TiJ,

1
2

o BRHIDPILTIZT —XEEZ Ny al,

o 2HZFHLBFED DG TIZF— X ID DREI SNy P aZHIEL, YOHRAER - Z2ICEINT,
EHEEERORHE A Ny a2 EEL, 2Oy Y alEFHBELET

a— N 8 Gl EMGEES 2 B DEE (VerifyEvidence.fst) D—#f

let tail #n (p:data_with_evidence n { n > 0 })
: data_with_evidence (n - 1)

10



= DATA p.data (Lib.tail p.did) (Lib.tail p.hashes)

3
4
5 let rec compute_root_hash (#n:nat)
6 (p:data_with_evidence n)
7
8

: hash_t
= let DATA d did hashes = p in
9 match did with
10 | [0 -> hash p.data
11 | b::did’> ->
12 let h’ = compute_root_hash (tail p) in
13 if b then
14 hash (concat h’ (Lib.hd hashes))
15 else
16 hash (concat (Lib.hd hashes) h’)

2T, B tail 3R n QAN & 7 — X026 Z NN DEEOHRER D Z it L7 R & n-1 Dk
iy &7 — 2 2R IBTT.

EE 3.3. XDa— KD 7?7 i EED T, B compute root_hash ZFWT, Al Ny >
EE3ZITED, L SEFEINTAL— Ny T2 ZDONy ¥ 2{BX—H T true &, Z
5 TRIFNUL false ZIR TR verify ZER L TAEL 5. 4B, [HO—HI=THRHT 3
e TEET.

a— N & GElZMRGEET 2 B DEFR (VerifyEvidence.fst) D—H#f

1 let verify #h #n (p:data_with_evidence n) (tree:mtree n h)
2 ¢ bool
3 = 777

\. J

F*ClE, TEHOETHEEZ RS I D TEET. RDOEM correctness %X 5 Z 2T, getwith_
evidence DIEL X, D% D get with evidence WV DOHIELWVWILE T VA (verify BT true &iF
fixis) ZIRT Z L 2R TEET.

a— N 8 Gl EMGEES 2 B OEE (VerifyEvidence.fst) D—H#f

1 let rec correctness (#h:hash_t)

2 (did:data_id)

3 (tree:mtree (Lib.length did) h)
4 : Lemma (ensures (verify (get_with_evidence did tree) tree))
5 (decreases did)

6 = match did with

7 [ 0 ->0

8 | b::did’ ->

9 let N left right = tree in

10 if b then

11 correctness did’ left

12 else

13 correctness did’ right

3.2.5 Z24%%IATS

REBICY— AV ) —DREWEEZTAET. ZITEZXLZY—7LY Y —OEEMEZ, BEREIICIZ
TNy & 2 BB SR #E 72 5 I IR IERFIHLE AR TER V] Y WS T2 TY. ZDRHIC ~—271Y
) —DHICEE LEWT — X OFHLDSIREFE IC X > TZITANSNBZEE, Ny > 2 B OmEZE % R
TEX32Zv] ZRLET. BRI, Ny Y2 BXRRICHEICKRS X572 2 DDERRZXFHDRTD
BEERL, PERIHISHRIECTZIIANLN L HHIZZOROMEEZRT L5 REBEERTEL L
BERT I TEENERLET

U ®IZ, M hash collision ZEFELEL &9, THEAAY Y 2lARUCMHEICKED XS5 2oDE
72 B SLFFN DR 7 DRITT

a— R 9: W DHEH (ProofSecurity.fst) D—f
1 type hash_collision =

11



| Collision :
sl:string —>
s2:string {hash s1 = hash s2 /\ not (sl = s2)} —>
hash_collision

Z L TReME2RHT 2RO security #EZ FT.

a— K 9: MWD (ProofSecurity.fst) D—fk

1 let rec security (#n:nat) (#h:hash_t)

2 (tree:mtree n h)

3 (p:data_with_evidence n {
4 verify p tree /\

ULk W N

5 not (get p.did tree = p.data)

6 b

7 : hash_collision

8 = match p.did with

9 | [0 -> Collision p.data (L7.data tree)

10 | b::did’ ->

11 let N #_ #hl #h2 left right = tree in

12 let h’ = compute_root_hash (tail p) in

13 let hd :: _ = p.hashes in

14 if b then

15 if h’ = hl then

16 security left (tail p)

17 else (

18 String.concat_injective hl h’ h2 hd;
19 Collision (concat hl h2) (concat h’ hd)
20 )

21 else

22 if h’ = h2 then

23 security right (tail p)

24 else (

25 String.concat_injective hl hd h2 h’;
26 Collision (concat hl h2) (concat hd h’)
27 )

COBBE IV AN LTS —DEERVE 22 =2 1Y ) —OHIZIEE LR W T — Z DL
PREEFIC L o TRITFANLNZGE Ny ¥ 2 BIOEREHBRTE 2] ZeZ2RtEdk®d, TZET
ERLTELY—I AV ) =T 3 ERILR2MEEHIT b EF

FRZERDBERIERTAZLED. R—Yv2Zr—2 (9FfTH) TiX, BRZ7— X1 oHEHE
Ny a2 DEREFETEET. ThANDGE (1027 1TH) &, $RENZFHLDOKED SBED
J— RHEEMI SNy a2 EAOV ) —HEIELET. dLHREIN Ay Y 2h ) —
ROy T2 =T 258 (15-16 77THE 22-231TH) , EE72EEDY 7YV —DIRNIEDIRE %
AWTHEZEAEETE Y. 2hA0BE (1720 17TH E 24-2747H) 1, 94 75V OMETH 3
String.concat_injective ZRH L Ty ¥ 2 B2 METE T, ZoMEIE, RIPAFELWV 2/
XFHNO#EAEL, ZDAYR=2 Y PDPFELVHBEICOAFLVE WS METT. b’ <> hl (FiEn
<> h2, FEBIE #) THRZ BT >oTWVWAD, HENEFELLRWI L RT3, Ny
CalMUEIREDE LW IR T WS D, HELZHETZ LN TEET

4 HBbHDOHIC

FINYZF TSN Z2 DN S TXVE LTz, ANV AT, FrctFx 2V 7 4 oA
D7 A —DALTFNZEZ 0T T I 07 FOMEDREBIZOWTITHALE L.

RRIDHEE £, BEURWVIEOIDZL BoTLEVWE LED, Mt F 2V 7 4 NDILHAAEDE
FASKEELCTHHATOVWELELWTTY. EHEZE > TWR 03B 0~ a 7 LRFED T u 7
AR R TV BnE .
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A F*Otxal) 7T+ TOILH
RIBIARE LT, F*ARXR— [RI24] THA SN TOWENEEREIC, F*OtFx 2 ) 74 5B TOILH
MEEANLET. BERCOERRE IS 5% TEW X0 [IR24].
Al BSERES1ISVU
FX*ORESEEM 74 77V ZHIFEL X T.
e HACL* [IRC19b] : C SEBRAIFORE TV I 74 75475,
e ValeCrypt [Cor24] : MEEE A7 Y TV EET 0T 7 IV 7 7L =07 —2 Vale DIFS TV I 74
75475,
e EverCrypt [IRC19a] : HACL* & ValeCrypt Zfia L7z 7 L —LaV—7.

513 Morzilla Firefox [Beul7], Linux %7 —%/V [ICD19], Python [msp22] R drmy =2 b Tl
HBRTWVWBEZESTY.

A.2 LRSS
WL OB DEL BRI EENLET.

e Implementing and Proving the TLS 1.3 Record Layer (S&P 2017) [DLFK*17] : Low* (C &
FEICa Y OSA OVATRER FX*O% 7k v b) EHWT TLS 1.3 2524

e HACL*: A Verified Modern Cryptographic Library (CCS 2017) [ZBPB17] : Low™ CHEERE &
DEEFZ 4 77 ) 2 FHE,

e Formally Verified Cryptographic Web Applications in WebAssembly (S&P 2019) [PBMB19] :
HACL*% T Signal 7’1 + /L% 523,

e EverCrypt: A Fast, Verified, Cross-Platform Cryptographic Provider (S&P 2020) [PPF*20] :
HACL*& ValeCrypt ® C i 7t ¥ 7V a— FrflAGOELESL T a4 X 2.

e HACL X N: Verified Generic SIMD Crypto (for all your favorite platforms) (CCS 2020) [PBP*20]
EROT —F T 7 F 2 M ICRE(L X NIBREEE ARG S 74 77 ) 2 MRS 5700 F¥e AV
FHEeRR.

e A Security Model and Fully Verified Implementation for the IETF QUIC Record Layer (S&P
2021) [DLFP*21] : Low*% M\ T QUIC %523

e DICE*: A Formally Verified Implementation of DICE Measured Boot (USENIX Security 2021)
[TRGT21] : EverCrypt % F\»T Measured boot 7' & + )L DICE % %%,

e DY*: A Modular Symbolic Verification Framework for Executable Cryptographic Protocol Code
(Euro S&P 2021) [BBD*21a] : 570 b alFEDQRIR—2D > YR v 7 BEWRGE7 L —
LT — 2 % FHCHZE.

e An In-Depth Symbolic Security Analysis of the ACME Standard (CCS 2021) [BBDT21b]
DY*ZH\WT ACME GEIHEDHAT - EH T 1+ a1 o & et 2.

e Noise*: A Library of Verified High-Performance Secure Channel Protocol Implementations (S&P
2022) [HPBB22] :F*2HWietd a7 F ¥ 11781 F aLOMGEEA C SFEFEER 7 L — 4
7 — 2 ZRR.

e TreeSync: Authenticated Group Management for Messaging Layer Security (USENIX Security
2023) [WPBB23] : DY*% T MLS %522,

e Comparse: Provably Secure Formats for Cryptographic Protocols (CCS 2023) [WPB23] : DY*
ZHVWCHES 70 raro 7 — 2 BRIRHULLEREE7 L — o7 — 7 215,
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