Copyright(c)2009 NTT corp. All Rights Reserved.

©) NTT

NTIT Information Sharing Flatform Laboratories

NTT {8 RE7 77— LFREM

B EERSIOELEICE DL
BEieNV 7z 7R AT L

2009%F10H 28H

=W 2, R L HE FE—7
*1I NTTIERREB 77V N 74— LR
2 BHREHKZE

© 2009 NTT Information Sharing Platform Laboratories




©) NTT Tree of Life

Animals

. David M. Hills, et al.
Science, 2003, 300:1692-1697

© 2009 NTT Information Sharing Platform Laboratories




©) NTT RROTEN

ARDBE =R, Tk
 BEICIN I 7 BRI AT LD &
7|:|7“5A:|—|~“L:§9“<7)b'7::70>ﬁ}¥§
«LCS&, EVIMIMVELE, ISR E
« FFRFER

—CCC DATAset 2009
- BA2ON=_—FRIPTRELEEREDZIVITT
-RMRFETNESh 2N ITT

F&®H

© 2009 NTT Information Sharing Platform Laboratories



©) NTT oSSR, Big

S, PIITOEBAHHBELTLD
~ADFTOTVBOD, AHENLOD, HRAICKL.
~TIFVNRITDBELHPIPIC? ?

c WRIBDIEL, RWA-BERTICEABRLEATLEOITLE.

+PWITIT DEEEMAL(HET )L !
~F¥W, MELLZI 17 OERIGRTVEY & EE.

_TENI,
(£ TOZNI I EHHBRIFHS JERUKBICL R,

R IIT7 DR IR MH BN

© 2009 NTT Information Sharing Platform Laboratories



®© NTT 27 DS

PTG IIKLEIBIC @),
-FHICEO<HT
BEATED, YATLI-VOFUHLUREED,
[RISEHROEHEASABREI NG, RNV IT7Z28H

TFT.
[5ERR JEEL LV B RIS T 4L, (BRI K%Y,
Iv RSN

[ —7095L0-KICBO<KA h

[ RFR JBTES D EELINEA THIEARIEE
(38R 72Ny o7 T IVHARE. HNDICE-TII,
9 =)L) RIATEBIEBEL . P

© 2009 NTT Information Sharing Platform Laboratories



27 HENS Ak

2IVIIT AVoFNVa—KEE28 ST IVER
XEYGF T
B E RO R HMMICE <
\ 7J—=NI»I~74'I\ BEMAETETINFiE /
4 LI 175 |
A B C
Al - | - | . > Tree of
s-ez lBloel - | - BEfE Y Malware
C| 05 0.7 - 7519Us/7‘

© 2009 NTT Information Sharing Platform Laboratories



O NTT #%k#HE: 7055 La—RIcBEBIKZINITTOREE

e 7A77L3-RFOMICBEHTANMcE>TER

1. NS L, NIN—L4
EinTANBENmS(ERICIEANI-R)ICERBL, 4
(MIEHIRL =D E2 227 DFRANIIMVEL TR . &
Ly,

2. A=y )1)—
=0 V)—-DfRUEZREHTS. KESESOFHLUEZFE L
TDDISAKELDT, FELEDWIin32 APIRUHLE 2D
I5iRZ{E-T, ST RELZRST.

© 2009 NTT Information Sharing Platform Laboratories



© NTT HERTAE: ENFEHLD ?

o PR\
- LAl Ay het el - 3 (AR
« BWEIC 5 5A VT HE
NI FZLHEITIN D~ —A.
= V)-HETNE—dHs, T—.

EE]>TH7=?

SFOENICE>TRUELVIREDS.
- 2RO EF R <HE A7,
- AV NI D ERERINL 700,

© 2009 NTT Information Sharing Platform Laboratories




©) NTT H#ICIIBED

T TENE, [ETORIINITT7EESHNRBRITEAIERL
RAB(CL7=0N. |
22D IIFNDIA=IV I )—HEITIND
- AETEIRITNELIND?
e A= YU—EEITVBITE, EROTSIESES.
- R, MAEOTELTVEEELEeLFE <01z

- R REATREREEKRDHIL |
~BRIIHIZIT—E
—BRAEIBRIFTNIE, AARRLELSLE0.

© 2009 NTT Information Sharing Platform Laboratories



©) NTT LCSIcDWT

 Longest Common Subsequence( ixF—¥ a8 %51 )
]

«{A,B,C}&{A,D,C}DLCSI&{A,C}

—1E#HEL TV BRITHES, BICHEA RIS ATEL.
~ &9 Blcdiffd,

© 2009 NTT Information Sharing Platform Laboratories



©) NTT

EIfEHE R Z{ES/=LCSORSH TS

e {a,b,c,d}&{b,a,c,d}DLCSERHZIBA

o

a

b

C d

0

0

O | O

O_

1171 771

0

11171 LCS®D

O | | T | S

0

!

%—*2 /\Eé/

d

0

P = | O

i

2 3

(ENRIEHEE)

INEEREHISKELREE

BULTLTIE.

11

S=s"T=t/OLCSEZL(s]",1])& T 5 L RNV LD,
i=0or j=0—>0
L(s; /) =4s =t; > L(s, "t/ ) +1

s =t > max{L(slH,tlj), L(sli,tl"*l)}

© 2009 NTT Information Sharing Platform Laboratories



®© NTT BREIRENSLHHB ?

HEER ATUEAE
22D I7IT7 DHBHEETNTENMN(M<N)IETBE,
- BIEETEEEMEALE, STREIZO(MN)
* Hirschbergb N7 iEZEAIE, XEVERHEIFOM)

1227 H1=NBNET10AGRHRLSLY.
~FHEICJiIffEEAHETRE, INFTTRASHLSLHHB.
(Intel Core2Quad 2.6GHz , 1a77). FHTE1 LS.

-3000#k DSl

3000C2 X 1$}’=.8 . SE ! ?

© 2009 NTT Information Sharing Platform Laboratories



7 RfE RIS
MWS2017T! ?

© 2009 NTT Information Sharing Platform Laboratories




© 2009 NTT Information Sharing Platform Laboratories




HOPICIEFDADINBEDT

© 2009 NTT Information Sharing Platform Laboratories




© NrT EvhARIMVE
e HMLDPA—ANDLCSEH7ZNIVXLEzEBH7-FRIEEER(LTDHE.

alblc|d alblc|d alblc|d alblc|d
b{O|1|1|1||b|2|{0{0|0] [bf0O|1]0]|O0 bf1/0(1]1
all|1(1(1f{fajO0j1|1|1| (af1/0|0|0O| |a|O|1|1|1
c(1{1{2|2||lc|1/12({0|0] [c|0O|0|1]|O0 c(1/1|0]|1
dj{1]1(2|3j|({d|1}1{1/0| [d{O0]0|0|1 di1/1(1(0
L V M M

iy [1ALif j=0
’ {(\V[J'—1]+(V[J—1]&|V|[Y,]))}|(V[J'—ll&l\/l'[y,]),if 1<j<n

|
CC TCTHTLSFv)—HL[m,j]-L[m,j-1]I2%55.

© 2009 NTT Information Sharing Platform Laboratories



© NTT I

c RHImS
~-1HEERSDARNIVFUADIERZ32EYMTRIA.
_;rlz;:—mat%%ﬁ, ARG UVROBERPCHB S IVL 717 ANBHREIE
« ¥R
—EYnSoESN<EmERSOERK
EYMMIMVIEDRBROATE)EHEZRSES.
~RIEBBERIR DRI THSHEA -HIRRENTE, FHLUEAORET
A HIRR 2 72 THD.
— BTV ARAEBRXRTDANTRDHO R, -7 00O —
AVNCENARZGRHDEAALT DD, COLELESLS.

0 12 45678 15 16 23 24 31
L _J\ )%L/\\I\J\ J J
Prefix1 Prefix2 Prefix3 Prefix4 Opcode Len. Opcode Mod R/M SIB

© 2009 NTT Information Sharing Platform Laboratories



© NTT EYRRIME DR

o SSE2%{ESL-.--
— and, andnot, orHh128E YN TL I T3.
— addide4Evb., 7=ELF+Y)=73 7L,
EHZ63EYh.
— ENTH(AEIV7Z7EAZRRHE) 1070V 712E T
126EYM2R)DEIREZLEEBDLSICE o .
— HELCHERRELETDE, 100{§HBDEEIL !

e Core2Quad Dual(2.6GHz )7 Jvmliz,
¥148 T ;,,,C, DT DLCSZRHH FTEE.

© 2009 NTT Information Sharing Platform Laboratories



©) NTT AR DER

RIVIITORT T IVERHISHENIGDIZER
L, 2200 mSIABOLCSEZLELEEE, HLIE
SELITOESICERT .

—ABZER, LZALBOIREREALLUIEZEDIaccard{REy
[CHHT 3.

L
|A[+[B[-|L]|

A L B

© 2009 NTT Information Sharing Platform Laboratories




MWS2017%57=9 LT,
NENEBRFERTY




@ NTT CCC DATAset 2009277 REDD R

LITHELY =

—
}J

o —
o)
@ =
Q < < ™
2 _— & i 5 —
© T < ™
© ! = S] 7 @ w &
- b @ @ < | II (m]
o 7] w L o —
< 3 I - 7 2. I
i <
T | &5 < I T
A < = g
n g E=
SR —
- o
e = =
=
[
~
S - hed
@ 5
<
in &
= =
Ln_ il SRR
& s o (=]
LT3 AME =
o =]
| i
T 3
1
<
- 73
- .
-—
— = lAhIE‘U- Z eeoe

% B

© 2009 NTT Information Sharing Platform Laboratories




offset CriticalSection

ds:REt IEnterCriticalSection

dword ptr [ebpt7dhtnetshort ]
dword ptr [ebp+7dh+in. 5 unl ; in
edi ; inet_ntoa

eax

eax, Lebp+idh+var 2F4]

offset aScanlpSPortDl=s 3 "[SCAN]: IP: %=, Port ¥d i= open.”

eax
ebx 5 wsprintth

esp, 10k

Lebp+idhtvar_1C1, 0

short loc_4013F1
[ebp+7dh+String], 0

1 ;oint
[ebp+7dh+ichot ice] 3 isNotice
eax, Lebp+idhtvar_2F4]

eay point

eax, Lebp+7dh+String]

short loc_4013E5

eax, Lebp+idhtvar_148]

: CODE ¥REF: Startbdddress+1157T]
eax i IpString
[ebp+Tdh+=] - =
=k 40718CE
esp, 14h

: CODE ¥REF: Starthdddress+1007T]
offset CriticalSection
ds:Ft ILeavelriticalSection
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CD91(7—LoIELy, autorun.infREES )

dword ptr [ebpt7dhtin. S un] ; int
sub_4010F7

esp, ZCh

eax, |

loc_4071304

[ebp+Tdh+var_24], OFFFFFFFFH
short oo 401270

ezi, offset CriticalSection
esi

dz:Rt lEnterCriticalSection
eS|

d=:Rt |LeaveCriticalSect ion

| oc_4071304

. CODE ¥REF: StartAddres
dword ptr [ebpt7dhtin.S_un] ; in
edi ; inet_ntoa
eax

eax, Lebptfdh+var 224]
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