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Abstract Botnets are expanding the scale by infecting the malware on PC and spreading
damage. As a way to infect the malware, there exist attacks from Web page and
unauthorized intrusion. In order to use IDS for detecting unauthorized intrusion, big
amounts of Rule set of IDS must be tuned to be suitable to the required environment. In
this paper, we analyze CCC DATAset 2011 using Snort and extract best rules of Snort and
validate the best rules among them. In addition, we proposed a method to prevent
infection caused by not only web pages attack but unauthorized intrusion by using the

rules to expand the function of DICE (Defaced Sites Automatic Detection System).
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