Computer Security Symposium 2011
19-21 October 2011

RET—AZAVERYrRYED C&C H—/\ BB FEH D 1

b B T ERK B— T
TREEHKE
T101-8457 EIRHEDT X H X184 HERHET 2-2

{nakamura,sasaki}@isl.im.dendai.ac.jp

HOEL TE, RYPRIYEDHEEIEML TS, RYLPCOIETE Bt (+ TIXDPCHR Y~
LY, RYbRYMIMBEZFELLGORYMBIRICESLGLY. ZITEELIE, RybRybZEiRIR
FTEMTILEREBMRATLOBEEZRL-BRFEDOZREBH AT LE2REBHAXIZDONT,
MELER2FBIEAT DT —4EL T, CCCDATAset2010& R4 E D CCCDATAset2009% 3 F
FTHET, IRARELTEMNTHAEELHERIILT-. KFHX TIX, CCCDATAset2011 DEMTHIERE
FZDEEFERICHEGL, BHTHEINMRETHERIC, SEPDRBELE-T—20OEAMERIIL,
ZTOFHEIERDIREEITD.

Evaluation of Technique to Detect C&C Server of
Botnet Using Accumulated Data

Nobuhiro Nakamurat Ryoichi Sasakit

TTokyo Denki University
12-2, Kanda-Nishiki-cho, Chiyoda-ku,
Tokyo, 101-8457 JAPAN
{nakamura_n, sasaki}@isl.im.dendai.ac.jp

Abstract Recently, the damage caused by the botnet has been increasing. There exists a
problem that the other bot PCs can be produced, even if one bot PC could be specified
and removed. Therefore, we proposed the Multi Stage Trace Back system. We also
developed second stage trace back method which consists of black list and Quantification
methods No. 2 with CCCDataSet2009 and CCCDataSet2010.This paper reports the
evaluated results of applying Quantification methods No. 2 with CCCDataSet2011 and
accumulated of the three years minute.
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