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Trend Micro Incorporated
Research Paper
2012

OPERATION GHOST CLICK

The Rove Digital
Takedown

By: Forward-Looking Threat Research Team

CONTACTUS | ABOUTUS = MOSTWANTED = NEWS

Stories

SCAMS & SAFETY

STATS & SERVICES JOBS | FU

X4 Get FBI Updates

Home - News - Staiss 2011« Neveioer « ezt Cyoer Ring Tt ifected Willons of Computers Dismrtien

WTwiter  EFacebook (@ Share

Story Index

By Date

DNS Malware: Is Your Computer Infected?

Name d
names, such & waw bi.gov, into numerical addresses that allow computers 1o Lalk to each
other. Without DNS and the DNS servers operated by Intemet service providers. computer

made their computers vulnerable to other kinds of malicious software.

hitp.#fwww fbigoy >
< B

itp v o govicontact-us

= Learn about DNSChanger malware and how it can affect yoi
™ Check your computer’s DNS settings

= Register as a victim of the DNSChanger malware.

Update on March 12, 2012: To assist victims affected by the DNSC
malicious soffware, the FBI obtained a court order authorizing the

kLR 44 0%tIRove Digital D& ]
https://inet.trendmicro.co.jp/doc_dl/select.asp?type=1&cid=81

Systems Ci C) to deploy temporary clean
This solution is temporary, providing additional time for victims to
computers and restors their normal DNS settings. The clean DNS «
turned off on July 8, 2012, and computers still impacted by DNSCh
Internet conneativity at that time.

users would not be able to , send e-mail, o [
is have infected milions
DNSGhanger allows them s a resut, the cyber thieves have

forced unsuspecting users to frauduent websies, interfered with heir web browsing. and

wor M

- Grimes Against Ghildren
- Criminal Justice Information Services
- Gyber Grimes

- DirectonFBI Lesdership

- Field Cases

- Foreign Gounterintelligence:

- General

- History

- Intelligence

- Interational

- LabiOperstional Technology

- Linguist/Translation Program

- Major Thefts/Violent Crime

- Organized Crime/Drugs

- Partnerships

- PubliciCommunity Outreach

- Bunlin Gamntion

Manhattan U.S. Attorney Charges Seven Individuals for
Engineering Sophisticated Internet Fraud Scheme That
Infected Millions of Computers Worldwide and
Manipulated Internet Advertising Business
Malware Secretly Re-Routed More Than 4 Million
Computers, Generating at Least $1 Million in Fraudulent
Advertising Fees for the Defendants

‘Operation Ghost Click U.S. Attorney’s Office ‘Southern District of New York
International Cyber Ring That Infected Milions of Compuiers [ Yomate 09200 prsrysapinia
w11
Six Estonian nationals have been amested and charged with running a sopt TREET BHARARA s Unied RINCEE: oo
fraud ring that infectad millions of camputers worldwide with a virus and en. (oo © i B0 ER enaral of the Nutional h st
manipulste he mult oillion Soller Inernet sdvertising Industry. Lsers of i 5 ety : ;
. porpraceerier
‘mahvare more
) ) - e . s govr
http://www.fbi.gov/news/stories/2011/novembyii s b
individuals.
er/malware_110911/malware_110911 . " g hich
— — : o)
ewsdby sows s
o pute d their users unable to
detect or st (e ‘malware, and exg ‘other virases,

Six of the defendants, VLADIMIR TSASTSLN, 33, TOMUR GERASSIMENKO, 31, DMITRI JEGOROV, 33,

STATS &

SERVICES  SCAMS & SAFETY

New York Field Office Ling

he FBI . New York

Operation Ghost Click: ZYFIOAILARUHF  FBI, DCWG

DCWG

Detect Fix Protect

Find out if you have been 1fyou think you are infected, Protect your computer from
violated and infected with please follow take action to DNS Changer.

DNS Changer. No software fix your computer now.

will be downloaded to

‘perform the check.

Don't Panic!

Ifyou are reading this page, it means you are NOT infected with DNS
Changer. Your device might still be violated with other malware. We
safe ing p

Information here is a starting place to start http://www.dewg.org/protect/.

ices to protect your self while on-line.

What is the DNS Changer Malware?

On November 8, the FBI, the NASA-OIG and Estonian police arrested several cyber criminals in
“Operation Ghost Click”. The criminals operated under the company name “Rove Digital”, and
distributed DNS changing viruses, variously known as TDSS, Alureon, TidServ and TDL4 viruses.
You can read more about the arrest of the Rove Digital principals here, and in the FBI Press

http://www.dcwg.org/

Georgia Tech,

Internet Systems Consortium,
Mandiant,

National Cyber-Forensics and
Training Alliance,

Neustar, Spamhaus, Team
Cymru, Trend Micro,
University of Alabama at
Birmingham, (EE % M ISP)

http://www.fbi.gov/newyork/press-releases/2011/manhattan-u.s.-attorney-charges-seven-individuals-for-
engineering-sophisticated-internet-fraud-scheme-that-infected-millions-of-computers-worldwide-and-
manipulated-internet-advertising-business
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RIVIITICEKDBRRRODERE

OSOT7YTT—rO,. FUoFIAILRIITEDNG—2T 74 ILEFHZER
=29 HEMICERINSGIENZL,

— MyDoom(2004)TlZhosts 77 A JLIZTU M) ZEEBMT A EICEYEHRERE,

— HDTILDITEEDFEELTIL. ARP cache poisoning [2&AEHMD A5, DNS
poisoninglZ&dHM ., I 7 BEMNDHCPHY —/N\D#EEFHE T H1DELHM5NT
AV

DNS Changer [ZH UV TIX, OSHOSEFH DNSH—/\DERTEZERT
BZEENALSN T,

: Intel<R> PRO-1880 PL Metwork Connect

: No

: 192,168

= 205.255.255.8
: 192 168

11J Internet Infrastructure Review (lIR) Vol.15 &Y
http://www.iij.ad.jp/company/development/report/iir/015.html
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www.example.com
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TvO—RTREIE DNSEREZER
DNSZER: DNSI5E DHBY—INICESHZ 5,
www.example.com 85.255™"
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www.example.com 1920.2.1

2'. FERIEDIBE. ISP/ £ DDNSH—/AY
BEISNTERELDNSOBREHIIRS =8,

Q 2T FYILT FIEFEOEIED D —/NICERIN 5,

DNS Changer 3. BEREOHDY— I\ ATF7 07y
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= BRE £#%TFNT 2,

2!

FERRE

113 Internet Infrastructure Review (lIR) Vol.15 &Y
http://www.iij.ad.jp/company/development/report/iir/015.html
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DNS Changer®D DD EEh
« MBRIZEZEL. BRRrZRLBESSICKVBURTELEEREEZT D, |
o R—LI—FDDNSOEELEEERAD(ITIEIEROWEILRER)

— UTSTARCOM,routers from BNSL(India),D-Link,Linksys,OpenWRT/DD-WRT,A-Link,Netgear,ASUS
ZVMODELVZ Web Manager, SMC % & (ISCOMerike Kaeol= & 3Nanog54 Security BoFD# 5k & &)

. R THIT(FAKEAV)D A RAR—)L,

@ antiMaiware Installer =) @ Protection Center Installer

w AN Installing Protection Center...

LICENSE AGREEMENT 2 Excellent choice!
WFORTANT,PLEASE READ ALLTHE TERMS AND CONDITIONS OF THIS ICENSE RESIEN CTIONCES

SBREENENT CATEFULLY BEFORE Lol THE At

rImyyEl’

world’s leading security solution

Loading Database: 67% loaded ..

LeLss

ATDSOTTE LHTED OIS SUSSDUNES & s rouceyce
Y AT ok UG T TR o7 e n “ -
REFERENCED BELOW A5 V0L O 0L Oy O THE CONDITION AT
O ALEART AL OF T TS O 145 LOENSE ARRLEMENT T B oA L FoAL
LGN O THE HGREE-OR Y BUTTON OF O HERAGE NICATIG | Intalion ogess
Comprehensive
Computen ity FAKEAV (Protection Center)D#kF [# it 2 ‘ i s
http://www.mcafee.com/japan/security/virD.asp?v=DNSChanger.bu P — Tioping e ‘
FAKEAV(AntiMalware) D#F
FAKEAV(MacGuard
http://iwww.threatexpert.com/report.aspx?md5=9f09ff8dba53c3f3734295528297d015 http://blo Q(’ f-secure j;ﬁfx ©5/50605046.html
NIRRT L
Qe - g 20 pR—" =T T F

& - L T C———

y

¥ ¥ ¥
9 OUT OF 10 PC's ARE INFECTED
WIh Spywars that can 't be detacted By your Ase.V

- ward wmnmng Ants

.g\ kst o
! — —— e eeieie 3

7 Crech ¥ you're Infectes
; o] mee scan |

r, -
omputer @ rlected ates wmn»m-ﬂv-‘
V_l;ms-.‘ e e - s-'
L T T — 4 L}
FAKEAV(WlndowsAnUSpyware)0)#%? —
http://www.gfi.com/blog/movie-time-dns-changer-trojan/ W -

FAKEAV (SpySheriff)D#&F http:/imww.youtube.com/watch?v=ve5KU01JYA8
© 2012 Internet Initiative Japan Inc.
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U.8. v. Tsastsin, et al.

COUNT

CHARGE

DEFENDANTS

MAXIMUM
PENALTIES

‘Wire fraud conspiracy

VLADIMIR TSASTSIN
ANDREY TAAME
TIMUR GERASSIMENEKQ
DMITRI JEGOROV
VALERI ALEKSEJEV
KONSTANTIN POLTEV
ANTON IVANOV

30 years in prison

‘Computer intrusion
conspiracy

VLADIMIR TSASTSIN
ANDREY TAAME
TIMUR GERASSIMENKO
DMITRI JEGOROV
VALERT ALEKSEJEV
KONSTANTIN POLTEV
ANTON TVANOV

10 years in prison

Wire fraud

VLADIMIR TSASTSIN
ANDREY TAAME
TIMUR GERASSIMENKO
DMITRI JEGOROV
VALERT ALEKSEJEV
KONSTANTIN POLTEV
ANTON [VANOV

30 years in prison

‘Computer intrusion
(furthering frand)

VLADIMIR TSASTSIN
ANDREY TAAME
TIMUR GERASSIMENEQ
DMITRI JEGOROV
VALERT ALEKSEJEV
KONSTANTIN POLTEV
ANTON IVANOV

Five years in prison

w

‘Computer intrusion
(transmitting information)

VLADIMIR TSASTSIN
ANDREY TAAME
TIMUR GERASSIMENKO
DMITRI JEGOROV
VALERT ALEKSEJEV
EKONSTANTIN POLTEV
ANTON [VANOV

10 years in prison

Money laundering

VLADIMIR TSASTSIN

30 years in prison

Engaging in monetary
transactions of value over
$10,000 involving fraud
proceeds

VLADIMIR TSASTSIN

Per count: 10 vears in
prison

http://mww.fbi.gov/newyork/press- ‘
releases/2011/manhattan-u.s.-

attorney-charges-seven-
individuals-for-engineering-
sophisticated-internet-fraud-

Vladimir T3a3t3in (aka "SCR"), head of ROVE Digital in Tarto

scheme-that-infected-millions-of-

computers-worldwide-and-

manipulated-internet-advertising-
business

Members of Estonian police carrying DNSChanger servers and routers out of the Rove Digital office

Tarto, Estonia on the 9th of November, 2011

F-Secure #tMMikko Hipponen®Pintrest & Yhttp:/pinterest.com/mikkohypponen/case-dns-changer/

© 2012 Internet Initiative Japan Inc.
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H
2011411 H04H
2011411 H08H

2012402806 H
20124028278
2012 2A X

2012403H06H

20124034078
2012405228
2012405H23H
20124054308
: 2012406 H04H

012407H09H
20125 07H10H

Ll LU LA

B EEDtimeline (B A<BE#E)

K3
DCWG.orgdD K A1 &%,

(Rove Digital LAY L—TREH ) (HFRDRELEEEEL551,436)
ISCIZkBRREFE X RDDNSS B Y —/\REEE. BSEBADNSY—/\NMELELTH, BREFIIE
EICAV A=Y MERNTESLSIZLI-(201283A9B FT),

NANOG 54 ISC® Merike Kaeo [Z&5 ISP [T HF#R,
[1J-SECT blog 'DNS Changer¥ Loz 7 (B3 5T EMIE |,

JPCERT/CCA>TelecomISAC Japan#i& MWorkingGroup Txf it Z#%51,
ERISPERI DT EMLEFH,

JPCERT/CCIDNS Rk E4E&#:25</LL7 (DNS Changer) BRI 5 EMA |,
BR2EDSBADNSY—/\DEREARI1I20HEEIER D K EEREK LTS,
(RO REEH#1F407,927)

[1J-SECT blog 'DNS Changer< /Lo 7B (ZB 4 5 FEMEE (HEIR) 1.

JPCERT/CC DNS ChangerlDNS Changer R L) T 7 BRLHEZRH A AROEMSE ] .
Google HRZEDFEREA~DTEMEE “Notifying users affected by the DNSChanger malware ”.
Telecom-ISAC Japan [ DNS Changer ¥ )L™ =7 BB 2 EMEIZDLNT
Facebook BEFEDOY 1 U FIZZELEZRIIE “Notifying DNSChanger Victims”.

B EZEFADNSY—/\D:ERFEL, (HRDBEEEHIF210,851)

[1J-SECT blogTDNS Changer — FBIIZ&ADNSH—/\ODERFEIEEDRREFED ]

MRELEMILITXRTDCWCHER KYSIH

http://www.dcwg.org/wp-content/uploads/2012/07/dcwg-unique-ips-

© 2012 Internet Initiative Japan Inc.
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Victim Count
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11/8/11 12/8/11 1/8/12 2/8/12 3/8/12 4/8/12 5/8/12 6/8/12 7/8/12

DNS Changer Working Group
http://mwww.dcwg.org/last-day-of-dcwg-data/
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Security Diary
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W Twest
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2012-03-06 (3
2012-03-07¢(%

<< JPCERT/ACD Alert 2012-D3-06 »»»

(DNS Changer) MB3R CRAT 2@

httpe:/faww jpcert .or-jp/at /201272t 120008 hinl

JPIERT/CE T12, DNS ESEEEXRALTILTTFILIT. DNE Changer
BiE B HEE AFL 2L I, NS Changer |ZZ007EEICIZL TG S0
FIDIF TN, INS Changer |ZREREL J2 PO 12, RIETHHRD TR
SLLEEEL. BEEM THILHD PO HERL TS EDIETTY,

o, Z0NENHICHEEREER (FRLICLY, FIER NS =i
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Your computer or network might be infected

Facebook has partnered with an alliance of public and private organizations to raise awareness
about malware. Through that alliance we received information that your computer, home

network, or office network may be at risk and infected with a type of malware called
Your computer appears to be infected “DNSC hanger".

We Delieve Ihal your COMPULE IS INfSCtad WIth MEliCious SOMWAre. If you dont take SCtion, YOu MIGNE Not be bl 10 CONNECE 10 the INteme In the Tuture.
Leam how to remove this st

I EAT

For more information about DNSChanger malware, to see if your systems are infected, and to
learn how to clean them, please visit the the DNSChanger Working Group website:
GO*‘SIC flowers o | http: / /www.dcwg.org/ and click on the 'Detect’ link.

http://googleonlinesecurity.blogspot.jp/2012/05/notifying-users-affected-by-dnschanger.html This type of malware, if left on your systems, will prevent you from accessing the Internet
after July 9, 2012. This includes your access to all websites, email, and chat.

Click here for more information m
JPCERT(®®° &R ROz THEORBO, HH- BEARELETS

DNS Changer YL T7BRBBY A+ https://iwww.facebook.com/notes/facebook-security/notifying-dnschanger-victims/10150833689760766

DNS Changer Check-Up -
x DNS Changer T /L5 T7 ZBRLTINS
AR BYES

(1) T OUZHEI IS TPORRT 7 (A FRICERLT, 2% v/ >TUR,
% WA TTHFRTA WEG. LTI AR ADTT

DT B RCHTESS

pssiiler
.C0.Jnl1a020id=208288213

Safaty Sc
soft.com/secusity/scannesa-o/default asax

calt
0.com/ipitonlsihousecalll
(2) DNS Changer T4 T 7ESSIREY A+ LI 72 AL T, MOTMROMRITEY 12 LTS WS L
(2. BTSN 50 DNS TR T

'ONS Changar (51— ONS. s T,

(3) IPCERT/CC. RU IPA ~DREEMHLIS

DNS Resolution = RED

Your computer is using the DNS Changer nameservers and is therefore
probably infected.

http://dns-ok.jpcert.or.jp/ http://www.dns-ok.us/

BREENSEAICFIATEDNSH —NEZEELTVS=H HED Y AFDODNSKRFELLEFTVITHILITKY  BEBDHEZEITOICENTE
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Last Day of DCWG Data

On July 8, 2012 By bgreene

July 8th 2012 is the last day we collect DNS data on the DNS
Changer Vitims. The total “unique IPs” and last day of
infections per DNS Top Level Domain Country Code (TLD
CC) are linked below. Now that this phase of the remediation
exercise is over, researchers will collect all the data and.
compare[..]

Read Full Article —

DNS Changer — Top 25 ASNs

On June 13, 2012 By bgreene

Top 25 ASNs seen on Monday, June 11th who have DNS
Changer infections communicating with the DCWG Clean
DN servers.

-+ |asn | unique_ips |

+19829 | 155683269 | 13406]
I7922 | 1g64[[3320 | 9250|732 | 6743l
3215 | [-]

Read Full Article —

Updated DNS Changer Data — Daily Count
of Unique IP Addresses

©n June 13, 2012 By bgreene

The following is our latest figures on the number of unique
1P addresses communicating with the DNS Changer “Clean
-+ | date | unique_ips |

| 2013-11-08 | 551436 | | 2011-11-09
| 567957 | | 20131110 | 672972 | | 2031-11-11 | 661664 | |
201111112 | 617054 | | 2011-11033 | [.]

Read Full Article —

Word Map of DNS Changer infections by

/N O

© 2012 Internet Initiative Japan Inc.

http://www.dcwg.org/category/da

Updated DNS Changer Infection Data

On July 6, 2012 By bgreene

Lots of people have been asking for updated data. Thanks to
one of our volunteers, we have the latest dump: Daily
‘Unique IPs connecting to the elean DNS servers up to June
o7th 2012 — dewg-unique-ips-up-to-June 27 Daily Unique
1Ps in July 2012 - dewg-unique-ips-July-2012 Current List
of Infections by [...]

Read Full Article —

Top DNS Changer Infections by Country

On June 13, 2012 By bgreene

Here is our latest country based on Country codes for
Monday, June ssth: 4---- —+ | ce | unique_ips
- ——+|US| 6g5i7| |IT| 26494 | |IN|
21302 |GB| 19589 ||DE| 18427||FR| 10454
CN|  10304L.]

Read Full Article —

Geo Movie of DNS Changer Infections —
Jan 2012 to Mar 2012

On June 12, 2012 By bgreene

Vet another Shadowserver.org illustration to explore the
geographic view of DNS Changer infections from Jan 2012 to
Mar zo1a.

Read Full Article —

IS iiilbert Map of DNS Changer Infection
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Interview with Dr. Feike Hacquebord (L2 R4 90 JIIESA thanx.)
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