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Win32/Waledac and Law / Fighting Botnets in Court
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FIGURE 17. Active IP addresses in the Win32/Waledac botnet in 2Q10, per 1000 Internet hosts
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FIGURE 18. The Win32/Waledac tier infrastructure
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FIGURE 19. Win32/Waledac peering list exchange between infected spammer node and repeater node
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FIGURE 20. Win32/Waledac peering list exchange using fast flux DNS
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FIGURE 21. Win32/Waledac proxy function through the repeater tier U to 9 ) F"i J:'ELLJE’\O)PROXYtL,_C*g%ﬁb
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FIGURE 22, Poisoning the Win32/Waledac botnet with Microsoft sinkhole IP addresses
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IN THE UNITED STATES DISTRICT COURT RIS
FOR THE EASTERN DISTRICT OF VIRGINIA
Alexandria Division

)
MICROSOFT CORPORATION, a ] -
Washington corporation, ) ¢ :
Plaintiff, )
; Civil Action No: 11 OCV 1D,
Y. —
) (LN 0FAD
JOHN DOES 1-27, CONTROLLING A )
COMPUTER BOTNET THEREBY ) FILED UNDER SEAL
INJURING MICROSOFT AND ITS )
CUSTOMERS |
Defendants. ;
)
)
)
)
)
COMPLAINT

Plaintiff MICROSOFT CORP. (“Microsoft”) hereby complains and alleges against JOHN
DOES 1-27 (“Doe Defendants™), controlling a computer botnet and operating the 273 internet

domain names controlling the botnet set forth at Appendix A to this Complaint hereinafter

Fewendd i ae the “Iarmfnl Ratnat Domaing™ as follows:



UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA
Alexandria Division

.
{2 Orrick, Herrington & Sutcli...

Date of First Publication: February 24, 2010

Home

Contact Us

MICROSOFT CORPORATION,
2 Washington corperation,

Plaintiff,
vs.
JOHN DOES 1-27, CONTROLLING
A COMPUTER BOTNET THERESY
INJURING MICROSOFT AND ITS
CUSTOMERS,

Defendants.

NOTICE AND SERVICE IN ENGLISH

Plaintiff Microsoft has sued defendants John Dees 1
-27 asscciated with the Internet domains listed
belovr. Microsoft alleges that Defendants have
violated Federal and state law by operating a
computer botnet through 276 internet domains,
causing unlawful intrusion and dissemination of
unsolicited bulk email to the injury of Microsoft.
Microsoft seeks a preliminary injunction directing
Verisign to take all staps necessary to lock thase
domains at the registry level and remove them
from the zane file to ensure that changss to the
domains cannot be mads absent 2 court arder and
that all such domains be held in escrow by Verisign
pending resclution of the dispute. Microsoft seeks
2 parmanent injunction and damages. Full copies
of the pleading documents are available st
http:/{vrvew.noticeofpleadings.com.

NOTICE TO DEFEMDANT: READ THESE PAPERS
CAREFULLY! You must “appsar” in this case or the
other side will win automatically. To "appear” you
must file with the court a legal document called 2
"motion” or "answer.” The “meotion” or "answer”
must be given to the court clerk or administrator
within 21 days of the date of first publication
specified harsin, It must he in proper form and
have proof of service on the plaintiffgs attorney,
Preston Burton, Orrick, Herrington & Sutcliffe LLP,
Columbia Center 1152 15th St., NW, Washington,
DC 20005. If you have questions, you should see
an attorney immadiately, T you need help in
finding an attorney in Oregen you may call the
Oregon State Bargs Lavyer Refarral Service at
(503) 684-3763 or toll-fres in Oregon at (500) 452
-7636. If you need help in finding an attornay in
China you may refer to
http:/fvrviw.chinalawyers.com/.
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5. cardnewyear.com

6. cheapdecember.com

7. christmaslightsnovr.com
B. decemberchristmas.com
9. directchristmasgift.com
10. eternalgreetingcard.com
11. freechristmassite.com
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18. grestingguide.com
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20. helidayxmas.com

21. itsfatherchristmas.com
ustchristmasgift.com
23, lifagreetingcard.com
24, livechristmascard.com
25, livechristmasgift.com
26, mirabellaclub.com
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Figurs 2

Countries where Zeus has been found, for the month of October 2009
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ZeuS Tracker

What is abuse.ch ZeuS Tracker?

Welcome to the ZeuS Tracker The abuse.ch ZeuS Tracker provides you the
h ki d | h d id d - and -blocklist. If h i ibli
;leeaszee‘tlaskgr:?ozf(tlzatiktshzeiQC:rmsZ‘:;rr?ec:netc?aiﬁ?:)irtsa((:g?ﬂﬂ around the world and provides you a domain- and a IP-blocklist. If you have any gquestions pOSS|b||ty to track Zeus Com mand&control servers
Here are some quick statistics about the ZeuS crimeware: (C&C) and mahc'ous hOStS Wh'Ch are hOStIng Zeus
o ZeuS CAC servers tracked: 632 files. The tracker captures and track the Zeu$S hosts
* ZeuS C&C servers online: 314 . . . . .
« Zeus C&C servers with files online: 17 aswell as the associated config files, binaries and
* ZeuS FakeURLs tracked: 3 . . .
« Zeus FakeURLs online: 0 dropezones. The main focus is to provide system
* Average ZeuS binary Antivirus detection rate: 36.4%

administrators the possiblity to block well-known
You can find more interesting statistics about the ZeuS crimeware on the ZeuS Tracker statistic page. . . . . .
The map below shows a dot for each ZeuS Command&Control server (ip or domain). ZeuS hosts and avoid ZeusS infections in their

Note: If you are using IE 6/7 you will get a security wamning due to the fact that the Google maps API currently does not support SSL (https). | networks. Therefore you can download a ZeuS

: - domain blocklist and the Zeus IP blocklist (see ZeuS
blocklist). Additionally the ZeuS Tracker should help
CERTSs, ISPs and LEs (law enforcement) to track
malicious ZeusS hosts in their network / countries. For
this purpose there are some RSS feeds available (see
section "Is there a RSS feed available?").

oy

-,

& % ©2012 NASA, TerraMetrics - HI iR

copyright © 2012 zeustracker.abuse.ch, version 1.1/ 2009-06-20

https://zeustracker.abuse.ch/faq.php
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(Secret Service, FBI, IC3, FS-ISA)

Fraud Advisory for Businesses: Corporate Account Take Over

This product was created as part of a joint effort between the United States Secret Service, the
Federal Bureau of Investigation, the Internet Crime Complaint Center (IC3) and the Financial
Services Information Sharing and Analysis Center (FS-ISAC).

Problem:

Cyber criminals are targeting the financial accounts of owners and employees of small and medium
sized businesses, resulting in significant business disruption and substantial monetary losses due to
fraudulent transfers from these accounts. Often these funds may not be recovered".

N.Y. Firm Faces Bankruptcy from $164,000 E-Banking Loss
European Cyber-Gangs Target Small U.S. Firms, Group Says
e-Banking Bandits Stole $465,000 From Galif. Escrow Firm

La. firm sues [bank] after losing thousands in online bank fraud

Cypber attackers empty business accounts in minutes
ZTeus hackers could steal corporate secrets toc
TEXAS FIRM BLAMES BANK FOR $50,000 CYBER HEIST
Gomputer Grooks Steal $100.000 from Il Town

FEI Investigating Theft of $500,000 from NY School District
Zeus Botnet Thriving Despite Arrests in the US, UK

Fipuge | Recent news headlines from The New York Timer, The Warhington Porr, Computer World, and Frebr on Secursty.
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Mobile TAN (mTAN)
Mobile Transaction authentication number

mMTANSs are used by banks in Germany,
Spain, Switzerland, Austria, Bulgaria,
Poland, the Netherlands, Hungary,
Russia and South Africa. When the user
initiates a transaction, a TAN is
generated by the bank and sent to the
user's mobile phone by SMS. The SMS
may also include transaction data,
allowing the user to verify that the
transaction has not been modified in
transmission to the bank.

However, the security of this scheme
depends on the security of the mobile
phone system. In South Africa, where
SMS-delivered TAN codes are common,
a new attack has appeared: SIM Swap
Fraud. A common attack vector is for
the attacker to impersonate the victim,
and obtain a replacement SIM card for
the victim's phone from the mobile
network operator. The victim's user
name and password are obtained by
other means (such as keylogging or
phishing). In-between obtaining the
cloned/replacement SIM and the victim
noticing their phone no longer works,
the attacker can transfer/extract the
victim's funds from their accounts.2l

H 8 : Wikipedia
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http://en.wikipedia.org/wiki/Phishing
http://en.wikipedia.org/wiki/Transaction_authentication_number
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UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF NEW YORK

MICROSOFT CORP., FS-ISAC, INC., and NATIONAL
AUTOMATED CLEARING HOUSE ASSQCIATION,

Case Mo, CV 12-1335 (CBA)
Plaintiffs

V.

JOHM DOES 1-329 D/E/A Slavik, Monstr, 100, Null,
nvidiag, zebra7753, lexa_Mef, gss, icel¥, Harderman,
Gribodemon, Aqua, aguaSecond, it, percent, cp01, hct,
xman, Pepsi, miami, miamibc, petrovich, Mr. ICQ, Tank,
tankist, Kusunagi, Noname, Lucky, Bashorg, Indep, Mask,
Enx, Benny, Bentley, Denis Lubimov, MaDaGaSka,
Vkontake, rfcid, parik, rerconic, Daniel, bx1, Daniel
Hamza, Danielbx1, jah, Jonni, jtk, Veggi Roma, D

frank, duo, Admin2010, h4x0rdz, Donsft, mary.]J555,
susanneon, kainghabe, virus_s_2003, spaishp, sere.bro,
muddem, mechanizm, vlad.dimitrov, jheto2002,
sector.exploits AND JabberZeus Crew CONTROLLING
COMPUTER BOTNETS THEREBY INIJURING PLAINTIFFS,
AND THEIR CUSTOMERS AND MEMEERS,

Defendants.

Plaintiffs Microsoft Corporation, National Automated Clearing House Association and FS-ISAC,
Inc. (Financial Services — Information Sharing and Analysis Center) have sued defendants John
Does 1-39 associated with the Internet Domains and Internet IP Addresses listed in the
documents below. Plaintiffs allege that Defendants have violated Federal and state law by
operating a computer botnet through these Internet domains and Internet IP addresses,
causing unlawful intrusion, intellectual property violations and dissemination of unsolicited bulk
email to the injury of Microsoft and the public. Plaintiffs seek a preliminary injunction and
seizure order directing the registries and web hosting companies associated with these Internet
domains and IP addresses to take all steps necessary to disable access to and operation of
these Internet domains and IP addresses, ensure that changes or access to the Internet
domains and IP addresses by Defendants cannot be made absent a court order and that all
content and material associated with these Internet domains and IP addresses is to be isolated
and preserved pending resolution of the dispute. Plaintiffs seek a permanent injunction, other

http://www.zeuslegalnotice.com/
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Microsoft Disrupts the Emerging Nitol Botnet Being Spread through an Unsecure

Supply Chain
http://blogs.technet.com/b/microsoft blog/archive/2012/09/13/microsoft-disrupts-the-emerging-

nitol-botnet-being-spread-through-an-unsecure-supply-chain.aspx
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Microsoft Reaches Settlement with Defendants in Nitol Case
http://blogs.technet.com/b/microsoft blog/archive/2012/10/02/microsoft-reaches-
settlement-with-defendants-in-nitol-case.aspx
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Microsoft Names Defendants in Zeus Botnets Case;
Provides New Evidence to FBI
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Microsoft Names Defendants in Zeus Botnets
Case: Provides New Evidence to FBI

2012/7/3 1:00 AM
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UNIT

& little owver three months ago, I
wrote here about how
Microsoft's Digital Crimes Unit,
along with its financial industry
partners and Kyrus Tech, took
action to disrupt the dangerous
Zeus botnets, known for fueling
half a billion dollars in online
fraud and identity left. We are
pleased to announce that we
have identified and named two
defendants as members behind
the Zeus botnet family, and that
we will also be referring the case
to the FBI for criminal review,

turning owver all of the evidence gathered so far, including evidence of a
broader group of perpetrators beyvond the named defendants.
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Microsoft Reaches Settlement with Second Kelihos
Defendant

19 Oct 2012 9:00 AM

Last September, | shared that Microsoft, Kaspersky and
Kyrus Inc. took action against the Kelihos botnet, the first
case in which Microsoft named a defendant in one of its
civil cases involving a botnet. In January, based on new
evidence in the case, Microsoft amended its original

complaint and named Andrey N. Sabelnikov, a Russian
" MICROSOFT software programmer, as a new defendant in the lawsuit.

Today, | I dt h hed t
% DIGITAL it vr. sabelicov. nd have offical seted and dosed
/ C R I M ES the Kelihos botnet case.

U N IT Late last week, Microsoft and Andrey Sabelnikov agreed to

the following joint statement, which closed the case:

“Microsoft and St. Petershburg software programmer Andrey Sabelnikov have entered into a Settlement
Agreement in the matter of Microsoft v. Sabelnikov. During the negotiations, after reviewing the
evidence provided by Microsoft and engaging in discussions, the parties have come to an
understandlng that Mr. Sabelnikov wrote code that was used in the Kelihos botnet code, but the
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Microsoft Security Intelligence Report

Regional Threat Assessment Featured Articles Managing Risk Glossary

FULL REPORT | want to:

Volume 13: January - June 2012 . . q
Review analysis and conclusions
The Microsoft Security Intelligence Report (SIR)
analyzes the threat landscape of exploits,
vulnerabilities, and malware using data from
Internet services and over 600 million

Understand threats in my region

Threat can View previous editions

help you protect your organization, software,

and people. Engage with the community
L] Share this
Downloads Resources Videos
=& SIR Volume 13 Microsoft Malware Protection Center 3 BT iy |

= Full report, 146 pages (3.32 MB)

3 SIR Key Findings
= Summary, 16 pages (985 KB)

=®- SIR Worldwide Threat Assessment

r
Microsoft Security Response Center » e 3
Microsoft Security Development Lifecycle
Microsoft IT Pro Security Tools »»
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http://www.microsoft.com/security/sir/default.aspx
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Microsoft Digital Crimes Unit

Signc

E Mobile &\ Subscribe |- Follow

News Center

Qur Company QOur Products Blogs & Communities Press Tools

Microsoft Digital Crimes Unit Newsroom

Home | Press Materials | Video Gallery | Image Gallery | MNews Archives

The Microsoft Digital Crimes Unit is a worldwide team of lawyers, investigators, technical analysts and other specialists whose mission is to make the Internet safer and mare
secure through strong enforcement, global partnerships, policy and technology solutions that help:

* Promote a secure Internet

*» Defend against fraud and other threats to online safety

* Protect children from technology-facilitated crimes

* Champion a healthy Internet marketplace for advertisers and businesses

Press Contact

Microsoft Reaches _
. Rapid Response Team

Settlement with Waggener Edstrom Worldwide
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