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B{&iR>—~IEH(info)

"Info"; {
"category": "file",
"started": "2013-03-05 00:59:26",
"ended": "2013-03-05 01:00:57",
"version": "0.5",
"duration": "90 seconds",
"Id": 1
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"vara": |
{
"meta": {
"description”: "Matched shellcode byte patterns”,
"author": "nex"

}

ame": "shellcode",
"strings”: [
"{8B EC 81 EC }",
8B EC E9 }"
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"scans": {

"MicroWorld-eScan": {
"detected": true,
"version": "12.0.250.0",
"result": "Gen:Variant. Symmi.13832",
"update": "20130221"

}

"nProtect": {
"detected": false,
"version": "2013-02-20.01",
"result": null,
"update": "20130220"
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"static": {
"pe_imports": |
{
"Imports": [
{
"name": "CoCreatelnstance”,
"address": "0x1000a280"

}
]
"dll": "ole32.dIl"
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BFR5—4~IEH (static)

"pe_sections": |
{
"size_of data": "0x8a00",
"virtual _address": "0x1000",
"entropy": 6.703983306682313,
"name”; ".text",
"virtual_size": "0x89b3"




FFR{
B#FENRT—4IEHBE (dropped)

"dropped": |
{

"size": 1499136,
"shal": "3070831b756bacc31f798c96fc430d3fdd974cfb",
"name": "shdocvw.dll",
"type": "PE32 executable (DLL) (GUI) Intel 80386, for
"crc32": "E511A8A9",
"ssdeep™: null,
"sha256": "d0ad6ed837de4968f3bf93c5053619f02a88
"shab12": "393bd0f4d64b5ee927ea3ef7bfca639097c8
"md5": "796eb88d9546ac489b7fec7795760e0f"
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B&E R —4~IHHE (behavior)

{

"category": "system",
"status": "SUCCESS",
"return": "0x00000000",
"timestamp": "2013-03-28 11:05:08,885",
"thread_id": "1384",
"repeated": 0,
"api": "NtClose",
"arguments": [
{
"name": "Handle",
"value": "0x000000b0"
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"processtree": [
{

"pid": 1436,

"name": "CD51605CE8F0CA9A6B536CFAD85CDF3B.bin",

"children™: [

{

"pid": 1296,
"name"; "rundll32.exe",
"children": []

}
]
}
1,
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"summary": {
“files": |

"c:¥¥autoexec.bat",
"C:¥¥Documents and Settings",
"C:¥¥Documents and Settings¥¥cuckool¥¥Local Settings",
"C:¥¥Documents and Settings¥¥cuckool¥¥Application Data¥¥btacp.dll",
"C:¥¥Documents and Settings¥¥cuckool¥¥Application Data¥¥btacp.dll.123.Manifest",
"C¥¥WINDOWS¥¥system32¥¥msctfime.ime",
"C¥¥WINDOWS¥¥Registration¥¥R000000000007.clb",
"C¥¥WINDOWS¥¥system32¥¥shdocvw.dll",
"C¥¥WINDOWS¥¥system32¥¥stdole2.tlb"

]

keys": [
"HKEY_LOCAL_MACHINE¥¥Software¥¥Microsoft¥¥Rpc¥¥PagedBuffers",
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"target": {

"category": "file",

"file": {
"size": 155136,
"shal": "387ed6c3690affo5dbeff449c91a3dd9323a530a",
"name": "CD51605CE8FOCA9A6B536CFAD85CDF3B.hin",
"type": "PE32 executable (GUI) Intel 80386, for MS Windows",
"crc32": "FE038869",
"ssdeep": null,
"sha256": "21f421c07dd47fc45a7e908abf3e2d9c687bal94af32a
"shab512": "8053b0d68154b2bd4681abc1509736b480b197030ac
"md5": "cd51605ce8f0ca9abb536¢cfad85cdf3b”
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B —~IAB (strings)

"strings": |
"IThis program cannot be run in DOS mode.",
"".rdata",
"@.data",
"t@Jt0Jt¥u001fJt",
"1)9>t%G",
"Ht5Ht'HHLt",
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"network": {
"udp": [
{
"dport": 53,
"src": "111.22.33.251",
"dst": "111.22.33.1",

"sport": 1054
}1
"http": [
{
"body": ",

"uri”; "http /XXX XKXXXXEX XXX XXX XXX XXX XKXXXXXX
"user-agent": "Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)",
"method": "GET",

"NOST": “XXXXXXXXKXXXXXKXXXXXXXXXXXXXK,

"version": "1.1",




I oo
\

FFR yarai analyzer Professional
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analyzed info 774/ \wPa(SHAL). I7MILA. T7AINHAX

filetrace BRAETEHEOI7AILT IERARMESR
regtrace BRAERTRHOL AN T IERAA N MEH
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"files": [

{
"analyze name":"2014-04-21-11-10-18-423 16.bin",
"hash":"00f90de58d285d11c24bd184688e61c5bed7all7",
"path":"C:¥¥YaraiAnalyzerPro¥¥Scan¥¥00F90DE58D285D11C24B

D184688E61C5BED7A117.bin",

"size":"851984"

1,

"Is_timeout":true
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"action": 4,

"file_path": "C:¥¥ProgramData¥¥Microsoft¥¥RAC¥¥
PublishedData¥¥RacWmiDatabase.sdf",

"file_type": 4294967295,

"Irp_flag": 0,

"mode": 0,

"new_file_path": ",

"pid": 556,

"process_path": "C:¥¥Windows¥¥System32¥¥taskhost.exe",

"time"; "17:54:03:171°
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"data": "130425223865760000",

"data_length": 8,

"data_type": 4,

"Is_new_entry": false,

"key": "¥¥REGISTRY¥¥MACHINE¥¥SOFTWARE¥¥Microsoft
¥¥SOQMClient¥¥Windows",

"name": "WSgmConsLastRunTime",

"old_data": "130341348013210000",

"old_data_length": 8,

"old_type": 11,

"ope_type": 8,

"process_id": 1464,

"process_path": "¥¥Device¥¥HarddiskVolumel¥¥Windows

¥¥System32¥¥wsgmcons.exe",

“record_type": 0,

“thread_id": 1712,

"type": 11
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{
"PID": 2408,
"datal": “xxx.xxx.219.174",
"data2": "80",

"program": "2014-04-21-11-10-18-423 16.bin",
"protocol": "TCP_CONNECT",
"time": "2014-04-21 11:53:12"
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B#FENRT—4~IEHE (api_logs)

{
"PID": 2408,

"TID": 2412,
"api": "RegOpenKeyExW",
"args": [
{
"data": 2147483650,
"name": "Registry@1",
"type": "HANDLE"
}’ ]a
"category": "Registry",
"lasterr": 0,
"retaddr": 20809188,
"retval": O,
"timel": "2014/04/21",
"time2": "11:53:06.296“
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