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D3M URLZ%X pcap 1 X
2010 554 130 MB
2011 283 33 MB
2012 158 29 MB
2013 46 14 MB
2014 56 11 MB
2015 299 300 MB
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« Malware Traffic Analysis
— http://www.malware-traffic-analysis.net/
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« M[EJURLY X MEERK/Webi[o

— [NDSS’16] Cache, Trigger, Impersonate: Enabling Context-
Sensitive Honeyclient Analysis On-the-Wire

« USAL T D

— [Security’15] WebWitness: Investigating, Categorizing,
and Mitigating Malware Download Paths

« Exploit kit / JavaScript f#4f
— [CODASPY’14] Webwinnow: Leveraging Exploit Kit
Workflows to Detect Malicious URLs
— [DIMVA'14] PExy: The Other Side of Exploit Kits

— [NDSS’15] EKHunter: A Counter-Offensive Toolkit for
Exploit Kit Infiltration

— [CODASPY’16] Detecting Malicious Exploit Kits using Tree-
ased Similarity Searches

— [DSN’16] Kizzle: A Signature Compiler for Detecting
Exploit Kits
@ N TT Copyright©2016 NTT corp. All Rights Reserved. 1 O



HNODI(C

o [FRFIEASAM > T —HURE > EREREF] D

MFREFET A D)ILZIERL. B/ (-

= (X4,

-

MWS T(IRLZIRT—F 7w RSN TOS N

=B1IRBDFEIDIZHIC MWS £SIFEBDEHEI DT .
T—AtY MER SR DO RN E W ZITE TV

~

J




