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— Round1: 399
— Round2: 205
— Round3: 96
— Round4: 55

* 20 papers accepted without discussion
e 76 papers discussed and 35 papers were accepted
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* Distinguished Practical Paper Award

— Security Analysis of Emerging Smart Home
Applications

* Distinguished Student Paper Award

— Verifiable ASICs

— pASSWORD tYPOS & How to Correct Them
Securely

* Distinguished Paper Award
— A2: Analog Malicious Hardware
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1. pASSWORD tYPOS and How to Correct Them
Securely

2. SoK: (State of) The Art of War: Offensive
Techniques in Binary Analysis

3. Users Really Do Plug in USB Drives They Find

4. Sending out an SMS: Characterizing the
Security of the SMS Ecosystem with Public
Gateways
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A2: Analog Malicious Hardware

Helping Johnny to Analyze Malware: A Usability-Optimized Decompiler and Malware Analysis
User Study

You Get Where You're Looking For: The Impact Of Information Sources On Code Security

Following Devil's Footprints: Cross-Platform Analysis of Potentially Harmful Libraries on
Android and iOS

Inferring User Routes and Locations using Zero-Permission Mobile Sensors

No Pardon for the Interruption: New Inference Attacks on Android Through Interrupt Timing
Analysis

SoK: Lessons Learned From Android Security Research For Appified Software Platforms

Algorithmic Transparency via Quantitative Input Influence: Theory and Experiments with
Learning Systems

Domain-Z: 28 Registrations Later

Seeking Nonsense, Looking for Trouble: Efficient Promotional-Infection Detection through
Semantic Inconsistency Search

Cloak of Visibility: Detecting When Machines Browse a Different Web



pASSWORD tYPOS and How to
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SoK: (State of) The Art of War: Offensive
Techniques in Binary Analysis
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Users Really Do Plug in USB Drives
They Find

The A Register’

Biting the hand that feeds IT

a« DATA CENTRE SOFTWARE NETWORKS SECURITY INFRASTRUCTURE DEVOPS BUSINESS HARDWARE

Security

Half of people plug in USB drives they find in the
parking lot
Why do we even bother with security software?

11 Apr 2016 at 21:09, Shaun Nichols

A new study has found that almost half the people who pick up a USB stick they happen across in a
parking lot plug said drives into their PCs.

Researchers from Google, the University of lllinois Urbana-Champaign, and the University of Michigan,
spread 297 USB drives around the Urbana-Champaign campus. They found that 48 percent of the drives
were picked up and plugged into a computer, some within minutes of being dropped.

H 88 - http://www.theregister.co.uk/2016/04/11/half plug_in_found_drives/
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(a) Unlabeled drive (b) Drive with keys

) : Final Exam
Confidential . ' Solutions '

(¢) Drive with return label  (d) Confidential drive (e) Exam solutions drive

Hi B8 : SoK: (State of) The Art of War: Offensive Techniques in Binary Analysis Y Shoshitaishvili, R Wang, C Salls, N Stephens, M Polino, A Dutcher, J Grosen, S Feng, C Hauser, C Kruegel, G Vigna
IEEE symposium on Security and Privacy (SSP) 2016.
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Hi B8 : SoK: (State of) The Art of War: Offensive Techniques in Binary Analysis Y Shoshitaishvili, R Wang, C Salls, N Stephens, M Polino, A Dutcher, J Grosen, S Feng, C Hauser, C Kruegel, G Vigna
IEEE symposium on Security and Privacy (SSP) 2016.
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1) Demographics. We asked demographic questions fror
SurveyMonkey’s question bank (e.g., age, sex, and leve
of education) [17].

2) Affiliation. We asked a participant their affiliation wit
the University of Illinois (e.g., faculty, staff, or student

3) Previous Knowledge. We asked if the participant ha
previously heard about the study. We later discarded
responses where the user had pre-existing knowledge.

4) Motivation. We asked the participant why they picked
up the flash drive and if external appearance or any other
factor affected their decision.

5) Computer Expertise and Behaviors. We asked ques-
tions from the SeBIS Survey [12] to measure the partic-
ipants’ computer and computer security behaviors and
three questions from another study [27] to measure their
computer expertise.

6) Risk Attitude. We presented questions from the
DOSPERT Survey [4], a standardized survey for mea-
suring how likely a participant is to take part in risky
behavior.

7) Internet Usage. We asked how much time the user spent

online on a weekly basis. We asked this because previous
studies have found that time spent on the Internet and
visits to certain types of websites correlate with cybercrime
victimization or malware encounters [6], [27], [32], [51],
[54].

Hi B8 : SoK: (State of) The Art of War: Offensive Techniques in Binary Analysis Y Shoshitaishvili, R Wang, C Salls, N Stephens, M Polino, A Dutcher, J Grosen, S Feng, C Hauser, C Kruegel, G Vigna

IEEE symposium on Security and Privacy (SSP) 2016.
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Category Drives Opened P
Drive Type

Confidential 29/58 (50%) 0.72

Exams 30/60 (50%) 0.71

Keys 32/60 (53%) 0.47

Return Label 17/59 (29%) 0.10

None 27/60  (45%) -
Location Type

Academic Room 25/58 (43%) 0.35

Common Room 26/60 (43%) 0.36

Hallway 24/59 (41%) 0.23

Outside 28/60 (47%) 0.58

Parking Lot 32/60 (53%) -
Location Geography

North 49/100 (49%) 0.26

South 46/97 (47%) 0.36

Main 40/100 (40%) -
Time of Day

Morning 71/149 (48%) 0.52

Afternoon 64/148  (43%) -
Day of Week

Tuesday 58/147 (39%) 0.05

Tuesday (no Return Label) 41/88 (47%) 0.57

Monday 77/150  (51%) -

Return label DX DK ERRERMNELLG ST HFEYRMDIZFEZZ Z 40D

Hi B8 : SoK: (State of) The Art of War: Offensive Techniques in Binary Analysis Y Shoshitaishvili, R Wang, C Salls, N Stephens, M Polino, A Dutcher, J Grosen, S Feng, C Hauser, C Kruegel, G Vigna
IEEE symposium on Security and Privacy (SSP) 2016.
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Sending out an SMS: Characterizing the
Security of the SMS Ecosystem with Public
Gateways

e SMS @ public gateway b —E XFoB0—)LL. SMS T—
sk Ve
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Hi#: B. Reaves, N. Scaife, D. Tian, L. Blue, P. Traynor and K. Butler, Sending out an SMS: Characterizing the Security of the SMS
Ecosystem with Public Gateways, Proceedings of the IEEE Symposium on Security and Privacy (S&P), 2016.



SMS ecosystem
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Hi#: B. Reaves, N. Scaife, D. Tian, L. Blue, P. Traynor and K. Butler, Sending out an SMS: Characterizing the Security of the SMS
Ecosystem with Public Gateways, Proceedings of the IEEE Symposium on Security and Privacy (S&P), 2016.
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(a) WeChat (b) Talk?2 (c) LINE

Hi#: B. Reaves, N. Scaife, D. Tian, L. Blue, P. Traynor and K. Butler, Sending out an SMS: Characterizing the Security of the SMS
Ecosystem with Public Gateways, Proceedings of the IEEE Symposium on Security and Privacy (S&P), 2016.
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