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- F9(d"process_handle = Oxffffffff" CIENEIN TVRAPIZIET

o OXffffffff (x647250xfffff)(k
CurrentProcessz=9/\> R

- BDITEAPIOMEH Uehd— MEA T I O A (DIEE),
process_handleh"r3JOCANI— FEALET OTA(DIRHE)

1461202528.318561:

NtCreateUserProcess((B%), thread_handle="0x0000022c",
filepath="C:¥¥WINDOWS¥¥SysWOW64¥¥explorer.exe", flags_thread=1,
pg)cess_name:"", command_line="¥"C:¥¥WINDOWS¥¥SysWOW64¥¥explorer.exe¥"",
(B%) , )=>0

1461202528.458561:

NtMapViewOfSection(section_handle="0x00000234", commit_size=0, win32_protect=64,
buffer="", base_address="0x00470000", allocat on_type=0, section_offset=0,
view_size=184320, =>0




I oo
\

BARNRERE

2. ROWTEAPIOHN5]—MEAICHZITHAPIZROIFS

- EBEULRTOTADAEINESADAPI:
WriteProcessMemory, NtWriteVirtualMemory 2&

- HEAFYMEIEZ/ER T DAPL: NtMapViewOfSection ¢

e 5Z5NTW5section handleTAPIOV &R I 2L,
HEXE)RIGBAROIEIROEUS TS

BALTOEATE
0x00470000H\R— 277 R X

1461202528.458561: 2024.1600 ilmu.exe
NtMapViewOfSection( , commit_size=0, win32_protect=64,
buffer="", base address="0x00470000", allocation_type=0, section_offset=0,

view size=184320, )=>0

JEAT I OTATE
1461202528.458561: 2024.1600 ilmu.exe 0x0059000010 N —R 7 KL R

NtMapViewOfSection( , commit_size=0, win32_protect=4,
buffer="", base address="0x00590000", allocation_type=0, section_offset=0,
view size=184320, )=>0
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—- WHALTOCANIERRENIEALYRZ R thread handlellZBBET3

— FRRALY RZVERL S BAPI:
CreateRemoteThread, NtCreateThreadExRE

- BEFEAYROIDTFANZZEE I BHAPI:
NtSetContextThread, NtQueueApcThreadii&
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s JOtREREF(C
NtSuspendThread, NtResumeThread’& R AR Ly R

460564222.529554; 224.476 94BBBC6850981D8A576A2 #5820109BE93A83D41.exe
NtCreateUserProcess((Bg)

filepath="C:¥¥WINDOWS¥¥SysWOW64¥¥explorer.exe”, flags_thread=4,
process_name="", command_line="¥"C:¥¥WINDOWS¥¥SysWOW64¥¥e\plorer.exe¥"", (),
)=>0

1460564224.029554: 224.476 94BBBC6850981D8A576A2150B20109BE93A83D41.exe
NtSetContextThread(registers={eip=6580218, @)}, y=>0
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— explorer.exe (WOW64) #c#) (NtCreateUserProcess)

- HBXEUMEE/ER (NtMapViewOfSection)

- HBEMEEETY NIRTDMTBILYREVER (NtCreateThreadEx)

explorer.exe (WOW64) {£&) (NtCreateUserProcess)
- HBXEVUMEIE/ER (NtMapViewOfSection)
- XBUEEAH (WriteProcessMemory)

- FHRALESLEE0
(NtDelayExecution—>NtSuspendThread—NtGetContextThread
—NtResumeThread—NtDelayExection—---)

- EAEEZEITHIG T L5 T7FAREE (NtSetContextThread )%,
E1THEB (NtResumeThread)

svchost.exe (WOW64) i#c#) (CreateProcessinternalW)
- HBEXEVMEIEA/ER (NtMapViewOfSection)
- APGENN (NtQueueApcThread) &, E17Hi8 (NtResumeThread)
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{ CryptAcquireContextA
{ CryptCreateHash
CryptHashData
@ RegCreateKeyExA |
GetTempPathW
~ &~
GetSystemMetrics

LdrGetDIlIHandle
CryptAcquireContextA

CryptCreateHash
CryptHashData
InternetCrackUrlA
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2DEEHKEY_CURRENT_USER¥¥SOFTWAREXHEL T ICHFERVRL A M Z4REF

“api”: “RegQueryValueExA", “regkey”:
“HKEY_CURRENT_USER¥¥SOFTWARE
“HKEY_CURRENT_USER¥¥SOFTWARE
“HKEY_CURRENT_USER¥¥SOFTWARE

m FFRI Dataset 20165 D#HA{ELockyDIZS (#)

" .,

“api” : “RegQueryValueExA”, “regkey
“HKEY_CURRENT_USER¥¥SOFTWARE

“HKEY_CURRENT_USER¥¥SOFTWARE
“HKEY_CURRENT_USER¥¥SOFTWARE

# 002f8158966ab89ef6e0c33bc79708653002af90c5f7685154813b4856169b54.json
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o AERICT I BIBIEEB)CHLT CryptHashData” (CBBD0SIBiZSD
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“api”’: “CryptCreateHash”, “algorithm_identifier”: “
“api’: “CryptHashData”, “buffer”:”

1

api”: “InternetCrackUrlA”, “regkey”:"http://XXX.XXX.XXX.XXX/

m FFRI Dataseti®{&D—1p

“api“: “CryptCreateHash”, “algorithm_identifier”: “
“api”’: “CryptHashData”, “buffer”:

1

api”: “InternetCrackUrlA”, “regkey”: “http://XXX.XXX.XXX.XXX/




