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The authors should include a note on ethics for their
honeypots. In effect, they run a compromised site that is
actively used in serving exploits to users. There are

areuments to be made on both sides: this causes harm
to users; but...
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Dismantling Megamos Crypto: Wirelessly Lockpicking -
a Vehicle Immobilizer (USENIX Security’13) —
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Technology

Car key immobiliser hack

revelations blocked by UK court BECDRIEC
® 29 July 2013  Technology «$ Share 75\@%( LiOT:

DM ?

A High Court judge has
blocked three security
researchers from

~
publishing details of how :
to crack a car ‘

immobilisation system.

IE¥REATFIEI
IELMST=7?

Megamos Crypto transponders
German car maker are built into car keys to disable
Volkswagen and French the vehicles' engine immobilisers

defence group Thales
obtained the interim ruling
@ N after arguing that the information could be used by criminals.
A
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Belmont Report (1978) 4
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°
LiXx

EMEZ/ATHRZBFOMBEMEBICEAT EIHMET1Y
— XEBFTEEE D ZE & % (National Commission for the
Protection of Human Subjects) DK TE

o ARI#EZE (Human subjects) Z ALV =HIEN TR
o LG HMEIRE]
— Respect for Persons ( AfSDE&E)
s RANBHIZCEBRRETAHALZTESE
« EERSMO BB, BYRAVT4—LaV 2k
— Beneficence (B )
o« BE/MMEREBOLHORIZHLTEELAHS L
— Justice (IEF)
e BANDFEHFELGZRYFNNFAERNFODAIELER/EFLEE, AIED
BEDOEFLE D)
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Menlo Report(2012) .
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o AVEI—F/IFERDEF)TAIZHTEHHE
REBEOHALSA2/TL—LT—D
_TFAJHESEEETRZLEIESL (DHS) AR
o PRLTHMEREA
— [Belmont Reporth H#E K]
Respect for Persons, Beneficence, and Justice

— [Menlo Report C#Er1=[Z1E 0]
Respect for Law and Public Interest
 ETES. N HEDOIRTEE

o 2 BAE {E (Responsible Disclosure) EEE{fi/ZEITFRIED
5 B 4%




CREDS (2013) / CREDSII (2014)
/ NS-Ethics (2015) 4

e CREDS (2013) / CREDS 1l (2014)
— https://www.caida.org/workshops/creds/
— |EEE S&PDHFERT—Dav T
— “ethics-by-design” H\ B 1Z
— RRANTSVTAR/ T —ARRAZITADHE
— BEHEDEthicsDER A H o D BFREE

— CREDS tool (2015)
e Cyber Risk Ethics Decision Support tool

e NS-Ethics (2015)

— http://conferences.sigcomm.org/sigcomm/2015/netet
hics.php

— ACM SIGCOMM®MDHEZRT—o 3y
— I =D&z ELT-5ERE
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e “Ethics in Security Research: Which lines should

not be crossed?” Sebastian Schrittwieser, Martin
Mulazzani and Edgar Weippl

— Do not harm humans actively

— Do not watch bad things happening

— Do not perform illegal activities to harm illegal
activities

— Do not conduct undercover research

® NTT Copyright©2017 NTT corp. All Rights Reserved.
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USENIX Security’16

Human Subjects and Ethical Considerations
Submissions that describe experiments on human subjects, that analyze data derived from human subjects (even
anonymized data), or that otherwise may put humans at risk should

1. Disclose whether the research received an approval or waiver from each of the authors' institutional ethics review
boards (IRB)—if applicable).

2. Discuss steps taken to ensure that participants and others who might have been affected by an experiment were
treated ethically and with respect.

If the submission deals with vulnerabilities (e.g., software vulnerabilities in a given program or design weaknesses in a
hardware system), the authors need to discuss in detail the steps they plan to take to address these vulnerabilities (e.g.,
by disclosing vulnerabilities to the vendors). The same applies if the submission deals with personal identifiable
information (PIl) or other kinds of sensitive data. If a paper raises significant ethical and legal concerns, it might be
rejected based on these concerns.

IEEE S&P’17

Human Subjects and Ethical Considerations
Drawn from the USENIX Security 2016 CFP
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[ Panel on Research Ethics |

at USENIX Security 2015 .4
AT P
— Michael Bailey, Erin Kenneally, Niels Provos, Stuart
Schechter

o [EthicsIZfBRED Y Reject SN 1=/ XM TFEE
ERON

o [PCIXEthicsIZBHT HFIETZEL7E0N ]
— (PCTIEELY, BID) EFRIZHIEFTZ TR S

— A= MmIEE B £ (Institutional Review Board, IRB)

RKENFoNTNSEM?
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— Belmont Report (1978)
— Menlo Report (2012)

o |E

R —o 3y T RE

— CREDS (2013), CREDSII (2014), NS-Ethics (2015)

o |E

REEETODINRILTARAYI T

— I'Panel on Research Ethics | USENIX Security (2015)

o |E

REECFPTOHARE
[Human Subjects and Ethical Considerations] USENIX Security (2016)
[Human Subjects and Ethical Considerations] IEEE S&P (2016)
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Human subjects

A

~ 7 ~N

Legal < > lllegal

. Y

Non-Human subjects
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* Your Botnet is My Botnet: Analysis of a Botnet
Takeover [ACM CCS’09]

e /Map: Fast Internet-Wide Scanning and its
Security Applications [USENIX Security’13]



r— A XAT 4: Your Botnet is My Botnet:
Analysis of a Botnet Takeover [ACM CCS’09] —
i

o« I IR— )l/'CC&C'U'—/\O)P)"f/’E%OHRU
B TRAMD O EENSEANEHRZUINE

. Data Type Data Items

POST /accounts/LoginAuth #)
Host: www.google.com Mailbox account 54,090
POST_FORM: Email 1,258,862
Email=test@gmail.com Form data 11,966,532
Passwd=test HTTP account 411,039
FTP account 12,307
. - - . POP account 415,206
LR DRELNTE-F—4{l)  SMTP accoun 100472
Windows password 1,235,122

. =3 =\ — £
° Ethmsd)nﬁnﬂﬂ IRE L= ANiFER

— - EDRETINA SR REENZLTLNS]

— [ RT—9FRIVZ [iEBITHERS (ISP, DoD, FBI) &13 17
LT3 ]
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r—RAARBT4: ZMap: Fast Internet-Wide Scanning
and its Security Applications [USENIX Security’13] ...

T
o AUA—RYMEHEERIZAT Y9 51l
e EthicsICBA9 Hi&Eim
¢« fUR—RYMIBEZLZBEZENDVIGENIEETER
e HEHIZHLTRATYVDHARSAUFIRT
« EEMNERIZEERLI-, A — oD E (BB BHEE

\

1. Coordinate closel ith local network admins to _
g y R oo nenwort adi Responses from 145 users Eatity Type

reduce risks and handle inquiries.

2. Verify that scans will not overwhelm the local net- Small Business
work or upstream provider. Blacklisted 91 entities Home User 38
3. Signal the benign nature of the scans in web pages ;
and DNS entries of the source addresses. (3.7 M total addresses) Corporation 17
4. Clearly explain the purpose and scope of the scans Academic Institution 22
in all communications.
5. Provide a simple means of opting out, and honor 15 hostile responses Eorsmen: L
requests promptly. ISP 2
6. Conduct scans no larger or more frequent than is ] i
necessary for research objectives. 2 cases of retaliatory traffic Unknown 10

7. Spread scan traffic over time or source addresses m

when feasible.
» - a1 — . \V2 l\fé,‘:
2E0LDHARSA> T oDk
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e HAN—TX 1 TAHEFIZEWNThTHY
TJ7L 2 AMD—DT&H5H USENIX Security D &
X il&E
— EthicsIZB 4 B iR A H
— EthicsBi4h B X AL/EE i & A R b

Ethical Considerations: We took careful protections to . . .
ensure that our live data collection did not breach users’ @ Ethical Discussion

anonymity. In particular, we captured only buffered

Human subjects and ethics. Our study was approved

7 Discussion and Ethical Considerations by the human subjects review boards (IRBs) of our insti-
tutions before any research activities began. We obtained

'0ur work received approval from our local IRB review board.
® NTT Copyright©2017 NTT corp. All Rights Reserved. 18
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USENIX SecurityD 18 54 8] (2012-2016) THERIN
T"= j{ é2932|:§nﬂ7k
> 146 TEthicsD B H 75\&)97‘—

EthicsDiERM B

14
12
10

B I B

2012 2013 2014 2015 2016

oON B O
|

X F—"J—F (ethics/ethical/IRBF) R— XA TKEM
@NTT [ZHIHB L= EELME T EEEH Y
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« YRY/FEEDIAFA—)L
— F-EHEIERELLZN
- JRIDmwx/IME

o Flix
— RANTSUTAADHE
— N TE

« TDith
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Bkl FIE/RBDERS

o [H—ERFTHEAHMDAKEE] We directly contacted Twitter to
receive permission to conduct our study [1]
o [A—H (#RE&E) DEIE] We obtained informed written or

verbal consent from all participants, both to participate in
the study as well as to have the interviews audio recorded.

[2]

e [

1]

St

i E B S AEE] The studies have received an

approval from our institutional ethics review board. [3]

o [(4514%)] Our Universities do not have an IRB, but the study

conformed to the strict data protection law of Germany and
informed consent was gathered from all participants [4]

e [(f514%)] We worked with the director of UC San Diego’ s
Human Research Protections Program, who certified our

© Ni‘tludy as exempt from IRB review. [5]

Copyright©2017 NTT corp. All Rights Reserved.
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e [EE41t] We took careful protections to ensure that our live
data collection did not breach users’ anonymity. [6]

o [(RUL—-HARSADAEHL] All telemetry data is subject
to strict privacy policies and participants can opt out by
changing their settings [7]

o RS —-HARSAL2 DZEHL] We followed the guidelines for
ethical scanning behavior outlined by Durumeric et al. [8]

e [Responsible disclosure] We reported all the attacks
discussed below to the software vendors affected in the last

week of August 2013. [9]

® NTT Copyright©2017 NTT corp. All Rights Reserved.
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e [IJRYDux/IME] Following the ethical hacking

practice, we immediately removed the app from App
Store [10]

o [FTT=THMEITRELLILV] We use the passwords
alone, excluding usernames and email addresses. [11]

o [FhT-THMEIXFEELLL] This data is already
broadly available [12]
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Imnovative AED by NTT

o [HFZEHE] We followed the ethical practice and
never utilized the leaked passwords for reasons other
than understanding the overall statistical observation
of passwords [13]

e [Human subjectTIE7ELY] This work is not considered
human subjects research [7]

® NTT Copyright©2017 NTT corp. All Rights Reserved.
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e [1] Trafficking Fraudulent Accounts: The Role of the Underground Market in Twitter Spam and
Abuse, USENIX Security 2013

e [2] Investigating the Computer Security Practices and Needs of Journalists, USNEIX Security
2015

e [3] Privacy in Epigenetics: Temporal Linkability of MicroRNA Expression Profiles, USNEIX Security
2016

e [4] An Empirical Study of Textual Key—Fingerprint Representations, USENIX Security 2016
e [5] Measuring the practical impact of DNSSEC Deployment, USNEIX Security 2013

e [6] Never Been KIST: Tor’ s Congestion Management Blossoms with Kernel-Informed Socket
Transport, USENIX Security 2014

e [7] Alice in Warningland: A Large—Scale Field Study of Browser Security Warning Effectiveness,
USENIX Security 2013

e [8] You’ ve Got Vulnerability: Exploring Effective Vulnerability Notifications, USENIX Security 2016

e [9] The Emperor’ s New Password Manager: Security Analysis of Web—based Password Managers,
USENIX Security 2014

e [10] Jekyll on iOS: When Benign Apps Become Evil, USENIX Security 2013

e [11] How Does Your Password Measure Up? The Effect of Strength Meters on Password Creation,
USENIX Security 2012

e [12] Pharmaleaks: Understanding the Business of Online Pharmaceutical Affiliate Programs,
USENIX Security 2012

e [13] A Large—Scale Empirical Analysis of Chinese Web Passwords, USENIX Security 2014

® NTT Copyright©2017 NTT corp. All Rights Reserved.



Questions and Answers
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e QL: HOHPTIEXE D KS7EEthicsDaA 4
AMBHEDMN?
— Belmont ReportzHA{/ (—’|23\=l')7_'4':?IE§ELT:
Menlo Report|ZJR B A iR E

— ShIZHEEGER/ B RSP D&
CREDS/CREDSII/NS-ethics’i & 0)::.:%’6 =i

e Q2: EMDXOIZEthicsFizimL .. EEFINIEIE
L\ ?

—~ ;T hoT7L ADREIRABREHNSERS
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e Rl MEMEZESZFHHOTULHMZRMERIE 2 Y
AN—tEX 1T DBEEHNHEN ?

— BFICERIZBVWTIEERESN ST —RAHNDIE0
- %“%éhfl,\f'fﬁ’“f% HA/N\—EFXa)TAITHRIE

ELPAA
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o ERRE2: H— DM RHEBHEthicsD IR Z=ZFFRL. #

%T%@li%ﬁu,\
—- BERGKRE/AEEETEULEY ., RIRN+ 2 IEBEIN

7;[,\

\l

I—

s RE: FE/MMRIZ2 =T, TDEMZ . EthicsIZBET
HYIETITTERATE R ?

— A1 MEGEEESR. ..
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