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"info": {
"route”: "none",
"package": "",
"ended": 1493813568.183504,
"version": "2.0.1",
"custom": "",

"machine": {
"status": "stopped",
"manager": "VirtualBox",
"started on": "2017-05-03 12:10:59",
"name": "cuckool",
"label": "guest",
"shutdown_on": "2017-05-03 12:12:47"
}s
"added": 1493811716.636417,
"category": "file",
"score": 7.4,
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"virustotal”: {
"scan_id": "©381289278306e3c27238d525e44¢13166c8d7bcd706890...

"tags": [
"nsis",
"peexe",
"overlay"

1

"resource”: "0381289278306e3c27238d525e44¢c13166c8d7bcd706809...
"ssdeep”: "6144:un/L+D97+9010rv2ZInI+pjOu/Smp5LBfdjB3XUxOXz...
"additional info": {
"trid": "NSIS - Nullsoft Scriptable Install System (94...
"f-prot-unpacker": "NSIS",
"imports": {
"USER32": [
"CharPrevA",
"GetMessagePos",
"EndPaint"”,
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"scans": {
"Tencent": {
"version": "1.0.0.1",

"detected": true,
"result”: "Win32.Trojan.Zerber.Anfq",
"update": "20170215"

}s
"AVware": {
"version": "1.5.0.42",
"detected": true,
"result”: "Trojan.Win32.Generic!BT",
"update”: "20170215"
}s
"Emsisoft": {

"version": "4.0.0.834",
"detected": true,
"result”: "Trojan.GenericKD.4308690 (B)",
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"static": {
"keys": [],
"pe_resources": [
{
"offset": "Ox0002e238",
"filetype": "data",
"language": "LANG_ENGLISH",
"name": "RT_BITMAP",
"size": "Ox00000368",
"sublanguage"”: "SUBLANG_ENGLISH_ US"
}s
{
"offset": "Ox0002e5a0",
"filetype": "data",
"language": "LANG_ENGLISH",
"name": "RT_ICON",
"size": "Ox000002e8",
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"pe_sections": [

{
"virtual size": "0x000061c2",
"name": ".text",
"virtual address”: "©x00001000",
"entropy"”: 6.433093603961752,
"size of _data": "0x00006200"

}s

{
"virtual size": "©Ox0000121e",
"name": ".rdata",
"virtual address”: "©x00008000",
"entropy": 4.986436199642432,
"size of_data": "©x00001400"

}s

{
"virtual size": "0x0001bc38",
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"dropped"”: [
{

"shal": "c9d10f6bc29c5138eb4497b085a45b22ccO5eeab”,
"sha256": "cf6efc2b798912868c223d6b63b5781163416331418c...
"sha512": "fed807c147f7c73a0fc791604907d26d5cata35a49e5...
"name": "cf6efc2b7989f286 zcbrmgmkks.9212",
"size": 17873,
"filepath": "c:¥¥tmp8t2cjf¥¥lib¥¥api¥¥zcbrmgmkks.9212",
"path": "/home/john/.cuckoo/storage/analyses/103/files/..
"crc32": "(C893B883",
‘yara®: [],
"urls": [

"http://www.cuckoosandbox.org"
I,
"type": "data",
"md5": "716100f52756526fcOcf15db1085f9%aa",
"ssdeep"”: null,
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"behavior": {
"apistats": {
"3540": {

"RegQueryValueExA": 1,
"GetNativeSystemInfo": 1,
"NtClose": 197,
"GetFileSizeEx": 12,
"NtGetContextThread": 1,
"LoadStringW": 1,
"CoUninitialize": 16,
"GetFileSize": 2,
"NtQueryValueKey": 7,
"NtOpenKey": 28,
"SetFileTime": 2,
"FindResourceExW": 2,
"CreateDirectoryW": 12,
"RtlDecompressBuffer": 1,
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"processtree": [

{

"children": [],

"process _name": "lsass.exe",

"command_line": "C:¥¥Windows¥¥system32¥¥lsass.exe",

"track": false,

"pid": 492,

"ppid": 376,

"first seen": 1493811724.752586
b
{

"children": [

{
"children": [
{

"children": [],
"process_name": "mshta.exe",
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"summary": {

"regkey deleted": [
"HKEY_CURRENT_USER¥¥Software¥¥Microsoft¥¥Windows¥¥C..
"HKEY_LOCAL_MACHINE¥¥SOFTWARE¥¥Microsoft¥¥Windows¥¥..
"HKEY_LOCAL_MACHINE¥¥SOFTWARE¥¥Microsoft¥¥Windows¥¥..
"HKEY_CURRENT_USER¥¥Software¥¥Microsoft¥¥Windows¥¥C..

1,

"file opened": [
"C:¥¥Users¥¥Smith¥¥AppData¥¥lLocal¥¥Microsoft¥¥Windo..
"Cc:¥¥tmp8t2cjf¥¥lib¥¥core¥¥",
"c:¥¥Users¥¥Public¥¥documents¥¥",
"c:¥¥tmp8t2cjf¥¥modules¥¥packages¥¥pub.py",
"C:¥¥Users¥¥Smith¥¥AppData¥¥Roaming¥¥Microsoft¥¥Win..
"Ci¥y",

"C:¥¥Users¥¥Smith¥¥AppData¥¥Roaming¥¥Microsoft¥¥Win..

"c:¥¥PerflLogs¥¥",

"c:¥¥Users¥¥Smith¥¥Desktop¥¥gndikchadqggijpza.ppt”,
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"calls": [
{

"tid": 3544,

"status": 1,

"time": 1493811728.057385,
"return_value": 32775,
"category": "system",
"stacktrace": [],
"arguments": {

"mode": 32769
}s
"flags": {
"mode": "SEM FAILCRITICALERRORS|SEM NOOPENFILEE..
}s
"api": "SetErrorMode"
}s
{
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"target": {
"file": {
"shal": "27f6b7c6ef8claefe3eb9e0792e3008d5d535¢c30",
"ssdeep”: null,
"sha512": "04813bb0d21b82ff0f92b9%e0B13aade61clf6c408591bes3e..
"name": "0381289278306e3c27238d525e44c13166c8d7bcd706890c44...
"size": 296373,
"sha256": "0381289278306e3c27238d525e44¢c13166c8d7bcd706890cC...
"path": "/home/john/.cuckoo/storage/binaries/0381289278306e..
"crc32": "512BODAF",
‘yara": [],
"urls": [

"http://nsis.sf.net/NSIS Error"

1
"md5": "ec96d9fea732cec91dfd9beabeab3bd9”,

"type": "PE32 executable (GUI) Intel 80386, for MS Wind..
}s
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"strings": [
"1This program cannot be run in DOS mode.",
"iRichu",
" .rdata",
"@.data",
".ndata",
" s4951[B",
"Instu ",
"softulW",
"NulluN",
"j@vh" [B",
"D$,SPS",
"D$$+D3%",
"D$,+D$$P",
"PPPPPP",
"@PWSh(",
"<¥ueel1lfv¥"PhX",




FFRI
B —~IAB (strings) o

"network": {

"smtp": [],
"http": [],
"icmp": [
{
"dst": "192.168.56.111",
"type": 3,
"src": "149.202.255.113",
"data": ""
}s
{
"dst": "192.168.56.111",
"type": 3,
"src": "149.202.255.19",
"data": ""
}s
{
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