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IoTPOT: Analysing the Rise of IoT Compromises

. - 1 -1l - . 1 1
An Internet-Wide View of Internet-Wide Scanning Yin Minn Pa Pa™, Shogo Sl_Jzu.kl s Kalf;unan‘Yf)sluoka s 'I;sautomu Matsumoto™,
Takahiro Kasama'", Christian Rossow

" Gradi ) and Information Sciences/Institute of Advanced Sciences
Zakir Durumeric Michael Bailey 1. Alex Halderman N D S S -l 4 ima National University, Japan

University of Michigan University of Michigan University of Michigal
e ey @umich.cdu jhalderm@umich.cdu . . L.
Amplification Hell: Revisiting

SIGCOMM™14 Abstract Network Protocols for DDoS Abuse

Estimating Internet Address Space Usage througl we analyzs

‘We show tf
o Measurements vices have Christian Rossow
of tion, we prq VU University Amsterdam, The Netherlands

Harct Ciirt7 Inctitute for IT-Security, Ruhr University Bochum, Germany

Alberto Dainotti, Michael Kallitsis Eduard Glal2ttracts and| {firstname.lastname } @rub.de
Karyn Benson, ) Xenofontas ’
* Network, Inc. Dlmltropqu los Abstract— I M C -I 5 iervice (DRDoS) In distributed reflective denial-of-service (DRDoS) attacks,
":’,E'é‘)':,l;l ég:tnégﬁA z ‘Er']l' "ézl};ch d attacks, adve wvers (e.g., open  an adversary aims to cxhaust the victim’s bandwidth. He
3 NDSS'17 [ -5
La.
{alber

|
{eglatz fontas}@tik.ee.ethz.ch These servers)

and — unknow} - - -
launched DRDY Leveraging Internet Background Radiation for
ABSTRACT Internet-scale Probing of CPS: Inference, Characterization ay suu%us DN, Opportunistic Network Analysis
ne challenge in une simlar or worj
e Y
ally used. Address Karyn Benson-i, Alberto Dainottit, ke claffyt, Alex C. Snoeren-, Michael Kallitsis*

tive!
th

n HN=DYy N TF—H%&E-> 25w
HEEFESEOSOTEIHAERINTVEXT E

pape exploils passi nonitormg and analysis ol a mMesc sy HAave Decn undergoimng 1arst=Starc T ansTOTTITa™
newly deplo; network telescope TP address space in a first tions with the infusion of new “smart” cyber-based tech-

ENE— Sticaipt ever ko build broad notions of real CPS maliciousness.  nologies o improve their efficiency and reliability. These E 7
N I Information an‘; Specifically, we approach this problem by inferring, investigating,  {ransitions are being driven by continual advances and cost- N l E E
‘ ' o 3 Soing ond ina 1 1 : ivitine thot PO N k . PR ‘ I y

Technology

Network Incident analysis Center for Tactical Emergency Response



NONSTOP-> T?

o NICTHEFOH A N—tx 2V T s IEH%E
ZL2ICTFALTHE ScHDIRIE

T 74 ILDAEH e .
(WebDAV) W  NONSTOP
 F—IRE
VAN
B VMEIFON/OFF, e— o
o R J 7_I\’%5REE% i, @% E i Database |

(HTTP) | | | |

<€ > vz | i S |

L R—%IL = i

i Web Server ! i i

i | \ ' MySQL ¢
Y

, . . PCAP File

F—51ty MHIRZHE R T - Server
NONSTOPFIFIRELHE  [VYE TGN EvvENE ha  € = |
T > e | O

Network Incident analysis Center for Tactical Emergency Response


mailto:kasama@nict.go.jp

NicCTER Darknet fIFEEE

nN w01 OO N

B m MWS
. I mCSS

2013 2014 2015 2016

XMWSDT—5 &y b8 E U TIFOH

Network Incident analysis Center for Tactical Emergency Response



NicTER Dataset F& o

0 SEERMKITBITF—YII2TES :
>9 TJRXYNNTZTaw D
> AINLAX—=)LT7—%

e F—4~1tw FMEINONSTOP LTI :
> T—H TV EATEBZVMREZ I —SEICHAE
> M EREIENICTE R (kasama@nict.go.jp) X T

@ X whk:
> U7 ILY A LD DA RIBE O T —4 v MEM
>SN TWEWET—Y O TARIZER

® TE(TIE)VFENES (VT )ERGIFIULEFDTET
> BIBRI B ARG EHFL TOET |

ttttttttttttttttttt
nnnnnnnnnnnnnn
uuuuuuuuuuuuuu
nnnnnnnnnn

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee



	スライド番号 1
	Darknet → Dataset
	ダブルバウンスメールとは？
	ダークネット観測とは？
	よくある誤解（その１）
	よくある誤解（その２）
	よくある誤解（その３）
	NONSTOPって？
	NICTER Darknet 利用実績
	NICTER Dataset まとめ

