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Abstract. lTo cope with the ever-increasing volume of malware sam-
ples, automated program analysis techniques are inevitable, Malware
sandboxes in particular have become the de facto standard to extract
a program’s behavior. However, the strong need to automate program
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It is cool to see that the system also evaluated three security appliances with
SandPrint and showed that these systems are even easier to identify compared to
public sandboxes. However, this part definitely has ethical considerations as these
findings might result in financial implications to these companies.
Definitely, these names should be anonymized in the final version of the paper as
promised in section 7.

- Circulating copies of this paper is insufficient to meet the authors obligations to
responsible disclosure; the authors are creating new attack techniques and they
should notify the malware analysis providers or seek help in doing so if they are

unable to do this alone.
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7.1 Ethical Considerations

Our research may seem offensive in the sense that we reveal fingerprints of mal-
ware sandboxes that adversaries can use to evade them. Note, however, that the
information we presented can be gathered by any other person reproducing our
(conceptually simple) fingerprinting method. We thus consider the information
shown in this paper as public knowledge. Still, we present data only in aggregated

form and refrain from revealing any internals-ef narticnlar candhaovac

Using our insights, sandbox operators can
ysis systems. For example, we have shown th
features that are inherent to the snapshot o
be possible to find artifacts that can identif
nificantly harder to build a classifier that wo
more people randomize characteristics. We h
ticularly characteristic of sandboxes, giving
to significantly improve the stealthiness of th

7.2 Responsible Disclosure

Organizations developing sandboxes and/or a
by our research results and we thus consider
responsible disclosure process. To notify these

channels (e.g., using generic email addresses like info@organization.com or
email addresses found in the WHOIS database for the organization’s website do-
main). If we did not hear back from the organization after 4 weeks, we contacted
the national CERT(s) that are in the same country as the affected organization
in order to notify the party via the CERT as trusted intermediary.

We handed to each organization an executive summary of our research results
as well as a full description of our research methodology (i.e., a copy of this
paper in the pre-print version). We made sure to highlight the implications of
our work with respect to future operations of the sandbox and/or appliance.
We also specified our contact details of both research institutions, including
physical address, phone number, and the email address of a representative for the
research activities. We allowed the organizations to download the latest version of
SANDPRINT and its source code. Such auxiliary data is helpful to build protection
mechanisms against sandbox-evasive programs similar to SANDPRINT. We also
remove all organizations’ names when referring to individual sandboxes/services.

T

90 days prior to the publishing date of this pa

and including hints on how to protect against potentlal adversaries in the fu-
ture. We used direct contacts whenever possible and available. Alternatively, we
resorted to contact details stated on the organization’s websites, notably includ-
ing Web-based contact forms. If we did not receive a response after 2 weeks, we
retried to contact the organization, if possible using alternative communication
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