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Sony vs. GeoHot <

Innovetive RED by NTT

Sony Settles with GeoHot in PS3 Hacking Lawsuit

By Evan Narcisse = April 11, 2011

C+ svare J1 ¥ weet JRllin sior- RECEOETPS

The lawsuit that called down the wrath of Internet bogeymen Anonymous will

go no further, as Sony Computer Entertainment America announced today = Email = Print
that they’d reached a settlement with hacker George Hotz. + Share
(More on TIME.com: Playstation vs. Anonymous: Rogue Hacker W Follow @techland

Collective Targets Sony’s Networks, Execs)

Hotz’s hacking unlocked the PlayStation 3’s super-secret root keys earlier this year, allowing users to install
unauthorized software on the device. Sony maintained that Hotz’s posting of the hack on his website violated

federal law and opened the door to PS3 piracy. For his part, Hotz held that he didn’t do anything wrong.

Sony issued a press release this morning, stating among other things that

http://techland.time.com/2011/04/11/sony-
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Dismantling Megamos Crypto: Wirelessly Lockpicking -
a Vehicle Immobilizer [USENIX Security’13] —
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Car key immobiliser hack
revelations blocked by UK court

® 29 July 2013  Technology «$ Share

— v\.
"

Megamos Crypto transponders

A High Court judge has
blocked three security
researchers from
publishing details of how
to crack a car
immobilisation system.

German car maker

are built into car keys to disable
Volkswagen and French the vehicles' engine immobilisers

defence group Thales
obtained the interim ruling
after arguing that the information could be used by criminals.

@ NTT http://www.bbc.com/news/technology-23487928
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/Map: Fast Internet-Wide Scanning and its Security
Applications [USENIX Security’13] -
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reduce risks and handle inquiries.

1. Coordinate closel ith local network admins to
' y work A Responses from 145 users Eatity Type
41

2. Verify that scans will not overwhelm the local net- Small Business
work or upstream provider. Blacklisted 91 entities Home User 38
3. Signal the benign nature of the scans in web pages ;
and DNS entries of the source addresses. (3.7 M total addresses) Corporation 17
4. Clearly explain the purpose and scope of the scans Academic Institution 22
in all communications.
5. Provide a simple means of opting out, and honor 15 hostile responses Eorsmen: L
requests promptly. ISP 2
6. Conduct scans no larger or more frequent than is
necessary for research objectives. 2 cases of retaliatory traffic Unknown 10

7. Spread scan traffic over time or source addresses m

when feasible.
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— Belmont Report (1978): £ i EEMIBAZ X R
— Menlo Report (2012): YA /\—tF 21 FT«I1ZHL5R
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- EffD0—0LavTRE
— CREDS (2013), CREDSII (2014), NS-Ethics (2015)
« ERRETODN\RILTARADYaY
— ['Panel on Research Ethics] USENIX Security (2015)
- Eff=ZECFPTOHAEL
— ['Human Subjects and Ethical Considerations| USENIX Security (2013-)
— ['Human Subjects and Ethical Considerations| IEEE S&P (2017)
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e No disclosure
— NDA (Non-Disclosure Agreement, SFIAZE X2 MG SN TLVNSIHEE
e Private disclosure

- RUANBEEQTAF IS ISE’E%ELTJ@-AIM B & Xt L{E
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e Coordinated (vulnerability) disclosure
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o [H—ERFTHEAHMDAKEE] We directly contacted Twitter to
receive permission to conduct our study [1]
o [A—H (#RE&E) DEIE] We obtained informed written or

verbal consent from all participants, both to participate in
the study as well as to have the interviews audio recorded.

[2]

e [

1]

St

i E B S AEE] The studies have received an

approval from our institutional ethics review board. [3]

o [(4514%)] Our Universities do not have an IRB, but the study

conformed to the strict data protection law of Germany and
informed consent was gathered from all participants [4]

e [(f514%)] We worked with the director of UC San Diego’ s
Human Research Protections Program, who certified our

© Ni‘tludy as exempt from IRB review. [5]

Copyright©2017 NTT corp. All Rights Reserved.
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e [EE41t] We took careful protections to ensure that our live
data collection did not breach users’ anonymity. [6]

o [(RUL—-HARSADAEHL] All telemetry data is subject
to strict privacy policies and participants can opt out by
changing their settings [7]

o RS —-HARSAL2 DZEHL] We followed the guidelines for
ethical scanning behavior outlined by Durumeric et al. [8]

e [Responsible disclosure] We reported all the attacks
discussed below to the software vendors affected in the last

week of August 2013. [9]

® NTT Copyright©2017 NTT corp. All Rights Reserved.
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e [IJRYDux/IME] Following the ethical hacking

practice, we immediately removed the app from App
Store [10]

o [FTT=THMEITRELLILV] We use the passwords
alone, excluding usernames and email addresses. [11]

o [FhT-THMEIXFEELLL] This data is already
broadly available [12]
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o [HFZEHE] We followed the ethical practice and
never utilized the leaked passwords for reasons other
than understanding the overall statistical observation
of passwords [13]

e [Human subjectTIE7ELY] This work is not considered
human subjects research [7]
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e [1] Trafficking Fraudulent Accounts: The Role of the Underground Market in Twitter Spam and
Abuse, USENIX Security 2013

e [2] Investigating the Computer Security Practices and Needs of Journalists, USNEIX Security
2015

e [3] Privacy in Epigenetics: Temporal Linkability of MicroRNA Expression Profiles, USNEIX Security
2016

e [4] An Empirical Study of Textual Key—Fingerprint Representations, USENIX Security 2016
e [5] Measuring the practical impact of DNSSEC Deployment, USNEIX Security 2013

e [6] Never Been KIST: Tor’ s Congestion Management Blossoms with Kernel-Informed Socket
Transport, USENIX Security 2014

e [7] Alice in Warningland: A Large—Scale Field Study of Browser Security Warning Effectiveness,
USENIX Security 2013

e [8] You’ ve Got Vulnerability: Exploring Effective Vulnerability Notifications, USENIX Security 2016

e [9] The Emperor’ s New Password Manager: Security Analysis of Web—based Password Managers,
USENIX Security 2014

e [10] Jekyll on iOS: When Benign Apps Become Evil, USENIX Security 2013

e [11] How Does Your Password Measure Up? The Effect of Strength Meters on Password Creation,
USENIX Security 2012

e [12] Pharmaleaks: Understanding the Business of Online Pharmaceutical Affiliate Programs,
USENIX Security 2012

e [13] A Large—Scale Empirical Analysis of Chinese Web Passwords, USENIX Security 2014
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e ACM: Code of Ethics and Professional Conduct (1992)
— http://ethics.acm.org/code-of-ethics

o [FEHRNEZFR: ME

IO

21 78 (1996)

— http://www.ipsj.or.jp/ipsjcode.html

« EFIFHBEEFR: 1TEIFEET (2011)

— http://www.ieice.org/jpn/about/code2.html
 |EEE: |IEEE Policies 7.8 Code of Ethics

— https://www.ieee.org/about/corporate/governance/p7-

8.html

* Honeynet Project: Code of Conduct (2012)

— https://www.honeynet.org/codeofconduct

®) NTT

Copyright©2017 NTT corp. All Rights Reserved.



AR (ZTD1) \._

Imnovative AED by NTT

o« T—RABTADIEHLEIT EHMBEE O=HIC
— AR /a2 RAD B
* Menlo report, RIEMMIBE, KITHED FiE/MEE
— EERICIE- - DEE
« BEDOMIEICHUTIEIHTEREL. GIBMI-LHBATESN?
— Responsible disclosure M E %
e FESSMEDEREFINEIIHEIL SN TLVAS (IPA, JPCERT/CC)
e “HES5E" EETIEVAGEWNSOEHMIESA (L ?
— FvD)ANI—IL
« EZIROIEETHE
o {5l : CREDS tool Z XY EFHICLI=d D% &
- MMREFH DI

® NTT Copyright©2017 NTT corp. All Rights Reserved.



REE(ZTD2)

%3

Imnovative AED by NTT

FHTR/MEAD A/ ECFTTRYRELY

aA\VA{ A
— RO AR TEH(C ‘f‘??l%’&?’é@’@(i@ﬂ

Bt .

MOYTNCEEFEL, HRERBTEENE

ERR TETULVEWD ED LI 5EREITOS

R/ =RBEZE EI’JL'L,’C T/ R E

2

— 5l THESS R RICE LT, PR RZEAEHFTLIZL

Ay, F,

IR KO THETAREIESNTIND )

Copyright©2017 NTT corp. All Rights Reserved.



Al (TD3)

Imnovative AED by NTT

o FPHIREEZERMNWINRWInIZHEAIZIEX?
~TRZLGLMHINSIEEL 1TlE, MEEICRHINTELL

—INYN—HT7L I ATIEL,

=E=20)) R }EIJI-:II

MD1=8 . responsible disclosure% & *ﬁbf’%%%

. (

H

FREBDEFNENOTLS R ZFHERLZLY)

-MRE L EXR QEBEEREEEITHICIE?

o« RUA—[Z+ 7 “FH” &
HH?

o JI

BT EAE” NEZ 5 TLY

RENT—HTFIURE:

ETRL TSI ?

o« INTINYUT4TATSLIESELLSTULNS—1

®) NTT

Copyright©2017 NTT corp. All Rights Reserved.



R (T D4)

Imnovative AED by NTT

o FHIBTREETRIIC SRR Z D TLWT=®HIC
— T+l /N EBIL. BE—OMETIXEELLY
« BRHOLERGHFTHEER (T AT 5E
— fAE T TSR EFL LY
« FLERTBNISESHDIZE?

— CSEC, ICSS, SPT, MWS, SCIS, ...
— F1INEFER
c EERFAETAATERTDICIE?
— grace period %2 responsible disclosureMZ& A HFEFIZL>
TFEEFESL...

el




aARE (T D5) :

Imnovative AED by NTT

-

. FEAHEEBRD DM THREHEMRBELE?
— [T ICFEHMOAZNTHAITE . LoT=FAGD ? |
— T A N—EFBED“PoTIXWNFHENIE ST ? )
o BI:T"RERIEER.xsIX” DA =LA TELONTE-D T, VTIZEFRLT
FyILELE! )

o . THOPIZHESHHELHACNEDREEFEET IMNFAEBETH=0HIC.
AlexaTop1000MD H A kM ZMetasploitZ3THIIAA THELT - ! |

o« FECHAN—tEF1THARBEEEDLSITHZ
y 4RI\ Nr
~ KEOH)Fa5LIE, EMEZRIEP ORI R (B
BRIELE)RNASY
— FHRITOBEULGEE/FX A NNIHAEIMN?

® NTT Copyright©2017 NTT corp. All Rights Reserved.



MELNRIILTARAYS 30T

Innovetive RED by NTT



SCIS20138

2018FRELWMBEFAUFT 1+ IYVEIDA

2018 Symposium on Cryptography
and Information Security

® NTT Copyright©2017 NTT corp. All Rights Reserved. 33



