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ACM/IEEE OV Ea—R YA T RIZHENH F215.1.CS2013
|AS/Foundational Concepts in Security

Topics:

1.

W

IAS/Foundational Concepts in Security
[1 Core-Tier1 hour]

CIA (Confidentiality, Integrity, Availability)

Concepts of risk, threats, vulnerabilities, and attack vectors (cros- reference SE/Software Project
Management/Risk)

Authentication and authorization, access control (mandatory vs. discretionary)

and liability) |

Learning outcomes:

Analyze the tradeoffs of balancing key security properties (Confidentiality, Integrity, and Availability).
[Usage]

Describe the concepts of risk, threats, vulnerabilities and attack vectors (including the fact that there is
no such thing as perfect security). [Familiarity]

Explain the concepts of authentication, authorization, access control. [Familiarity]

Describe important ethical issues to consider in computer security, including ethical issues associated

with fixing or not fixing vulnerabilities and disclosing or not disclosing vulnerabilities. [Familiarity]
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