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Human Subjects and Ethical Considerations
Submissions that describe experiments on human subjects,
that analyze data derived from human subjects (even
anonymized data), or that otherwise may put humans at
risk should:

1. Disclose whether the research received an approval or
waiver from each of the authors’ institutional ethics review
boards (e.g., an IRB).

2. Discuss steps taken to ensure that participants and
others who might have been affected by an experiment
were treated ethically and with respect.

If the submission deals with vulnerabilities (e.g., software
vulnerabilities in a given program or design weaknesses in a
hardware system), the authors need to discuss in detail the
steps they plan to take to address these vulnerabilities (e.g.,
by disclosing vulnerabilities to the vendors). The same
applies if the submission deals with personally identifiable
information (PII) or other kinds of sensitive data. If a paper
raises significant ethical and legal concerns, it might be
rejected based on these concerns. Contact the program co-
chairs at sec18chairs@usenix.org if you have any questions.
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