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(a) NYILIT) J\W BB
EG:¥masatn3¥2ﬂIlIﬂ22—mns¥data¥305_2ﬂll¥cl 1¥c11xml - Internet Explorer _|EI|5|
AIIIIII-D:L.'I\'LJUA— III.I.'.P-; Fi '\..rIJUA-IIIIl.I'C-UI HJI' '\..rIJUA Fa ALTINTS e A2 — II'L'L'J-_J' FLL A U'I-U'I-J-UI\_.'I AUW LS AT LTSI inroLune
- =cybox:0Observable id="BOS:observable_c11_01"> A

- zcybox:0Object id="BOS:object_c11_01":
=cybox:Description> </cybox:Description=
- <cybox:Properties xsi:type="FileObj:FileObjectType"=
<FileObj:File_MName= 235200 &BRT hFEXoHshiES &.zip < /FileObj: File_Name=
=/cybox:Properties»
- «<cybox:Related_Objects=
- =cybox:Related_0Object idref="BOS:object_c11_02">
<cybox:Relationship
xsi:type="cyboxVocabs:0bjectRelationshipVocab-1.0">Compressed <,/cybox:Relationship=
</cybox:Related_0Object=
<cybox:Related_Object idref="B0OS:object_c11_03"/>
= /cybox:Related_Objects=
=/cybox:Object>
</cybox:Observable=
- =cybox:Observable id="BOS:observable_c11_02">
- =cybox:0Object id="BOS:object_c11_02":
=cybox:Description >
https:/ /fwww.virustotal.com/fja/file/97187a61b57d238bc7fd0092d570c5ab0cfccl132cf3b0969e2f6e4190b1f
< fcybox:Description=>
- <cybox:Properties xsi:type="FileObj:FileObjectType"=
<FileObj:File_MName=23520|H BT hFEXoHs5ES & . exe < /FileObj:File_Name>
- =FileObj:Hashes=
- «<cyboxCommon:Hash>
=cyboxCommon:Type xsi:type="cyboxVocabs:HashNameVocab-1.0">MD5 < /cyboxCommon:Type:
<cyboxCommon:Simple_Hash_Value

— B 1l e m mmmmm e m e o i e e e . m —mam e e rm e T [ —_ — [ - [ |

< >
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(b) B{EERAT—4

W c21pecap [Wireshark (SVN Rev from ftrunk— ]] =10 x]
File Edit Miew Go GCapture Analvee Statistice  Telephony  Toolz  Internale  Help |
Mo, - |Time ISDurce |Destinati0n |PrDtDCD| |Src part |Dst port |Inf|:| ﬂ

59679 2014-03-19 18:56:17.10.1.147.1 10.3.153.3 TCP BOBO 1183 http-alt > 1lsurfup-http [ACK] Seg=303 aAck=

59680 2014-03-19 18:56:20.10.3.153. 3 10.2.150.2 TCP 1184 BOEBO Tlsurfup-https = http-alt [5YN] Seg=0 win=6

59681 2014-03-19 18:56:20.10.2.150. 2 10.3.153.3 TCP 8080 1184 http-alt > 1lsurfup-https [SYN, ACK] Seq=0

59682 2014-03-19 18:56:20.10.3.153.3 10.2.150.2 TCP 1184 B080 1lsurfup-https > http-alt [ACK] Seg=1 ack=l

50683 2014-03-19 18:56:20.10.3.153.3 10.2.150.2 TCP 1184 BOBO [TCP segment of a reassembled PDU]

59684 2014-03-19 18:56:20.10.2.150. 2 10.3.153.32 HTTP 8080 1184 HTTP/1.1 100 Continue

59685 2014-03-19 18:56:20.10.3.153.3 10.2.150.2 TCP 1184 8080 [TcP segment of a reassembled PDU]

50686 2014-03-19 18:56:20.10.3.153. 3 10.2.150.2 TCP 1184 8080 [TCP segment of a reassembled PDU]

59687 2014-03-19 18:56:20.10.3.153.3 10.2.150.2 TCP 1184 8080 [TCP segment of a reassembled PDU]

59688 2014-03-19 18:56:20.10.2.150. 2 10.3.153.3 TCP 8080 1184 http-alt > 1lsurfup-https [ACK] Seg=26 Ack=

50689 2014-03-19 18:56:20.10.3.153.3 10.2.150.2 TCP 1184 8080 [TCP segment of a reassembled PDU]

50600 2014-03-19 18:56:20.10.3.153.3 10.2.150.2 TCP 1184 8080 [TCP segment of a reassembled PDU]

50601 2014-03-19 18:56:20.10.3.153.3 10.2.150.2 TCP 1184 BOEO [TCP segment of a reassembled PDU]

59692 2014-03-19 18:56:20.10.3.153.3 10.2.150.2 TCP 1184 8080 [TCP segment of a reassembled PDU]

59693 2014-03-19 18:56:20.10.2.150. 2 10.3.153.3 TCP B0OEB0 1184 http-alt = 1lsurfup-https [ACK] Seqg=206 Ack=

59694 2014-03-19 18:56:20.10.2.150. 2 10.3.153.3 TCP BOBO 1184 http-alt > 1lsurfup-https [ACK] Seg=26 Ack=

59695 2014-03-19 18:56:20.10.3.153. 3 10.2.150.2 TCP 1184 8080 [TCP segment of a reassembled PDU]

50696 2014-03-19 18:56:20.10.3.153.3 10.2.150.2 TCP 1184 8080 [TCP segment of a reassembled PDU]

50607 2014-03-19 18:56:20.10.3.153.3 10.2.150.2 TCP 1184 8080 [TCP segment of a reassembled PDU]

50608 2014-03-19 18:56:20.10.3.153.3 10.2.150.2 TCP 1184 BOEO [TCP segment of a reassembled PDU] ‘:J
q | o
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Aecess File: WINDOWS¥Debug¥Rar. exe (0x0000020) ]-> NOOWS¥Wi ndowsShe | | Manifest (0, 0:001200a9, )] B

bocess File: NOOWS¥Debug¥Rar. exe (0x00000e20) ]-> NDOWS¥W i ndowsShe | . Contf i2(0,0x001200a9, )]

4

bocess File:
boress File:
bocess File:
bocess File:
bocess File:
bocess File:
boress File:
bocess File:
bocess File:
bocess File:
bocess File:
boress File:
bocess File:
bocess File:
bocess File:

bocess File:
Terminate Process: [ (0x00000990) 1->[C:¥WINDOWS¥Debug¥Rar . exe (0x00000e20) ]

Terminate Process: [(0x00000148) 1->[C: ¥WINDOWSYsyst em32¥omd . exe (0500000990 ) ]
[ (0000001480 1->[C¥WINDOWSY¥svst em32¥omd. exe  (0x00000f3c) ]

Launch Process:

Cr¥
Cr¥i]
Cr¥i]
C:¥i]
Cr¥i]
Cr¥i]
Cr¥i]
Cr¥i]
C:¥i]
Cr¥i]
Cr¥i]
Cr¥i]
Cr¥i]
C:¥i]
Cr¥i]
Cr¥i]
Cr¥i]
LC:¥N]

MOOWS¥Debug¥Rar .

NOOWS¥Debug¥Rar.
NOOWS¥Debug¥Rar.
NOOWS¥Debug¥Rar.
NOOWS¥Debug¥Rar.
NOOWS¥Debug¥Rar.
NOOWS¥Debug¥Rar.
NOOWS¥Debug¥Rar.
NOOWS¥Debug¥Rar.
NOOWS¥Debug¥Rar.
NOOWS¥Debug¥Rar.
NOOWS¥Debug¥Rar.
NOOWS¥Debug¥Rar.
NOOWS¥Debug¥Rar.
NOOWS¥Debug¥Rar.
NOOWS¥Debug¥Rar.

exe (0x00000e20) ]
exe (0x00000e20) ]
exe (0x00000e20) ]
exe (0x00000e20) ]
exe (0x00000e20) ]
exe (0x00000e20) ]
exe (0x00000e20) ]
exe (0x00000e20) ]
exe (0x00000e20) ]
exe (0x00000e20) ]
exe (0x00000e20) ]
exe (0x00000e20) ]
exe (0x00000e20) ]
exe (0x00000e20) ]
exe [[x00000e20) ]

exe (00000e20) ]

-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-

I
I
indows¥debug¥rar. Ing(0, 000120089, ) ]
[NDOWS¥swst em32¥ recss. d 0, 000100020, )]

[MOOWSY¥ssest em32¥ st heme. d 110, 000100020, )]

[MOOWSY¥ssest emd 2%t heme. d1 10, 000100020, )]

[MOOWSY¥ st em3 2¥MSCTF . 1 C0, 000700020, 3]
[MOOWSY¥sest em3 2¥MSCTF . 1 (0, 0x00700020, )]
INDOWSY¥system32¥setupapi . dl 1 (0, 000100020, ) ]

2¥locuments and Settings¥Administrator.vlanex¥leelication D
C:¥Documents and Settines¥iddministrator.vlanex¥berpl ication D
C:¥Documents and Settines¥ddministrator.vlanex¥berp! ication D
C:¥windows¥debug¥rar. ini (0,0=00120089, )]
C:¥windows¥conf ig¥wininil. log(0,0=00120191, )]
C:¥windows¥cort ig¥wininil. log(0, 000120191, )]

Y10, 2. 149 1¥eub | ic¥mai [¥testMail - OB —2.vbs(0, 000120089
Y10, 2,149 1¥eub | ic¥mai [¥testMai | - OB — . vbs(0,0x007 20089
[¥Y10. 2149 1¥eub | i c¥mai | ¥testMai | . vbs (0, 000120089, 5]

Cry
Cry
Cry
C:Y¥
Coy
Coy
Cry
Cry
Cry
Cry

-

A
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