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"processtree": [

{

"children": [],

"process _name": "lsass.exe",

"command_line": "C:¥¥Windows¥¥system32¥¥lsass.exe",

"track": false,

"pid": 492,

"ppid": 376,

"first seen": 1493811724.752586
b
{

"children": [

{
"children": [
{

"children": [],
"process _name": "mshta.exe",
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"summary": {

"regkey deleted": [
"HKEY_CURRENT_USER¥¥Software¥¥Microsoft¥¥Windows¥¥C..
"HKEY_LOCAL_MACHINE¥¥SOFTWARE¥¥Microsoft¥¥Windows¥¥..
"HKEY_LOCAL_MACHINE¥¥SOFTWARE¥¥Microsoft¥¥Windows¥¥..
"HKEY_CURRENT_USER¥¥Software¥¥Microsoft¥¥Windows¥¥C..

1,

"file opened": [
"C:¥¥Users¥¥Smith¥¥AppData¥¥lLocal¥¥Microsoft¥¥Windo..
"Cc:¥¥tmp8t2cjf¥¥lib¥¥core¥¥",
"c:¥¥Users¥¥Public¥¥documents¥¥",
"c:¥¥tmp8t2cjf¥¥modules¥¥packages¥¥pub.py",
"C:¥¥Users¥¥Smith¥¥AppData¥¥Roaming¥¥Microsoft¥¥Win..
"Ci¥y",

"C:¥¥Users¥¥Smith¥¥AppData¥¥Roaming¥¥Microsoft¥¥Win..

"c:¥¥PerflLogs¥¥",

"c:¥¥Users¥¥Smith¥¥Desktop¥¥gndikchadqgjpza.ppt”,




B{FiYix>—~IHE (behavior)

"calls": [
{

"tid": 3544,
"status": 1,
"time": 1493811728.057385,
"return_value": 32775,
"category": "system",
"stacktrace": [],
"arguments": {

"mode": 32769
}s
"flags": {
"mode": "SEM FAILCRITICALERRORS|SEM NOOPENFILEE..
}s
"api": "SetErrorMode"
}s
{
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ssdeep
— ssdeep 2.7 https://ssdeep-project.github.io/ssdeep/
e imphash, N5 D4 >~

— pefile https://github.com/erocarrera/pefile
* impfuzzy

— impfuzzy https://github.com/JPCERTCC/impfuzzy
« peHash

— https://github.com/knowmalware/pehash
e V—FFOF+(32bit/64bit). DLLAEH. /CwFIEH. Anti-
DebugEf, 075 ARERI(GUI/CUI). PEIDSJXRF+

— https://github.com/K-atc/PEID
« J71)LiER

— TrID http://mark0.net/soft-trid-e.html
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« "md5", "shal”, "sha256", " ", "imphash”, "impfuzzy", "Totalhash",
"AnyMaster", "AnyMaster_v1.0.1", "EndGame", "Crits", " ==
"GUI Program”, "Console Program”, "DLL", "Packed", "Antl Debug", " ‘

” uAntIDebugu uPEIDu "TrID“

o dbf246f600c39dd725bf85aca3c25936,d2a4e71ad4820cd85f296ed4b59a30e
b8a2d24h8,

,0ed11c14a2759c69bfa93dd64elf1654,6:0
ZIOWdiVgAaTRLEMDzoVguWgnVWXuRcgtC+5CEp:0ZGZGRLhAOteSg75
V,8e69e971b3b7895bb9c2e48ee30bae5f9fecb678,4b965799afa33f0d9807d
94312e6fe78d0d46f12,a144cb5ad7ec88a8a56f1b55a301e39219083e54,80f
7567a918200327b711d92c0b86242,

,32 bit,yes,no,yes,no,no,no,yes,",",58.9% (.EXE) Win64
Executable (generic) (27625/18/4)¥n14.0% (.DLL) Win32 Dynamic Link
Library (generic) (6578/25/2)¥n9.6% (.EXE) WIin32 Executable (generic)
(4508/7/1)¥n4.4% (.EXE) Win16/32 Executable Delphi generic
(2072/23)¥n4.3% (.EXE) OS/2 Executable (generic) (2029/13)
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---------- Parsing Warnings---------- ----------FILE_HEADER----------
Byte 0x00 makes up 68.9341% of the file's contents. Thi indicate truncation / malformation.  [IMAGE_FILE_HEADER]
yte 0x00 makes up 6 of the file's contents. This may indicate truncation / malformation x84 0x0 Machine: 0x14C
0x86 0x2 NumberOfSections: 0x6
---------- DOS_HEADER---------- 0x88  Ox4 TimeDateStamp: OX40BDEA4FE [Wed Jun 2 14:32:30 2004 UTC]
0x8C 0x8 PointerToSymbolTable: 0x0
[IMAGE_DOS_HEADER] 0x90 oxC Numb?rOfSymlbols:d 0x0
. 0x94 0x10 SizeOfOptionalHeader: O0xEO
0x0 0x0 : 0x5A4D
0X2 0X2 e_l’T:jlg'IC 0 ;(O 0x96  0x12 Characteristics: 0x210E
X NE Q{dufE B Flags: IMAGE_FILE_32BIT_MACHINE, IMAGE_FILE_DLL,
Ox4  Ox4 e_cp: 0x3 IMAGE_FILE_EXECUTABLE_IMAGE, IMAGE_FILE_LINE_NUMS_STRIPPED,
0x6 0x6 e_crlc: 0x0 IMAGE_FILE_LOCAL_SYMS_STRIPPED
0x8 0x8 e_cparhdr: 0x4
OxA OxA e_minalloc: 0x0 OPTIONAL HEADER
0xC 0xC e_maxalloc: OXFFFF -
OXE ~ OxE e_ss: 0x0 [[IMAGE_OPTIONAL_HEADER]
0x10 0x10 e_sp: 0xB8 0x98 0x0 Magic: 0x10B
0x12 0x12 e_csum: 0x0 0x9A 0x2 MajorLinkerVersion: 0x2
- 0x9B 0x3 MinorLinkerVersion: 0x37
0x14 0x14 : 0x0
OX . OX . il OX . 0X9C  Ox4 SizeOfCode: 0x600
H R e X 0xA0 0x8 SizeOflInitializedData: 0xC00
0x18  0x18 e_lfarlc: 0x40 OxA4  OxC SizeOfUninitializedData:  0x0
Ox1A 0x1A e_ovno: 0x0 0xA8 0x10 AddressOfEntryPoint: 0x1190
ox1C 0x1C e_res: O0XAC 0x14 BaseOfCode: 0x1000
: 0xBO 0x18 BaseOfData: 0x3000
0x24 0x24 d: 0x0
0X2 6 OX2 6 e_oem! fo: OX 0 0xB4  0x1C ImageBase: 0x10000000
X P QoI B 0xB8 0x20 SectionAlignment: 0x1000
0x28  0x28 e_res2: O0XBC  0x24 FileAlignment: 0x200
0x3C 0x3C e_lfanew: 0x80 0xCO0 0x28 MajorOperatingSystemVersion: 0x1
0xC2 0x2A MinorOperatingSystemVersion: 0x0
0xC4 0x2C MajorimageVersion: 0x0
---------- NT_HEADERS----------
- 0xC6 Ox2E MinorlmageVersion: 0x0
0xC8 0x30 MajorSubsystemVersion: 0x4

[IMAGE_NT_HEADERS]
0x80 0x0 Signature: 0x4550
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