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DbD Threat Landscape

2019-07
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It looks like there is a new EK in town (CVE-2018-
15982 inside). See 85.17.197[.101. | first thought ab
GrandSoft but that's not it. Reminds SPL EK (an
evolution?). Going for "Spelevo" as name. cc thx
@jspchc @EKwatcher @ring_lcy

virustotal.com/#/fil 734b

Custom exploit kit (azera) dropping ERIS ransomware.
10Cs:

landing[.Jazera[.]club

213.227.154[.]121

SWF exploit (CVE-2018-15982):
2f64ce29a44e4cafc5d48f31906429f19b959bec2439b9
d598a8d00e7196613

Payload:
799c09ac1a9a0447f6c2085¢216c08a57020ed8cf1fc16f
4afe2e08bbb854ff4

Is this actually a Exploit Kit? I've catched only first part.
popcash -> hxxp://liader[.Jcom[.Jua/ -> a page that look
like a landing page named itself #LordEK and post back
my flash version/ip/location.

‘Hidden Bee’ miner delivered via
improved drive-by download toolkit

2018-07
Underminer

2019-03
Spelevo

2019-08
Lord

4£4%10:30 - 20193570 - Twit

r

Hello "Fallout Exploit Kit" Weak Drive-by Download attack with "Radio Exploit Kit"
First First .
F a 1 l o u t At the end of August 2018, we observed a new Exploit Kit. Its behavior (code generation using html) and URL Since July 11 2019, we have observed a new Drive-by Download attack. It is redirected from the ad-network. R a d 1 O

pattern are similar to Nuclear Pack Exploit Kit. Therefore we named it "Fallout Exploit Kit". Fallout Exploit Kit is It does not use a conventional Exploit Kit such as RIG or Fallout, but uses its own exploit kit. We call this
using CVE-2018-4878 and CVE-2018-8174. That code is distinctive and interesting. “Radio Exploit Kit"

\. J
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https://blog.malwarebytes.com/threat-analysis/2018/07/hidden-bee-miner-delivered-via-improved-drive-by-download-toolkit/
https://nao-sec.org/2018/09/hello-fallout-exploit-kit.html
https://twitter.com/kafeine/status/1103649040800145409
https://twitter.com/jeromesegura/status/1148289957716344832
https://nao-sec.org/2019/07/weak-dbd-attack-with-radioek.html
https://twitter.com/adrian__luca/status/1156934215566536705

Our Research
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#RadioEK -> #NEMTY Ransomware

(CC: @malware_traffic, @jeromesegura, @VK_Intel)
app.any.run/tasks/04130377...

#FalloutEK -> #Raccoon Stealer (v1.2)
app.any.run/tasks/51f9adaf...

VA— N EBR
VA— &R

© Progress Tel dler Web Debugger - EKFiddle v.09.3.4

File Edit Rules Tools Yiew Help
@ Progress Telerik Fiddier Web De EKFiddle v.0.934

QuickSave Ulmode VPN Proxy Import SAZ/PCAP Update/View Regexes Run Regexes Clear Markings Bl WinConlig 43 Replay X
File Edit Bules Jooks View Help Links 2 Result Protocol Host URL Body Comments
QuickSave Ulmode VPN Proxy Import SAZ/PCAP Update/View Regexes Run Regexes Clear Markings WinConfig 2 Replay X~ b > HTTP www.1q2w3eStyb.com / 731

/S1n5/bkbQY IpVID Fallout EK (Landing Page)

s Result  Protocol
301 HTTP
200 HTTP

Body Comments
162
5 426
303 HTTP ps.popcash.net fad/a =46 20558t = 3800804 a8

1

2
A8 JZMGK/27_07_19807tLb =Visoring_tedesch... Fallout EK ()5 Code)
24 adexchangedu.com [Far7/1994-06-11/quidise 7,596 Fallout EK (Encoded Data 1)
adexchangedu.com /1986-10-17/wiw?eler=JyZmBlenora«690... 28,652 Fallout EK (Encoded Data 2)
adexchangetu.com /8635_Crouch/MWMRLK 35,139 Fallout EK (CVE-2018-15982)
adexchangedu.com [ikdiv/Ew]/pidders?EVeCK » ¥e 5805 Fallout EK (Encoded PowerShell)

1

2

3
gl
5
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200 HTTP 45.147.198.206 | 3,542 Radio EX (HTML/JS) (Landing Page)
200 HTTPS Iplogger.com /11ve 116 Network fingerprinting (URI)
200 HTTPS iplogger.com /1IKve 116 _Network fingerprinting (URI)

200 HTTP 45.147.198.206 [supro.exe 231,936
200 HTTP apl.ipify.org 14
200 HTTP api.db-ip.com ee/153.249.74.119/countryName 5

nao_sec
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200 HTTPS dist torproject.ong whrowser/8.5.5/tor-win32-04.1.5.29 0

#RIgEK -> #Smokeloader -> #Danabot + #SystemBC +

#Vidar (v13.1) + #Quasar RAT + #CrySis Ransomware
+ #Predator + #SmokelLoader

app.any.run/tasks/086e4aa9...

nao_sec
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#PseudoGate -> #GrandSoftEK -> #Ramnit
app.any.run/tasks/d3226768...

@ Progress Telerik Fiddler Web Debugger - EXFiddle v.0.9.3.4

fle Edit Rules Jools View Help Lin
@ Progress Telerik Fiddler Web Debugger - EKFiddl file Edit Bules Jools View Help Links

Fle Edit Rules Too Help Lin kSave Uimode VPN Proxy Import SAZ/PCAP Update/View Regexes Run Regexes Clear Markings WinConfig 43 Replay X~
dit s Links

QuickSave Ul mode VPN Proxy

import SAZ/PCAP  Update/View Regexes Run Regexes Clear Markings Bl WinConfig () 49 Replay X = b Go Result _Protocol Host URL

Body Comments
beeseller.club / 0 (01)
atztds17.world [fn84Mweul 0 (02) Redirection to RIG EX (Headers)
186.225.26.246 | MTMyNgw&PKRIOOVKSBArddq = known. 144,870 (03) RIG EK (URI) (Landing Page)
186.225.26.246 | 20TM2NTM ~8dSRwoTBOGK20
200 HITP 188.27% 26,246 | MY 300IRQXZDO1 e AWCROAROHN) . 258,048 (%) RIG EK (UR1) (Paykaad)

S Result  Protocol Host URL Body Comments

200 HTTP kohikan.space / 11,058 (01) PsewdoGate
200 HTTP Dxfemin, d tokyo. host /. ¥ 530 (02) GrandSoft EK (HTML/JS) (Landing Page)
200 MR befemiln. terminating. promodiscounter -tokyo. host  /getversonpd/ 1/ 2/ 34 21,185 (03) GrandSoft EX (URI) (Landing Page)

HI TP Ixtmin terminating peomodscounter tokyo host /03714 130,184 (M) GrandSoft EK (URD) (Payioad)
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Motivation of Development “Augma‘

* A drive-by threat is still “ACTIVE”
* Many attack campaigns and EKs have appeared

* Manual drive-by observation is too hard

 We want to research the latest threat trends
automatically
« Active Observation + Analysis + Extraction
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Challenges of Exploit Kit Crawling

* Anti-Cloaking

e EK and malware distribution infrastructure BAN specific IP address
and range

 Example, TrendMicro, Symantec and public cloud IP range is BANNED by
RIG EK

 Behaving:
e Evading checks of Ad-networks
* Chasing:
e Crawling target selection is difficult

* Accuracy:
e Need reliable detection rules
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Augma:
An automated active observation platform
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Augma Overview

Slack
Channel
Traffic Analyzer Exit IP Anonymizer
nao_sec/EKTotal activedefense/PRIVATE
Gathering App Task Runner&DB Active Honeypot
nao_sec/tknk_scanner etc activedefense/PRIVATE nao_sec/Star‘C
summarize, windows/ crawler to ad-network

gathering and more
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Active Honeypot (StarC)

« Simple high-interactive client honeypot

e Input a URL, StarC access and collect data
* Traffic data (pcap & saz)
* Screenshot
* Temp directory files
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https://github.com/nao-sec/starc

Traffic Analyzer (EKTotal)

 Automatic DbD traffic analyzer

e Input a pcap or saz, EKTotal analyze traffic data
e Identify campaign & EK

« Extract some information
* Encode key
e CVE Number
« SWF file
* Malware
 Detecting with EKFiddle’s rules and Augma custom rules

* Lazy “Gate Estimation” added on July, 2019
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https://github.com/nao-sec/ektotal
https://github.com/malwareinfosec/EKFiddle

Lazy “Gate Estimation”™

* Gate

[Alert] Estimated Gate
[URL] http[:]//searchenginenavigation.com/

[Alert] RIG EK (Landing Page)

[URL] http[:]1//176.57.215.119/7
MzYyMDA3&JHLCz&eMct1iz=detonator&0UqauMkc=perpetual&TfInRTg=referred&HT]
Mv3DSKNbNk JWHV1PxomGOMildZmqZGX_k7TDfF-qoVvcCgWR&TwUIWk lw=strategy&GOY
eeBRawTp3E3WKgwzz4YIULMVo66t jO1BWRLOOS_Q_UePMAINrKKLIL1_mhj2&JUALAv=det

[Alert] RIG EK (SWF Payload)

[URL] http[:]1//176.57.215.119/7
MTgyMzc2&NYQnAUGPVb&XBXIGSuDmVC=vest&evLWuAZa=everyone&gcFxInLWVEz=crit
xomGIMildZagZGX_k7vDfF -qoVXcCgWRx fp&khFQFndgkZV=known&Hez jBi=already&q
eeBRawrp3E3WKgwzz4YIUlwVo66t jOmBWRLOO5DQ_UePMANNrKKTE7k83m221LZCQA&aqGH]
artfelt&GvIuzYskCuGIyWL=referred&pdlGLt=difference&yYOIBKxsJDsHMzkyODM

We call ”Gate” that campaignh specific redirect server
EKTotal can estimate Gate
This function helps identify and categorize campaigns
Some campaigns NOT go through Gate
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Finally...

R0 | & FEyIEENM ©C ® & QRre x| @ 9%
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‘ CTD_Bot 77V 18:47
3

18:47

[Alert] Redirection to RIG EK (Estimated Gate)
[URL] http[:]//www.playbucket.com/

[Alert] RIG EK (Landing Page)

[URL] http[:1//2.59.41.10/7
MTA3NTAW&DPZJFu&HgyYJcGz=vest&KoZIBf=community&ffhd3s=w3bQMvXcIxjQFYbGMv3DSKNbNkjWHViPx0aGOMildZmqZGX_k7rDfF-
qoVrcCgWR&qgsfjipf=heartfelt&usATqk=difference&GQSckWHgI=golfer&lEOVsm=constitution&t4gdfgf4=xfUrKLZUPQvjjkHWKQ@z1YpeB1Ib96C
njkmDmkSVg56AqReFNQORIGKLILZ _mhj2&s]IsoZKu=referred&JhzgGZIzD=everyone&teEVLd=blackmail&wzz(TDg=heartfelt&eOLggm=everyone&m
ggTfOtIO=wrapped&yFVr=known&nplW=criticized&tszc=strategy&jjQCvTpaw0TMzMDc=

¢ @ D> % -
[Alert] RIG EK (SWF Payload)
[URL] http[:]//2.59.41.10/?MzA4MjEQ&OPHxcBQFWmQ&QhESVuBornCRvC=known&t4gdfafa-mYhzV1aT9a6tikaNmxNOiZ-
G_h3YaQNF9pWcFLhti1WnxrkXcsJzxRCKVWKExeItUFwV4QwTm6f7VamO-
0dA&QaWTxmRcKj=detonator&UcPMMvRaSrP=everyone&jlseImUtDVwlI=heartfelt&vg .wls¢ .nc 3K )ItWlnaziZSeo=| ickmail&c )Y “dlx=
vest&HsqxAUpvoR=known&enxAPgZFhWzE=detonator&HSnnxUO=perpetual&EfKaWKTo: iveor 101 v AZXX  Zommuni  &baHMjoF =cons' :u
tion&ozt0fSViiuynehh=perpetual&ffhd3s=xHbQMrbYbRnFFYrfKPLEUKIEMUNWAQGKW Zhan\ mx _G 7 VWdCFul 7 41 AULAS n&

HTAOghgGE=known&SrtVuKgNTA2Mjkz

<\, CTD_Bot 77V 21:12

#dbd
S8 | 04 0| & FPyoEEM

)

C O & arx

fj CTD_Bot 77V 17:22

[Alert] Estimated Gate
[URL] https[:]//shorico.club/404.php

[Alert] Underminer EK

[URL] https[:]//shorico.xyz/index.php?
ad_id=V2RUXoUTaVRd8kUJHIATIg&re=V2RUXoUTaVRA8kUIHIATIg&rt=V2RUXoUTaVRd8KkUIHIATIg&1d=9088&zone=V2RUXoUTaVRd8kUIHIATIg&prod=V
2RUXoUTaVRd8kUJHIATIg&1p=Type&st=V2RUXoUTaVRd8kUIHIATIg&e=1568881335&y=203389073274

[Alert] Underminer EK
[URL] https[:]//shorico.xyz/js/30259dkamu4s@mOrgm612lufSs. js

i CTD_Bot 77Y 18:22

[Alert] Estimated Gate
[URL] https[:]//shor ‘o.c] 0/404.php

[Alert] Underminer[ %
[URL] https[:]//shorico.xyz/index.php?
ad_id=sRdykDzrGIF129pWrRm32A&re=sRdykDzrGIF129pWrRm32A&rt=sRdykDzrGIF129pWrRm32A&id=9088&zone=sRdykDzrGIF129pWrRm32A&prod=s
RdykDzrGIF129pWrRm32A&1p=Type&st=sRdykDzrGIF129pWrRm32A&e=1568884938&y=203389076877

&/ A B 7 woe

-

[Alert] Estimated Gate
[URL] http[:]//makemoneyezywith.me/?utm_id=10893&utm_campaign=Worldwidepop&utm_source=367435635&utm_cost=0.001

[Alert] Fallout EK (Landing Page)
[URL] https[:]//assdrill.biz/6325/recaution_foreguess_Birses.jspx

[Alert] Fallout EK
[URL] https[:]//assdrill.biz/cankerous/Verity/beclap?stallboat=Whipship

[Alert] FalloutEK (Landing Page)
[URL] https[:]//assdrill.biz/Trustor/Weedling_4743_Cloudlets/prelegal/Urorrhea.aspx

10.

ﬁ CTD_Bot 77Y 18:32

[Alert] Underminer EK
[URL] https[:]//shorico.xyz/js/e671a8b@7g9jhsqk2gfbpqddno.js

N

[Alert] Estimated Gate
[URL] http[:]//digalitol.fun/trawa.php

[Alert] Fallout EK (Landing Page) A A
[URL] https[:]//your‘glassinass.com/pacing_TzPim b23)/843 b

[Alert] Fallout EK
[URL] https[:]//yourglassinass.com/Bhangi-Pivotable/11377 .html
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Augma 2020 Dataset
Overview
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Augma 2020 Dataset

* Period: 2019/05-2020/04

* Data:
e Captured malicious traffic as Fiddler saz format and pcapng format.

* Files and Directories:
* augma2020/augma2020@dataset.description.en.txt
* augma2020/augma2020dataset.description. ja.txt
* augma2020/ek/ek.metadata.tsv
* augma2020/ek/samples/{*.pcap and * .saz}
* augma2020/tss/tss.metadata.tsv
* augma2020/tss/samples/{*.pcap and * .saz}
* augma2020/unidentifiedek/samples/
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Statistics
(Unit: file)

pcap: 10020

- ek:

- tss:

- unidentifiedek:
saz: 10008

- ek:

- tss:

- unidentifiedek:

7418
2544
58

7419
2544
45

&

All threats potentially target to Japan
(Augma uses JP related IP Addresses)
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Our Dataset Covered almost EKs in the wild

Underminer EK Fallout EK GrandSoft EK RIG EK Spelevo EK Capesand EK Radio EK Lord EK Bottle EK custom EK(azera) KaiXin B R#LET

5176
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16
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32

72
%)
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%)
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(00]
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35

=
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OO OO OOOO
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Example (metadata)

TSV(Tab Separated Values):
1 line per 1 crawl

date:2019/05/01 00:10:02

saz:ek/samples/2019-05-01 00-10-02.saz

pcap:ek/samples/2019-05-01 00-10-02.pcap

name:Underminer EK

mal url:http://27.122.57.192:9081/index.php?ad_id={snipped}
name:Underminer EK

mal url:http://27.122.57.192:9081/js/bhfsbqqgpvsonréeltnqqou@lr8g.js

e Identifier derives from EKFiddle’s rule and Augma custom rule
e Some rules define another identifier on same EK detection like
GrandSoft(Checker) and GrandSoft(Landing)
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Attention

* You SHOULD refer to published article[7] when you
publish anything with this dataset

* You MUST pay attention to use IP, URL and payloads
in this dataset. It is potentially malicious

[7] Rintaro Koike and Yosuke Chubachi, "Finding drive-by rookies using an
automated active observation platform", VirusBulletin 2019, Oct. 2019.
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Any Questions?

Nad_ 7 Twitter: @nao sec
Email: info@nao-sec.org

U)
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