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F—— RI&RZR : ethics, ethical, disclosure,

l)'pé of devices, and show some cxampics in Table 1. For each
device, the protocols are ranked by the frequency of captured
packets. We can observe that each device family may have

its distinct frequency pattern of protocols. Different prod-

ucts from the same manufacturer may show the same/similar
pattern of protocols, e.g., several DLink devices demonstrate
identical patterns of protocols. Most likely, such devices share
the same hardware and software in their WiFi component.
The initial analysis suggests the poss

type, and model of the devices. The complexity of the patterns
also implies that it could be very challenging for adversaries
to perfectly spoof the network features of other devices.

3.2 Ethical Considerations

We collected data through a completely passive approach.
We did not turn on promiscuous mode. That means, we were

29th USENIX Security Symposium 57

IRB, legal, vendor, feedback, CVE

ility of using fea-
tures extracted from BC/MC packets to identify the make,
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the scope of all of our datasets in Table 1. Note that this data

was collected ethically and in compliance with user privacy

laws within the originally-intended context (see Section 8.4). gd
ourselves to a very small-scale experiment: we opted to select
and analyze only one representative app, Hunter Assassin [44],

While we are not directly interacting with users, our study is

an empirical investigation of an in situ system at Facebook

that is. Thus, although IRB approval is not applicable to this ‘ial
media data has potential for abuse, we implemented many
measures to protect our participants’ privacy. We did not col-

When initially finding CVE-2019-11516, it was exploitable
on any Broadcom chip we tested. Surprisingly, during respon-
sible disclosure, Broadcom stated that they knew about the 2S

to Bluetooth Special Interest Group (SIG), Google Android

Security Team, Apple, Windows, and Texas Instruments
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FRE : Consent and approval

KERSNNE DHEEGE
— EERHIICEZEZ (consent form) ZESHIEH ST

All respondents explicitly gave their consent ...

IRBODAEE
— IRBOBEBRBRZXT TAGREYS

This study was approved by our institutions’ IRB.

— IRBO'SBEBRPRSMNIZ (Human factor CIRALZ8D)

The IRB Exempt certificates were obtained from our institutes.

AEIZTRICURVVAR TIECNESDE &NV EDHZL)



Fi = : Responsible disclosure

- FERULBR/MSS T Z T — DKL (TiEA]
- BHUREEE

We have disclosed the details of this attack to [vendor], who has
acknowledged its validity.

— HUS U7Ehfess1®ID

[vendor] has also assigned [CVE-ID] to [product name]

— XJIIRIT

We worked with the [software] authors to patch these bugs.

eSS 2 X R(C T DT TIIwA
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Y L&FES @ Protect user’s privacy

PIl (Personally-identifiable Information) DE1L

we have scrubbed information that might trace back to the people behind
the pseudonyms

PIIZZREE L7R0)

... using IP country geolocation instead of the full IP address

all traces are collected from an automated browser and none of them are
from real users

AR RICUHAZR. BEZ R T DR TIEIFFHA



X4 LTFES @ Respect for law/policy/guideline/contract NTT (©)
o EERNDZEEHL

— GDPR

As some of our participants were from the UK and [service] is located in the
UK, we complied with GDPR.

— KRELEHRE

Federal law also mandates [...] Throughout our study, all the calls that we
recorded were made to the inbound lines we owned.

TODRAE

we consulted with our lawyers and they confirmed that what we did was
legal, and we believe that it is ethical.
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YWIHFEER : Balance risks and benefits
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Ramirez et al., A Cybersecurity Research Ethics Decision Support Ul, SOUPS2020 poster session.
Ramirez et al., Knowledge-Base Practicality for Cybersecurity Research Ethics Evaluation, UWS 2020.



