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Internet-scale Probing of CPS: Inference, Characterization and Orchestration Analysis
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Abstract—Although the security of Cyber-Physical Systems Cleanlng Up the Internet Of
(CPS) has been recently receiving significant attention from the
research community, undoubtedly, there still exists a substantial
lack of a comprehensive and a holistic understanding of attackers’
malicious strategies, aims and intentions. To this end, this
paper uniquely exploits passive monitoring and analysis of a
newly deployed network telescope TP address space in a first
attempt ever to build broad notions of real CPS maliciousness.
Specifically, we approac?
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unused regions of the address space, known as Internet Background
Radiation (IBR), to address this challenge.

Monitoring unused portions of the IPv4 address space reveals
that IBR is of considerable volume, incessant, and originates from
a variety of services [41,48]. This unsolicited traffic is caused by
scanning (c.g., scarching for hosts running a vulnerable service),
misconfigurations (e.g.. a typo in the IP address for a mail server),
backscatter (responses 1o packets with forged source IP addresses,
including spoofed DoS attack), bugs, etc. Historically, researchers
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