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f5l: CVE-2021-44228

httpe//packetstormsecunty.com/rles/165225/Apache-Logdi2-2. 14 1-Remote-Code-Execution himl
VOB Entry

http://packetstormsecurity.com/files/ 165260/ VMware-Security - Advisory-2021-0028 himl

http://packetstormsecurity.com/hiles/165261 /Apache-Logdj2-2. 14 1-Information-Disclosure htmil

http://packetstormsecurity.com/files/165270/Apache-Logd)2-2.14.1-Remote-Code-Execution html
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Third Party Advisory
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Seve nty CVSS Version 3.x CVSS Version 2.0

CVSS 3.x Severity and Metrics:

‘i' ' NIST: NVD Base Score: PUKIS: "\
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- anfaiRAl: NIST IR 7695 (CPE v2.3)

cpe:2.3:part:vendor:product:version:update:edition:sw_edition:tar
get_sw:target_hw:language:other

« Configurations
K, BEDHW LETEMEIS0S. 1> A M—ILIBDOY I NI T

- CPE Match String Range: /\—=3 > DO&EFEIETE
[“From”. "Up to”] x [“including”. “excluding”]
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Windows THFEDCULLRT (CHESSEN S D5E. CPED"update” cCU%Z
saal U CUL\DIzeh. BEADIEIE/\wF (KB) ERABEMNFRIZ TSR

2. [El—im=(CRAiE I DIELNDMETTEN B DIZEDCVSSEE
O— )L TOWERFAE DRSS EN B Bimk(C. RCEDAEESEN G D =1%
AlC. CVSSERIE X 177MModified Attack VectorzNetwork(C 935 &
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%8 - CVE5-—%4->CPE =

"data_type": "CVE",
"data_format": "MITRE",
"data_version": "4.0",

'ID": "CVE-2020-10002'

"ASSIGNER": "product-security@apple.com",

"STATE": "PUBLIC" "description": {
L "description_data": [
"affects": { {
"vendor": { nlangn: nengn,
vendor_data": [ "value": "A logic issue was addressed with improved state
{ "vend " " Apple’ management. This issue is fixed in macOS Big Sur 11.0.1, watchOS 7.1, iOS
L'vendor_name": "Apple"] 14.2 and iPadOS 14.2, iCloud for Windows 11.5, tvOS 14.2, iTunes 12.11 for

"product": {
"product_data": [

{
|"Eroduct_name": "watchOS’l
"version": {
"version_data": [

{

Windows. A local user may be able to read arbitrary files."
}

"version_affected": "<"|

ik cpe:2.3:0:apple:watchos:*:*:* > ¥ * x> Up to
Show Matching CPE(s)¥ (excluding)
7
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IHZE : “version value” Dl

"Android-8.0"
"See provided reference”

"10 Version 1803 for x64-
based Systems”

"All Versions < V1.04"
"12.1.0-12.4.0"
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“18.3R2-54"
“V500R001C30"

“All versions before 9.0.2"
“Ver.1.6"

“See advisory https://www. (&)
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“vendor_name” &”product_name”Hh5E6453CPE
(cpe:2.3:part:vendor:product:) DIxfEZBEIRI(CU X KJ7wvW
T3 BIEIT CTEERIEREFIKIRICEICTRD
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¢« (FFREBURER 13.4%

AKNFHRINLF(C, " "&" " B
o J7Z—IRXR 36.3%

Y/ Zarax

+ “corporation”EX bw T — K,
L—~R>2 a5 > iEE

FBUENEODA—ER CPEEFE DA > T F > AR
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\
Product Detail Face Value Face Value Handling Unit Price Price Cat. Qty Total
(¥ JPY) (USD) Fee (SUSD) (SUSD) ($USD)
1USD=
(JPY) ¥103.06
TOFBL29 Football ¥5,800 $56.28 $11.26 $67.53 D A $270.12
Men's Quarterfinal

Saturday, 7/31/2021, 19:00 - 2200
Venue: Satama Stadum

TICKET PURCHASER AGREES THAT TICKETS MAY NOT BE RE-SOLD OR
USED TO PROMOTE ANY PERSON, ENTITY PRODUCT OR SERVICE
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“vendor_name”, "product_name”. "version_value”"MXF5
ZEfh, BifiE A YT D— RZzZER. TF-IDFXRZ UL

NVDDT—Fh5, BEDCPERFZIEfEI SR ELT. S2H A -

— o °
AL ARTCTEE - T A )k 9T7 oK A B OTRS N
WBIENBWNEEZ NS, BBHCPEIZRIL/ N\ 32—
"ID": "CVE-2020-2585",
uyendor_name": Joracle Corporation Known Affected Software Configurations
"product_name": |'Java|', Configuration 1 ( hide)
"version": { IK cpe:2.3:a:oracle:idk:1.8.0:undate231:*:*:* *:%
“version_data": [ Hige Matching gBﬁCPE‘E¥ (052)
{ " cpe:2.3:a:oracle:jdk:
"version_value": '|Java SE: 8u231|", i cpe:2.3:a:

e CPE:2.3:@:0racle:jrd:

No Matching urris) rouna in Lre vicuonary

"ID": "CVE-2020-14621",

"“ID": "CVE-2020-14664",
Copyright 2021 NTT Communications Corporation
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Zoinainis s
10,601 3,712 62.8%
2 8,127 1,238 82.4%
3 7,113 731 87.9%
4 6,477 519 88.3%
5 6,013 403 89.3%

ARG R STAT — B BCPERIN YT
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