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https://www.antiphishing.jp/enterprise/domain_authentication.html

Domain-based Message Authentication, Reporting, and Conformance

SPFEDKIM D IRFEFE R 278> THREE, SPF+DMARCEE . R AT TEHHE

A—ILY IR TRERESNDIFODA— LT LA THEEE

§ TITSPFET=[EDKIMMAERE SN TLINIE, EIERID % E [EDMARC L.a—F%DNS
BT DIEITTES

SPFDHATIXERA—ILELTRHTESND BYUTELEEZRETES

A EEEAD, REEXBLI-A—ILDHKEE 'C%%)

(RZFA—IWITHILEF —~BE. IBEFORI)—ZES

REA—)LITA I E—HXER A VLG REF AT A= A EHEDILT.
FYMBRLINELLD

ZEAIMNDESN S DMARC LIR—F T, REEHER OB TR TES, EFRA—IL
DIRFERTIEL. HY T FZLEE DA, EEEREDIEIEGE
RFDA—IILH—ERERIGLTNSH ., BARERDEFE R ISP (XX IGAENT
AV

A T2 T RiHD
Council of Anti-Phishing Japan



i

EAIRIMIIN K 1

21922 TN RIGH#HD
Council of Anti-Phishing Japan

39



IEEE Xploreh s

E IEEE Xplore Search Results X +
< c @ ieeexplore.ieee.org/search/searchresult.jsp?action=search&newsearch=true&matchBoolean=true8queryText=("Document%20Title":phishing)

IEEE.org | IEEE Xplore | IEEE SA | IEEE Spectrum | More Sites SUBSCRIBE Cart Create Account | Personal Sign In

IEEE X,DIOI'eE Browse v My Settings v  Help v Institutional Sign In |EEE

ADVANCED SEARCH

Search within results n Per Page: 25w¥ | Export w | Set Search Alerts | Search History

Showing 1-25 of 773 for ("Document Title":phishing)

(J Conferences (689) (J Journals (52) (J Magazines (25) () Early Access Articles (6)
(] Books (1)
[] Select All on Page .
Show Sort By: Relevancew
® All Results () Spear-Phishing campaigns: Link Vulnerability leads to phishing attacks, Spear- a8 Need
O Open Access Only Phishing electronic/UAV communication-scam targeted Fu"_Text

Muhammad Sawood Baig; Faisal Ahmed; Ali Mobin Memon
2021 4th International Conference on Computing & Information Sciences (ICCIS)
Year: 2021 | Conference Paper | Publisher: IEEE

- R CONTACT IEEE TO SUBSCRIBE >
ingle Year ange »Abstract HTML J§ ©

2004 2022
] O Research Article Phishing Susceptibility: An Investigation Into the Processingofa g

Targeted Spear Phishing Email S IFEE fann

access to |EEE Xplore
for your organization?

Year A

s e e N



IEEE Xploreh s

"phishing” MEENTLNVDT73FMXEA MILND L FAZE>TTFANA=ZUY

application  technique study
mining

online

selection

. identification
revention :

P model method

Ing WebSIte i visual
networksu"'s detect ra pagemachine learning,

etecting
review security featurep h I S h I n gjfrom and a sites

phish
analysiswebsites adetectionusing system
awareness approachbased anti classification
hybrid attacks techniques attack mobile

intelligent data framework with ger

algorithm spear

survey effective
information

deep learning .

social

- url email
neural network emails feature novel fuzzy web prediction

efficient  algorithms similarity evaluation susceptibility  engineering

71 J{ﬁbﬁﬁ;iﬁﬂiA
d XHE AU L —O—NLOTERNIA =T Y —E REFRSH TV EEELE



IEEE Xploreh s

H 25 [ 24

100 200 300 400 500 600 700 800 900

o

phishing
detection I
using I
based
attacks
machine learning
websites
anti
approach
website
attack
url
detecting
classification
web
techniques
model
analysis

email

feature

21922 TN RIGH#HD

Council of Anti-Phishing Japan

42 MR eI —F—O—HILDTFHFRNRAZU T H—EREFIHESE T FEEELS



IEEE Xploreh s

® -
fuzzy intelligent
® @ —@= :
web page similarity visual
o
awareness\
I
! e
o ® | ~-security application
social @ model i T
detect : L -
I -
I
I . '
! | information
! i
' o
networks @ an @ @
noyel mining data
I
1
|
|
® @
¥
® approach !
classification | selection
\
\
‘\
. W .
machine learning
techniques / . feature
[ baseg B o
;o ! .-‘ websites detecting
[T
& /detection
website ! N,
! -
o using o—©
url hybrid features

21922 TN RIGH#HD

43 Council of Anti-Phishing Japan

MXBEXEHI——O—NILDTXRANIAZU T H—ERZFASE TV ZEELL:



[B¥RFILIZHNNS

(0] wHzns: FRLRLasF X | +
< > C @ ipsj.ixsq.nii.acjp/ej/?action=pages_view_main&active_action=repository_view_main_item_snippet&meta=71v/>// 8count=208order=08&pn="18st=1&page_id="138&block_id=8

WRER | OJA >

[AELESS

Iinformation Processing Soclety of Japan

\ 1
HBHM5E The latest issue of the following contents
Xl—ﬂﬁﬁliﬂﬂ'e? can be found on J-Stage. Please click on the
A BCIBRAN TS 7 I EROEOEE TN TOET, following link:

Journal of Information Processing(JIP)
Bioinformatics(TBIO)
System LSI Design Methodology(TSLDM)

RO VESCIEAWCZVWEEETE, AlEDRTELELTEDER AL
LSy b H— RN SDMEINE/FAREE S D ThATECLWEREWTENEFT.
BFHEEOCHNACHIZ> TIE [ERLIEFSEFHEBENARN ] ZZBF =0,

EEBLUEHZINSIHA

— R AN SRR 2 T S E RS SOERER RS BFMEE PIEIFERS CZE LTV T. YRABESREDS S, FREHERAIREL T
VSRR S AT LB < FEHGHS AT AEBL CRAESV, M, AARE (BHAEED) BLUESPGHAMOREE SNSHEC O
T, FMBERAACIRD . SECHERRAMZE T LR TT. 1220, FAOBRICETHBEFNZESOBEOBLET.

SRATAASTFIADBMSE
AM2:00LE~AM5:00tE(F> AT AA TR
DIzHT AU WEGENBDFIH, 1
BOFEHBREANNELET .

MIBRWEFFATONTYCBR SN TV S EREEL, SHOBRECEEREETT.
SAFTLASTFOADSHNSE (2022-10-

21)
WEKO
B2 B | TRBEBCHEELT, BRFESBOS T A
AT U AEITNETD,
SRFIASFF VAR, A MEEIELVEL
B v +,
b EEifitR Oavigsn ®+—T— g (7] —
20224 11H9H (k) 14:00-17:00 S =
Language REER 1 - 20 of 118 items ‘/a N%mﬁ%ﬁ
44 CRBOESFCIABCREEsNTLES || (ntiPhishing Japan
=5 . "~ — .
Hisa v] FIvOULIAT VEExport | ®E | @ ZoE [ BARE () | T IR, CIBERER 0 ET L SBEVERL T FET,



[BIRZLIBN S L

[ D490 INEFENTWS (FEEZERUV) MBEEXFIMMLADRARAEFE>TTXRANRA=UT

sy BE AT WYNR—RXTAwvI > UAh =42,
#8 nrivacySYMposium st SEAEAZEA RE B ms
x5

elsec
fgdn gy tls |\)(’I/ >% Web-U-/]/ |\ EZ8

\ B e

FIF \\ : \ ] \ F)(,r\
il /' ] >~
- usable m/r J ~ 7
B e s L S -
T T Sl
W~ > 1=/gh url =2 OMm=I)b
j ’]/ J //gﬂ /‘A thirteenth XER 1=

.- FITE —HF - w

R d1—b 7 ~, - =

" " ip B A soupsign BEmSZFA
BREFIUT o 45 TF FH 48 sy EEmA—IL

DECPZIF Y T
Council of

= MHRRH 1P —O—NLOTFRNIA T —E REFAS T2 LE



(EEEINZy)

o
w
=
o

15 20 25
Fik
PR
Ak

BA

RE

T EEER
Xt

FA

webH Ak

i

dns

url

B
it
AR
ol
ez
B
AT L
BE
®Et

21922 TN RIGH#HD

Council of Anti-Phishing Japan

%0 MR eI —F—O—HILDTFHFRNRAZU T H—EREFIHESE T FEEELS



[B¥RFIL%

£8

o k
Bl ﬂflJﬂlJ\\ s \
i webtr-1 b
[
1TEh

url

%ﬂi/;g%
it

47

®
S \\_.
o ® / PR
2 OmR—)L dns @
\ a >?§"ﬂ\
. e
o’ i
BIE ®
AT %ﬂﬁ\ ERFa U
./
1ERK
thi%th
[ ) .
soups symposium
usable
g oA Dt w 183 F&

21922 TN RIGH#HD

XM¥AESH I —HF—O—HILDTFANTAIZUTH—EREZFBIE T FEEE L



IRAETE L DAERE (FAR)

o MNIETTIEfFIELTNEWNEDD: -

o DAV H ATy T A= )LD IZEB LR
ﬁch\ %€

o BNTIIERER (FAMUF)ANDEFEB LY. SiBHEZEH
9['\1%2*&%275\ F i

e Language Barrier (BRZEBvsAAE) L HYZFS

« DMARCREERNZHREBELTHECA, (BHFEYRBRLEF
STENELEAT) IEEET21IA, IPSIT16A

» WREBEFBLMERBAOHICIEF YV IHHEND
o (EMEFEIND)ZLELT4vI T LT —T—F DB

LN LN? A 71y TR S
C\ u Council of Anti-Phishing Japan

48



g

HUY—XA

74 pAZZB L T E S

cil of Anti-Phishing Japan

49



UCI Phishing Websites Dataset

50

@ UCI Machine Learning Repositor. X +

[ C (ﬁ https://archive.ics.uci.edu/ml/datasets/phishing +websites

@@ I T

O Repository @ web oul

Machine Learning Repository View ALL Data Sets

Center for Machine Learning and Inte ns

Check out the beta version of the new UCI Machine Learning Repository we are currently testing! Contact us if you have any issues, questions, or concerns. Click here to try out the new site.

Phishing Websites Data Set

Download: Data Folder, Data Set Description

Abstract: This dataset collected mainly from: PhishTank archive, MillerSmiles archive, Googled€™s searching operators.

https://archive.ics.uci.edu/ml/datasets/phishing+websites

Data Set Characteristics: N/A Number of Instances: || 2456 || Area: Computer Security
Attribute Characteristics: || Integer Number of Attributes: || 30 Date Donated 2015-03-26
Associated Tasks: Classification | Missing Values? N/A || Number of Web Hits: || 212564

Source:

Rami Mustafa A Mohammad ( University of Huddersfield, rami.mohammad ‘@' hud.ac.uk, rami.mustafa.a ‘@' gmail.com)
Lee McCluskey (University of Huddersfield,t.I.mccluskey ‘@' hud.ac.uk )

Fadi Thabtah (Canadian University of Dubai,fadi ‘@' cud.ac.ae)

Data Set Information:
One of the challenges faced by our research was the unavailability of reliable training datasets. In fact this challenge faces any researcher in the field. However, although plenty of articles about predicting phishing websites have been disseminated these days, no reliable training dataset has been published publically,

may be because there is no agreement in literature on the definitive features that characterize phishing webpages, hence it is difficult to shape a dataset that covers all possible features.
In this dataset, we shed light on the important features that have proved to be sound and effective in predicting phishing websites. In addition, we propose some new features

Attribute Information:

For Further information about the features see the features file in the data folder.

Relevant Papers:
P
Mohammad, Rami, McCluskey, T.L. and Thabtah, Fadi (2012) An Assessment of Features Related to Phishing Websites using an Automated Technigue. In: International Conferece For Internet Technology And Secured Transactions. ICITST 2012 . IEEE, London, UK, pp. 492-497. ISBN 978-1-4673-5325-0 =~
ipan

Mohammad, Rami, Thabtah, Fadi Abdeljaber and McCluskey, T.L. (2014) Predicting phishing websites based on self-structuring neural network. Neural Computing and Applications, 25 (2). pp. 443-458. ISSN 0941-0643


https://archive.ics.uci.edu/ml/datasets/phishing+websites

PhishTank nuesenishankore

# PhishTank | Join the fight against X 4 v = o X

&« C' @ phishtankorg B e Y » 0O a2 ¢

R

t
PhIShTank Out of the Net, into the Tank e

Add A Phish Verify A Phish Phish Search Stats FAQ Developers Mailing Lists My Account

Join the fight against phishing What is phishing?

Phishing is a fraudulent attempt,

Submit suspected phishes. Track the status of your submissions. usually made through email, to steal
Verify other users' submissions. Develop software with our free API. your personal information.

Learn more...

Found a phishing site? Get started now — see if it's in the Tank:

http:// [Isita phish?| What is PhishTank?

PhishTank is a collaborative clearing
house for data and information about
Reoent SmeiSSiOﬂS phishing on the Internet. Also,
PhishTank provides an open API for
developers and researchers to
1D URL Submitted by integrate anti-phishing data into their
applications at no charge.

You can help! Sign in or register (free! fast!) to verify these suspected phishes.

7816128 https://galiciahomebanking.gaiiciabaking.repl.co/ dms Read the FAQ...
7816127 https://validacionbancaonline.josiwd.repl.co/ dms
7816126 https://ccgalicia.ccgalicia.repl.co/ dms
7816125 http://coloursource.com.au/bt/ionos-1and1/40c1f234... kkalmus
7816124 http://beta-exodes.com DDay
7816122 https://sunfores.top/exten/eoxodu/ DDay
7816120 https://unfortunateturbodebuggers.confirmarrrrrrr.... dms
7816119 http://web.ib.mizuihaobank-japan.rest/client/index... ytakeda
7816118 http://web.ib.mizuihaobank-japan.rest/client/index... ytakeda
7816117 http://login.miizuhabunksdm.cyou/client/index_sp.p... ytakeda
7816116 http://login.miizuhabunksdm.cyou/client/index.php ytakeda
7816115 https://bancobogotadc.3412244.repl.co/ dms
7816112 https://mizunhobank-servlet-logbnk0000000b-do.cyou... ytakeda
7816111 https://mizunhobank-servlet-logbnk0000000b-do.cyou... ytakeda
7816110 http://web.ib.mi.zuhobank-co-jp.cyou/client/index_... ytakeda
See more suspected phishes...
New to PhishTank? A
Subscribe to the PhishTank mailing lists. I~

Friends of PhishTank Terms of Use Privacy Contact

nd e

e T T o

PR -l ny 8 [ TR


https://phishtank.org/

JPCERT/CC Phishing URL dataset

€) GitHub - JPCERTCC/phishurl-list. X 4

https://github.com/JPCERTCC/phishurl-list

&« C @& github.com/JPCERTCC/phishurl-list/ 2 % 0O 2

O Product Solutions Open Source Pricing Signin | Sign up |

= JPCERTCC/phIShUFl'IISt Public L\ Notifications % Fork 6 Ty Star 90 -

<> Code 17 Pullrequests () Actions (@ Security |~ Insights

¥ main ~ P 1branch © 0tags Go to file About

Phishing URL dataset from JPCERT/CC

e shu-tom Update README.md « b69129a on 31 Aug @ 7 commits
0] Readme
B .github/workflows Added script to create statistics page 2 months ago ¢ 90 stars
12 watch
m 2019 Added phishing url data 201901 to 202206 2 months ago © 12 watching
% 6 forks
I} 2020 Added phishing url data 201901 to 202206 2 months ago
I 2021 Added phishing url data 201901 to 202206 2 months ago
Languages
B 2022 Added phishing url data 201901 to 202206 2 months ago -
.|
[ .gitignore Added script to create statistics page 2 months age ® HTML945% @ Python 5.5%
[ READMEmd Update README.md last month
[ index.html Updated statistic page 2 months ago
@ statisticpy Added script to create statistics page 2 months ago
B template.html Added script to create statistics page 2 months ago
‘= README.md

Phishing URL dataset from JPCERT/CC

Column details

sy

* date: Date confirmed by JPCERT/CC
e URL: Entire URL of a phishing site


https://github.com/JPCERTCC/phishurl-list

=)

21922 TN RIGH#HD
Council of Anti-Phishing Japan

93



e —— ¥

« T4 RAIY I NEBEIRD DTS
c T4y TIFEDRRILEN TOALVRTLERELT

AYS

* FlI

« Bk f&ﬁﬁ )

%

=

\1

CEEEITNTNELE TV XK

(TCDIT4V T ERENE T EHNTULY

s L. Zau i VT I EBAHE ZANMENERIZH S
 SERBEHZIMITTHE IS 2 =T4E BV IR A0

54

A T2 T RiHD
Council of Anti-Phishing Japan



UTZ

CaIEHDDHEDTTNFHUE

Special Thanks:
AVTUVECRBEWN W D00l U T RGBS MR WD E #
9’( I*)lx’éf?%%@b\f:f:b\f:‘/') I‘./“/XTAX@JH.**%

& 74 w2 W RIGES

cil of Anti-Phishing Japan

99



